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Agenda

 What is a Security Risk Assessment?

 Overview of the SRA Tool

 Updates in Version 3.7

 Q&A
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What is Security Risk Assessment?

A covered entity or business associate must:
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“Conduct an accurate and thorough assessment of the 
potential risks and vulnerabilities to the confidentiality, 
integrity, and availability of electronic protected health 
information (ePHI) held by the organization”

HIPAA § 164.308(a)(1)(ii)(A) 



The HIPAA Security Rule requires covered entities and 
business associates to:

 Ensure the confidentiality, integrity, and availability of all ePHI they 
create, receive, maintain or transmit

 Protect against reasonably anticipated threats or hazards to the 
security or integrity of the information

 Protect against reasonably anticipated, impermissible uses or 
disclosures 

 Ensure compliance by their workforce.
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Risk Analysis components of a Security Risk Assessment:

 Identifying all ePHI within your organization. 

 Identifying sources of ePHI

 Identifying human, natural, and environmental threats to information 
systems that contain ePHI.
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Outcomes from security risk assessment

Organizations can use information from their assessment to inform 
decisions regarding security measure implementations to, for example:

 Design personnel screening processes

 Identify and strategize data backup

 Determine where and how encryption should be used

 Determine what authentication may be required to protect data integrity

 Determine which policies and procedures may need to be created or 
improved to protect ePHI
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Challenge SRA Tool
- Organizations are vulnerable

- SRA is required

- Small budgets, few staff

An accessible, wizard-based 
tool to aid in the identification 
and assessment of risks to 
ePHI.



The SRA Tool



Content

The SRA Tool’s content was developed using the following sources:

HIPAA Security Rule

National Institute of Standards and Technology (NIST) Special Publication 800-66

NIST Special Publication [Guide to Implementing FISMA Security Controls] 800-53

NIST Special Publication [Guide to Assessing FISMA Controls] 800-53A

Health Information Technology for Economic and Clinical Health (HITECH) Act

Assessment questions in the SRA Tool provides specific reference to:

HIPAA Security Rule

NIST Cybersecurity Framework (CSF) 2.0

Health Industry Cybersecurity Practices (HICP)

Healthcare and Public Health (HPH) Cybersecurity Performance Goals (CPGs)
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Downloading, 
Installing, and 
Using the SRA 
Tool



Download & Installation
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 Download the SRA Tool installer at HealthIT.gov. 
 Double-click to run the installer and walk through 

the installation steps.  
 Once downloaded, a blue “SRA-Tool” icon will 

appear on your desktop.

 The SRA Tool runs on Windows 8, 10, and 11.  
 All information entered into the tool is contained 

locally. 
 No information is transmitted to DHHS, ONC, or 

OCR.

Note: Users must have administrative privileges to install the 
SRA Tool. For this reason, you may need help from your IT 
department or system administrator to install the tool. Admin 
privileges are not needed to run the tool once it has been 
installed. Instructions on reviewing the digital certificate is 
covered in a later slide.

https://www.healthit.gov/topic/privacy-security-and-hipaa/security-risk-assessment-tool


Welcome Screen
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 Select Start New SRA to begin a new 
assessment or Continue SRA to open an 
existing assessment file.

 The Check for Updates link helps you 
confirm what version of the application and 
content you are using.

 Note: You should only install SRA Tool 
updates downloaded from the HealthIT.gov 
SRA Tool page.



Entering a Username
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 When beginning a new assessment, the 
user is asked to enter their name. A full first 
and last name is recommended. 

 The SRA Tool supports multiple user 
accounts, so more than one person can 
work on an SRA file in progress. 

 When opening an existing assessment, the 
user will need to select their username or 
create a new one.



Saving a New SRA File
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 The SRA Tool creates SRA files that can 
only be opened with the SRA Tool 
application.

 After entering your name, you then select a 
file name and save location for the new 
.SRA file. 

 Files with the .SRA extension can be 
opened and edited only with the SRA Tool 
application.



Practice Information, Asset 
& Vendor Management

15

Begin assessments by gathering and entering 
information, including:

 Practice locations

 Assets (computers, equipment, other 
hardware)

 Business Associates (vendors)

 Relevant policy, procedure, training, and other 
documents



Assessment

16

 The Assessment section contains seven 
sections with multiple-choice questions and 
branching logic.

 The Education panel provides information 
related to each response given.

 The Reference panel links each question to a 
HIPAA Security Rule citation and other 
relevant references.

 Progress indicators are provided in the 
navigation panel as sections are completed.



Threats & Vulnerabilities
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 At the end of each section of multiple-choice 
questions, users are asked to select from a 
list of vulnerabilities that may be applicable to 
their practice.

 Each vulnerability that is selected comes with 
a list of related threats that must be rated for:

• The likelihood of occurring and 
• The impact should it occur.

 Your threat ratings here will be shown as a 
risk score on the Risk Report.



Section Summary
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 A Section Summary shows the questions, 
responses selected, and education content. 

 Questions are divided into Areas of Success and 
Areas for Review based on your responses: 

• Areas of Success are responses that 
represent industry best practices. 

• Areas for Review represent responses that 
could use improvement.  

 Users can also:

• Indicate section approval

• Add Additional Information 

• Add/link relevant documents necessary to 
demonstrate accuracy and thoroughness of 
section responses

 Click Next to save entries or confirmation here.



Reports



Summary Report
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 Reports are available only after all Assessment 
sections are completed. 

 The Summary Report is high level summary of 
your risk assessment. 

• Risk Score shows the percentage of all 
question responses in your assessment that 
indicate risk. Higher percentage = more risk.

• Areas for Review shows the number of all 
question responses in your assessment that 
indicate risk. Higher number = more risk.

• Vulnerabilities shows the total number of 
vulnerabilities selected as applicable or 
present. Higher number = more risk.

 The Risk Scores for individual assessment 
sections are also shown.



Risk Report
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 The Risk Report identifies all areas of risk 
across your assessment. 

• Risk Breakdown shows a sum of threat 
ratings in each risk level (Low, 
Moderate, High, and Critical).

• The Risk Assessment Rating Key shows 
how likelihood and impact ratings 
combine to rate risk levels. 

 The Vulnerability section lists each 
vulnerability you selected during the 
assessment with its rated risk level, based 
on your likelihood and impact ratings.



Risk Report (continued)
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 The Risk Report also summarizes all 
questions that were sorted into Areas for 
Review.  

• Users can review questions, selected 
answers, and corresponding education 
guidance on how to improve security 
and mitigate risk in that area. 

• Relevant references are also provided 
for each question in the Risk Report.



Detailed Report
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 The Detailed Report is a collection of all data 
captured throughout the entire assessment, 
including: 

• All questions and responses, including 
the username with date/time stamp

• Each threat and vulnerability rating 
• Practice Information including Assets and 

Vendors 
• Additional information or approvals 

entered for each section.

 Users can export a PDF or Excel copy of the 
report from this screen.



Remediation Report
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 This report lists all areas of risk identified 
in your assessment and provides space to 
plan remediation activities, including:

• Enter comments, notes, or plans to 
respond to each risk

• Assign an owner

• Assign a due date

• Mark the date completed

• Link relevant policy or other 
documents



Excel Workbook
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 The interactive workbook includes worksheets 

for each of the seven sections of the SRA Tool. 

This includes the same questions, answers, 

and education from SRA Tool application.

 Users can also indicate the likelihood and 

impact of threats for each vulnerability.

 This option provides cross-platform support to 

users unable to install or use the application. It 

may also be helpful to users who want to copy 

text from questions, responses, and education.

 The workbook version is available for download 

from the HealthIT.gov SRA Tool page.

 Note: You may need to click Enable Editing the 

first time you open the workbook.



 Invest a significant amount of time.

 The value of the SRA to your organization depends on the integrity of the 
input.

 Spend time on understanding requirements, security, where ePHI exists 
within your organization’s IT environment, and what threats to consider.

 Ensure an inclusive scope. This means considering risks and 
vulnerabilities to ePHI throughout the organization wherever it is 
created, maintained, received, or transmitted.

 Regarding applications, be sure to look beyond just the EHR system.

• For example: Practice management, scheduling, billing, 
telecommunications, e-mail, cloud apps, and other platforms can all 
contain or access ePHI
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What to Expect



Changes in 
Version 3.7



Content improvements in 
questions, responses, & education
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 Tool scope transparency. New education reminds 
users that the SRA Tool survey approach may not 
identify all risks present in an organization and 
recommends supplementing results as 
necessary.

 New assessment-scope question. A new 
questions asks if the assessment accounts for 
every facility and location that creates, receives, 
maintains, or transmits ePHI, potentially reducing 
blind spots for multi-site practices.

 Potential review triggers. Education on when to 
review or update your security assessments now 
lists real-world examples, such as mergers, 
acquisitions, new technology adoption, and 
security incidents.



Content improvements (cont’d)
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 New remote access & telework question. A new 
question asks whether remote access to ePHI is 
allowed and protected with appropriate 
safeguards.

 Modernized asset inventory. Revised inventory 
language explicitly covers cloud/SaaS platforms, 
mobile devices, network equipment, 
medical/OT/IoT devices, removable media, and 
vendor-hosted systems — reflecting the 
technology mix practices use.

 Modernized system-activity logging question. 
Revised language includes systems that 
organizations operate, such as EHR, email, 
billing, scheduling, cloud storage, remote access, 
routers/firewalls, and security tools.



Updated library files & 
Digital Cert
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 The SRA Tool 3.7 build includes refreshed 

library files to mitigate vulnerabilities in 

outdated components. 

 It is recommended that you uninstall your 

existing SRA Tool version when upgrading.

 Users can review the installer file’s digital 

certificate before installing the SRA Tool. The 

certificate helps confirm the authenticity and 

integrity of software installation file.

 Note: You may see a warning message when

installing the SRA Tool. Steps for reviewing the 

digital certificate are shown at left. For the SRA 

Tool 3.7, “Altarum Institute” should be shown as

the signer with a timestamp of Wednesday, 

8/26/2026.



Conducting a Thorough Assessment
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The HIPAA Security Rule’s risk analysis requires an accurate 
and thorough assessment of the potential risks and 
vulnerabilities to all of the ePHI the organization creates, 
receives, maintains, or transmits.

 When responding to questions to identify and assess potential risks, organizations should 
consider how the questions apply throughout its entire enterprise.

 Organizations should take care that its responses reflect an accurate and thorough 
assessment of the questions presented and are not merely a clerical exercise to produce a 
report.

 Responding to questions without considering how the questions apply throughout the 
organization may result in a risk analysis that is not accurate and thorough as required by the 
HIPAA Security Rule.



Frequently Asked Questions

How do I upgrade to the latest version of the SRA Tool without starting over from scratch?

The installer is designed to overwrite the previous version of the tool without issue. Files created with previous 
versions of the tool will still work. However, if you continue working on older files, you may be missing out on 
content updates, including new assessment questions that appear in version 3.7 content.

How do I update the Audit Date displayed in the Detailed Report?

Audit Date reflects the last date a question was updated. The Audit Date will only be changed if the response is 
changed. If you’ve reviewed and updated an older SRA file, the date of review can be included in your file name or 
Date modified. 

Is SRA Tool available for Apple or Mac computers?

No. The desktop application is not supported on MacOS, Linux, or any operating system other than Windows. If you 
wish to use the SRA Tool on one of these systems, you might consider the SRA Tool Excel Workbook.

Does the SRA File or report need to be submitted anywhere?

Your SRA is for your own records. It may be required for an incentive program, but that is outside of the scope of 
the tool. SRA files are not submitted to ONC or OCR.
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Questions From 
Chat



Contact Us

Contact the SRA Tool Helpdesk:

Email: SRAHelpDesk@Altarum.org

Submit SRA Tool Questions via the HealthIT Feedback Form
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mailto:SRAHelpDesk@Altarum.org
https://www.healthit.gov/form/healthit-feedback-form


Additional Information & Resources

• Visit HealthIT.gov and the SRA Tool Download page

• Guide to Privacy and Security of Electronic Health Information

• HealthIT Privacy and Security Resources for Providers

Follow @HHS_TechPolicy on Twitter and ONC on LinkedIn for updates on 
the SRA Tool
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https://www.healthit.gov/
https://www.healthit.gov/topic/privacy-security-and-hipaa/security-risk-assessment-tool
https://www.healthit.gov/sites/default/files/pdf/privacy/privacy-and-security-guide.pdf
https://www.healthit.gov/topic/privacy-security-and-hipaa/health-it-privacy-and-security-resources-providers
https://www.linkedin.com/company/office-of-the-national-coordinator-for-health-it/posts/
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