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Call to Order/Roll Call (00:00:00)

Tara Porter

Hello. Good afternoon, everybody. Welcome to today's Annual Report Workgroup meeting. | am Tara Porter with
ONC. | will be serving as a Designated Federal Officer for today's meeting. | do want to note that all workgroup
meetings are open to the public, and public feedback is welcome. Members of the public can type comments in the
Zoom chat feature throughout the meeting or are welcome to make verbal comments during the public comment
period that we have scheduled towards the end of today's agenda. If you could go to the next slide, please. It
displays today's agenda, which is similar to previous workgroup meetings. We will begin with a roll call. Then | will
turn it over to Eliel and Shila to provide some opening remarks and to lead today's continued discussion on the
privacy and security target area for the annual report. We will then open the call for any public comments before
adjourning for the day. We can go to the next slide, please. | will begin with our roll call of workgroup members,
starting with our co-chairs. Eliel Oliveira?

Eliel Oliveira
Present.

Tara Porter
Thank you. Shila Blend?

Shila Blend
Present.

Tara Porter
Hans Buitendijk?

Hans Buitendijk
Present. Good afternoon.

Tara Porter
Good afternoon. Michael Chiang?

Michael Chiang
Present. Good to see all of you.

Tara Porter
Hello. Hannah Galvin has noted that she is unable to join today. Bryant Thomas Karras? Anna McCollister? Dayo
Oshunkentan?

Anna McCollister
| am here. This is Anna.

Tara Porter
Hi Anna. Dayo Oshunkentan? Rochelle Prosser?

Rochelle Prosser
Present.

Tara Porter
Hi Rochelle. Mark Sendak? Naresh Sundar Rajan?
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Naresh Sundar Rajan
Good afternoon. Present.

Tara Porter
Good afternoon. Thank you. Is there anyone whom | missed or just joined us?

Steven Eichner
This is Steve Eichner. | am here as well.

Tara Porter
| apologize, Steve. Sorry about that.

Steven Eichner
No worries.

Tara Porter
Thank you. | will now turn it over to you, Eliel and Shila, to kick off today's meeting.

Opening Remarks & Discussion of Annual Report Workgroup FY26 Draft Crosswalk (00:02:16)

Eliel Oliveira

Good afternoon, everyone. Thank you for joining us again. We are excited to see you and continue this progress. |
know it is summer, and everybody has other matters to attend to, but | appreciate you putting in the time to refine
this process with us. Thank you. With that, Shila, | will turn it over to you.

Shila Blend

Yes. Thank you, everybody, for joining us. Hopefully, you are all enjoying your summer. Thank you for taking the
time to work on this with us and move forward. If we could go to the crosswalk, today we are going to be talking
about privacy and security. That is our next topic. There we go. Yes, today we will be doing privacy and security.
We have a few topics here to discuss that | believe we should get through. | know some people have already put
their comments in, and | look forward to the discussion. Following that, in July, we have two meetings. The latter
half we do not have during the holiday. In the latter half of July, we will be discussing patient access to information.
We have a little bit to wrap up, and then we will be reviewing it by the end of August and early September. | look
forward to our discussion today. Next slide. We can probably pull up the crosswalk.

Thank you, everybody. Thank you to those who have already put their comments in. If you want to, feel free to
explain your comments or discuss. | probably will not be reading them unless we have some extra time in the
discussion. If you do want to discuss what you have put in a little bit, feel free. You are more than welcome. The
first topic we will be discussing here is the use of artificial intelligence (Al) and emerging technologies in clinical
care. We have a few topics on here. Hold on a second. A clarification for the ONC team. Did we do the top two this
last time?

Eliel Oliveira
I think we still may have to go back to those, Shila. We wanted to make sure that we make progress on the last

two, and then we can come back here.

Shila Blend
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| am just clarifying. | think we discussed them, but | was not sure if we were complete on them. Okay. We will start
with the use of Al and emerging technologies in clinical care. Does anybody have any initial comments they want
to discuss on this, discussing the gap? Anna?

Anna McCollister

Hi. Yes, | have a lot of comments on this area. It is an area of significant promise, but for me as a patient, it is an
area of significant concern. | have seen electronic health record data. | know how messy it is. Even when it is in its
best form, it is basically a snapshot of where you are. Particularly in the outpatient setting, but also within the
inpatient setting to some degree, it is a snapshot of where you were at the time when you had those lab values. It
does not give any context whatsoever for how you arrived at those lab values. For me, the big ones are blood
glucose, blood pressure, and weight. For my kidney disease, | use a digital scale that tells me not only how my
weight shifts from a day-to-day basis due to fluid issues, but how much of that is water weight versus other stuff.
That stuff is incredibly important for understanding kidney health.

That is just stuff from the things that | have to do on a day-to-day basis. There are lots of other examples from
other disease areas that | do not live with. None of that is incorporated into the clinical record. We have zero
home-based data incorporated in the USCDI so far, not to mention patient-reported outcomes. Any Al that has
been based exclusively on the clinical data set and what is in electronic health records (EHRs) is going to have a
substantially high error rate if very specific and precise steps are not taken to mitigate the risk of missing data. | do
not feel like that has been referenced enough in the discussions around incorporating Al in the clinical setting.

Shila Blend
That is definitely helpful. Rochelle?

Rochelle Prosser

Hello everyone. Let me see if | can lower my hand. Okay, thank you. Coming from the clinical side, some of the
issues that | have with the Al and emerging technology are that there is no source of truth. As Anna mentioned, for
labs and other benchmarking testing, they are actually using clinicians now to look at the Al source to see if the
responses are appropriate. Currently, depending on the setting or clinical level that you are in, the Al is there to do
ambient source listening to work as a scribe. There are some recording laws that come to mind under the Health
Insurance Portability and Accountability Act (HIPAA). How do you give consent to record children or minors under
the age of 187? It is their medical record. A parent can or cannot give consent. When it comes to an oncology child,
at the age of 10, they can give consent to treatment. How do they legally give consent for ambient listening and
recording of their medical history, medical conversations, et cetera, if they are emancipated at 10?

We have laws in certain states that preclude the ability to use these Al technologies that | fear are being
circumvented inappropriately. That is the second issue. The third issue for me is what then becomes the source of
truth and line use of this information once it is recorded using the Al? | do agree that categorizing what it is
recording is extraordinarily difficult. There is no guideline, framework, benchmark, et cetera, to say what can and
cannot be used, the words it is recording, what is being done with it, and who the ownership is. Where does the
property line begin with responsible use, appropriateness of recording, et cetera?

Those are my thoughts. | could go a lot more. Based on using the modeling that currently exists, there is difficulty
right now in making sure we are not providing phantom responses or providing phantom data. That still is an issue.
It is still an issue of creating privacy within one's own medical record when we are using it for de-identified data
and issues. We can identify the race, sex, and characterization of the person without providing these issues.
These are what these Al-generated models are using to predetermine, to pre-authorize, or to preclude someone
from receiving the appropriate treatments. This is where | stand on this. It is rather problematic. That is the end of
my comment.
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Shila Blend
| do know the phantom data, and everything is a big issue. Do you have any proposed suggestions or ways? | do
not know if there are any subject matter experts or people we can bring in on that to help advise us on that.

Rochelle Prosser

Yes. At the National Institute of Health, | did an actual panel on this last year. | can provide those names there.
They actually went through and did a whole research project. | did provide that information last year. | would be
happy to provide it again. | am unsure if the individuals are still with the National Institute of Health in light of the
changes that are there. | certainly can give you references to others who are well-versed in this information so that
they can come present.

Shila Blend
That would be great.

Rochelle Prosser

Okay. Some of the solutions to what you were asking are that when we create the modeling, | think there needs to
be some semblance of standardization of this modeling with surveillance to ensure that the Al, when left to its own
devices, is not going to run amok. There has to be an in-line clinician at the end of that line to make that final
determination until we resolve these issues.

Shila Blend
Thank you very much.

Rochelle Prosser
You are welcome.

Shila Blend
Michael?

Michael Chiang
Shila, | would say that number one, | would plus one basically everything that Rochelle just said. Rochelle, if you

feel like you are looking for contact people at National Institutes of Health (NIH), | was not in this workgroup last
year, but | am happy to help investigate that if that is ever useful. My comments are going to be similar to some of
the comments that | see in the gray here. | think one of the challenges is that the systems, by nature, are
continuously learning once they get more data. | think that is a huge challenge for regulatory purposes. It is not a
way that the Food and Drug Administration (FDA) usually thinks in terms of how to regulate version two or version
three of these things. | wonder if there is room for some kind of cross-agency collaboration in terms of regulatory
guidance for these systems.

Another issue that | think is a big challenge is making sure that these Al systems are not overfit. | think we have all
seen examples where they are really looking at something else that caused the 0.98 area under the ROC curve.
How do we really come up with frameworks to evaluate them? | think our community is still learning. | just want to
speak to governance about this because | think about two years ago, on HITAC, | remember that Chris Longhurst
from San Diego and Ashley Beecy from Cornell spoke. They talked about local governance models. Chris is no
longer at San Diego, and Ashley is no longer at Cornell. They talked about how each of these places has its own,
as | remember, governance committee to prove that the Al that was published, where it was published, works in
their local population.
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What struck me at the time was that because they are at UCSD and Cornell, they have the resources to do that.
For all those other places without the resources to do that, how do they make sure? If San Diego and Cornell do
not trust what comes off-the-shelf, why should anybody else trust it? If they do not have the resources, who is
going to do that validation structure? Is that some area where the government needs to step in to provide some
sort of guide for what it means to be good enough for a clinical application? | will stop with that. Thank you.

Shila Blend
No, that is very helpful. Steve?

Steven Eichner

Yes, thank you. | think some of my concerns are focused on ensuring that an Al model contains sufficient data
representing the breadth of the human population in terms of thinking about the breadth of medical conditions that
may exist out there to build a model. Ensuring that it accounts for all of our various conditions, rare diseases, and
the like. At the same time, looking at applying that model to that same breadth of population to ensure that there
are analysis factors that consider the breadth of the human population or the characteristics of the particular
individual for whom the model might be applied to, to account for their particular medical conditions that might
contraindicate what might be a usual or normal course of treatment. The third component of that one is on the
payment appeal side. It is ensuring that there are efficient and effective methods where Al might make a
recommendation that appears to the patient to be ill-advised, there is an effective, efficient, and timely method of
appeal and review.

The patient may know their own body really well. Take me as an example. Intramuscular injections are a really bad
idea for me medically. If Al were to recommend a treatment that included intramuscular treatment, | would need to
say, “Hold the phone. This is not a good idea.” To be able to appeal that decision or that opinion, and come up with
another approved treatment, in conjunction with my physician and payer, effectively and efficiently. Not being stuck
where | am waiting for six months for a decision, because it goes against what the Al recommended.

Shila Blend
Trying to figure out how to solve that, what do you think is the best way of going about it? Is it bringing in people to
talk, or is it working on some type of recommended processes? Go ahead.

Steven Eichner

Sure. | think it is both. | think ensuring on the input side there is some guidance around model development, so
that there is perhaps regulatory guidance that provides some guardrails about what information may need to be
included in an Al model for use in computer decision support. That way, everyone is clear about what the input
factors are. In the same way, looking at the analysis or usage components and looking at the equation, if you lower
the input factors. Then there is a clear understanding for all parties about what the factors are that the Al is using
to make its determination, and how it is accounting for particular things, especially for things that are rare and
unusual.

It is challenging to include when, in my particular condition, there are 350 people in the US with the condition. You
are not going to get a big sample, regardless if 10,000 other conditions are similar in nature. You need to account
for them one way or another. Similarly, looking at an appeals process in terms of looking at reliance on Al in
proffering an opinion and recommended treatment, having some guardrails in place where there is an appeal
process and some standards so that a patient is not in a position where treatment may be unnecessarily delayed
because of administrative decision-making.

Shila Blend
Yes. No, that is really helpful. Thank you. Rochelle?
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Rochelle Prosser

Yes. Again, thank you to Hans and to Dr. Chiang. Yes, | would love to partner in providing some details for you for
the Al with the National Institutes of Health. | had completely omitted that you do have some contacts there, so |
would appreciate any assistance. Going forward, on Hans’s comment, he actually helped to clarify one of the
questions. | also wanted to talk a bit more about how Al and the use of technology in healthcare can be
detrimental. There has been a very big push on finding ways to remove the nurse from the healthcare system to
lower costs, to provide efficiencies, those types of things. Whereas nursing is, although not considered a whole
class of professionals as a professional body, we are professionals in how we have theory, framework, and
practice. Recently, one of the hospitals out in the Midwest had a whole outreach, follow-up, and telehealth
outreach for their outpatient patients, those that were unable to travel, locked in at home, and that type of thing.
Basically, almost care-at-home or care-at-place. They used the nurses to create a whole program, stand it up, and
then asked the nurses to start working with the Al modelling.

What subsequently happened was that the board of executives and the Al company felt they had obtained enough
data to replace the entire workforce system of that outreach, including the ancillary staff, the support staff, and the
nurses. As we look at how Al is used and structured, is it to replace the workforce? | understand that there are
some things are redundant for entry-level, et cetera, but when you are looking at making clinical decisions about
patients' lives, is this the actual framework that we want to go to when we are dealing with the general public that is
shut-in, locked-in, unable to travel, and unable to connect with healthcare providers in this current healthcare
environment that we exist in today?

I am not sure that was the intended use, but that certainly was a dollar-cost-wallet-biopsy evaluation to ensure
procurement of a contract. | am interested in knowing what will happen with the use of this technology six months
from now in order to replace nursing staff. The next phase is to now do the admissions and discharge at the same
hospital facility that replaced the nurses doing the admission and discharge. Now they are bringing it inpatient to
do it on TV screens. After being recently in the hospital with my child, | know that there are inherent issues working
with Al technology that does not listen or has predetermined set responses.

If you are having a difficulty or need an exception, as Hans graciously characterized, how do you get around that?
How do you get an individual, a person on the phone, if they are doing it to make sure that the inpatient nursing
staff that would normally be able to escalate these concerns are no longer allowed to do so by hospital policy and
cost-effective measures? This is something that | lay here to consider as we look at Al and emerging technologies,
its use, but also the impact on the workforce and how it matriculates down to the patient’s overall satisfaction,
patient outcomes, quality improvement, et cetera. At the end of the day, patients are customers. The staff who
work within whatever hospital entity that will be using the services are our customers, including the federal
government. We want to make sure we are using the technology in the right way. In ways that provide benefit to
our communities that we serve.

Shila Blend

Thank you. That is helpful. We will have to catch up online because | lead our state nursing association. | have
listened to discussions there as this develops. The concept of firing staff, | heard this actually last week, similarly
with Al, except it was in an IT context where they fired a bunch of leadership and then had to actually bring them
back later at a higher rate because they realized that Al cannot replace all of the staff. | think you will see some
more of that, unfortunately, as everyone adapts.

Rochelle Prosser
| agree. To go down this road now, you are looking at seasoned, or as | like to say, well-versed staff that usually go
into these areas. Now you are going to have brain drain. We already had a large brain drain just through dealing
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with COVID in the first place. Now, whatever staff that is left there with experience, we are pushing out the door. |
worry about patient care. | worry about the appropriateness of care, response to care, and escalation of care when
needed. Nursing is strapped as it is. They make the ratios very thin unless they are in certain states. | worry about
patient safety. | worry about quality inpatient care period.

Shila Blend
It is definitely a concern. | am going to go to Eliel next.

Rochelle Prosser
Yes. Thank you.

Eliel Oliveira

Thanks for sharing that specific example. It gives me some thoughts about the fact that there may be an
opportunity for a policy structure here. What | mean by that is that | think the biggest missing piece of what you
describe in that example of the nurses being used to train the Al model, there are two things. One is that, as you
know, things evolve constantly. If you have a group of nurses who train the Al, that Al is going to grow. It is going
to improve. It is going to need more input over time to refine itself. It is not a set-and-forget. | think whoever
devised that strategy missed the point that, as a software system, there is always continuous improvement. The
second thing on the policy side is that | would imagine that the nurses who helped to contribute content to that Al
should have a claim in terms of intellectual property for that new tool.

That could be a way where policy could be drafted to incentivize organizations and individuals to contribute content
that builds an Al that is intelligent, but at the same time allows that same group of nurses or association of nurses
to continue to build content to refine and train specific Al over time. | think that is one thing that | have seen in
healthcare a lot. If you are a researcher and a physician, usually anything new that gets created, you get the
intellectual property and benefit from it, but not the other level of individuals. In this case, | think that could be an
opportunity to incentivize individuals to own the property that they contributed to over time, and maybe activate the
new stream of growth in Al development that benefits anyone who contributes to it.

Shila Blend
That is very helpful. Michael, | will go back to you.

Michael Chiang
Yes. Shila, | also wanted to follow up on that. | think that Rochelle raised a number of really important points. |

hope what | am going to say is still within the scope of this working group. | think that, in general, we are potentially
at an inflection point about what the future of clinical practice is going to look like. What should the practice look
like because of Al? We have been talking about this at NIH for a while. About two weeks ago, | was in Chicago for
a conference that was put together in response to this. It happened to be by a group of ophthalmologists, which |
was hoping that it would not be, because | think this is much broader than ophthalmology. Since they were the
ones who wrote the grant, they did it. It was a group of clinicians, informaticians, engineers, educators, the
American Medical Association (AMA), the ABMS (American Board of Medical Specialties), the Accreditation
Council for Graduate Medical Education (ACGME), a sort of board certification, and the equivalent for
ophthalmology of all those areas. It really had all the leadership in the area to talk about these.

| wanted to just give the other perspective of what Rochelle said, essentially that the nurse may be replaced, as it
were. One of the comments that | made is that one of the added values of doctors in the 21st century with Al is
that doctors can talk to patients and interpret what the Al said. Actually, a lot of doctors are not very good at talking
to patients. In fact, nurses, | think, are better at talking to patients than doctors. | think that there is a whole issue of
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making sure that we have the right match between the skills required for a profession and what the clinical
profession is going to look like in the future, and where we are headed.

| guess that is a long way of saying that | wonder if there is room for a convening to get together the true experts,
meaning master clinicians, master educators, and of course, all the IT people, together about what technology we
should be building. What gaps does the human have? What should humans be contributing? How do we cultivate
those skills in, for example, teaching? Defining what it means to be a doctor, a nurse, or whatever in 2040. | think
that the way we train, | know at least four doctors right now, is really not any different from how we trained when |
was going to school in the 1990s and the 2000s. | will stop with that, but | thought that followed up on Rochelle's
comment.

Shila Blend
That is definitely helpful. Rochelle, | will go back to you.

Rochelle Prosser

Yes, that is fine. | was writing the chat. | thank you for your responses, Eliel and Dr. Chiang. Nursing,
unfortunately, as an exempt or non-exempt employee, you serve at the will of the facility based on your contractual
obligations. You are not hired into a research, research-type, or similar position, although we can do nursing
research projects. The projects are beholden to the facility unless the hospital is a magnet hospital, and then it is
framed under the context that nurses are there to provide research projects and grow based on evidence-based
practice and patients’ outcomes. The projects that they do create, although they will publish and be published in
certain journals, still belong to the facility at the end of the day. Their work can be used as part of their professional
profile, package, or portfolio, but it belongs to the hospital. There are some constraints that apply to nursing that
are not necessarily applied to a physician or clinical researcher who is hired to do those things. | just wanted to
circle back and answer some of those questions.

Then, to talk about the prior comments, doctors do listen, but they only bill in increments of 15 minutes. Depending
on what the metrics are, if it is an accountable care organization, a managed organization, and yes, they do have
intensivists and medical doctors for those companies that exist within the confines of the hospital, based on
contractual obligations, they are not designed to do that level of listening, but the nurses are. They ask us to talk to
the patients, and then in our rounding and reporting, we report up to the physician to let them know truly what is
going on. There is not going to be a physician at the bedside 24/7. It is just not designed that way. Nurses are
designed that way.

There is a whole learning construct that is missing when it comes to patient care, and when it comes to using Al
technology, as a lot of the panelists today have stressed. Al is not built in a vacuum. It does not stay within the
confines of a glass box once the contributors leave. It is continuing to evolve and continuing to grow. Once you
remove the contributors, which really are the ones that provide the throttle, the evidence-based practice, the brake,
if necessary, to ensure that the model is not progressing in ways untoward for humanity, if there is no one looking
at the house, how do you know the lights are on and working? How do you know that this model is still supportive
for patient function? As Hans was saying, we have preapprovals, but we have two differing Al models talking to
each other. Left to their own devices, it becomes a whack-a-mole of a denial game. At the end of the day, patients
are the ones who need the care. They end up suffering.

Shila Blend
Sounds good. One more brief comment, Michael. | think we should move to our next topic.

Michael Chiang
Yes, Shila. | am sorry to perseverate on this.
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Shila Blend
| know we are all very passionate. | am just trying to make sure we keep in mind ...

Michael Chiang
On the topic of communication and talking, | just wanted to make the point that | think that wherever we are, we

are worse than we were 20 years ago, ironically, because of EHRs. We copy and paste. We do things like that
instead of talking to people. | think that may have implications for the way that we design EHRs and for the way
that we train future clinicians. | will stop with that. Thank you.

Shila Blend

No. As | said, | agree with many of your sentiments. My Doctor of Philosophy (PhD) has a focus on nursing and
health systems. My advisor was very passionate about the value of nursing, as we discussed. | can very much get
into your sentiments, too. Keeping on time, | am going to move to our next topic. With that, we are going to move
to feedback on clarifying standards and safeguards for de-identified re-identification risk and consent. | know this is
a very hot topic, especially as we move more towards these Al models and different things. We know the
importance of the data because we are sharing not only HIPAA data. Sometimes there is 42 CFR Part 2 data and
different things. As the admin, we are dealing more with data leaks, reuse of data, and use for the improvement of
outcomes. | think this is an area we do need to look at carefully because, as we look at the capabilities of Al and
as they can develop these models, we need to ensure that there is not an ability to re-identify and assess that risk.
As | said, the 42 CFR Part 2, the consent model, and we have talked a bit before, too, even on the consent of use
of data. | would like to open it up to our group. Who would like to discuss feedback that they have on this area?
Ike?

Steven Eichner

| think we may need to actually really rethink what it means for de-identified data to actually exist, and how much
data is really de-identified. | will pick on myself as an example. | have a rare condition, as | mentioned earlier. | am
one of about 300 or so people in the States with it. | am the only adult male over the age of 50 with the condition in
the state of Texas. As soon as you look at a patient’s history that says Texas over 50 with that diagnosis, it is me.
It can be nobody else. You cannot de-identify me and include that diagnosis in my record. That is the simple case.
As we look at more complex medical records, it becomes easier and easier to have everybody be unique. As soon
as you have uniqueness, it becomes relatively easy to re-identify them. Does this mean that we really need to think
about reconsidering what de-identification means and shift to a model where we are recognizing that it is identified
data and that we are putting more emphasis on privacy and security regarding the utilization of that data? Thanks.

Shila Blend
Definitely. Right now, we are going to focus on gaps. Those speaking, do you have any gaps to add? Okay. Anna,
what are the gaps you have?

Anna McCollister
Do you prefer Eich or Steve?

Steven Eichner
Either one works. | use Eich when there were a bunch of Stevens in the room.

Anna McCollister

Okay. Building off of what Steve said, | think the notion of de-identification is somewhat antiquated at this point. |
mean, people use digital fingerprinting all the time with commercial data. | have spoken with companies and
prospective clients who have access to data about people. They know very significant details about these people's

10
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lives. One of the things they want to do is interventional outreach, but they do not want to freak people out by
telling them all the things they already know about this person’s life. In this case, they were attempting to do
something good, but the reality is that it is not an unusual situation. The idea that we are de-identifying data just is
not really ringing true anymore. HIPAA gives a lot of latitude. HIPAA gives a lot of latitude to people for de-
identified data to be able to use it, sell it, do whatever with it, and do any kind of research. Personally, | support
that. | think it is an important part of medical research. It would be unwise not to do secondary data research. If you
are going to do it, you need to be very transparent about exactly what type of research you are doing, what you are
doing with it, and how that research is used. What are the ultimate goals of that research? We have none of that.

Shila Blend
That is helpful. Eliel?

Eliel Oliveira

Yes. Thanks, Shila. | really like everyone's comments here because | feel the same way. We defined de-
identification a while back, and it is still used in the same ways when technology and data capabilities have
advanced quite a bit. | agree that we need to look at the way that de-identification is determined and maintained. |
also agree on educating folks about what de-identification really means. | think de-identification is something that
everybody basically uses often. De-identification and limited data sets, for instance, are very different. Very few
people know the difference. Last week, | talked to a reporter who was trying to find more details about an article
that Cable News Network (CNN) published, talking about the Secretary of the United States Department of Health
and Human Services (HHS) and data from Health Information Exchanges (HIEs) to be able to do research,
vaccinations, and whatnot. Folks are using de-identification and those articles, but they really are not talking about
de-identification fully, in my opinion. They do not know the difference between that and something that requires
dates and some geography to be able to allow an analysis to be done.

I do not know if that can ever be qualified, but | think these things create a challenge. | think that is where the next
column, column E, on the challenges, we cannot guarantee that re-identification is not possible today, given that
the definitions are too old. Yes, there is a lack of understanding out there on how individuals are really protected,
because once in a while, | see those blowup articles on the news. | think the biggest example | have for you guys
is three or four years ago, Ascension and Google had done a partnership to do some analysis. They built an Al.
Somebody who left Google basically wanted to share with everyone that they were doing something that was not
legal. It ended up leading to a congressional hearing. In the end, it turned into nothing. In my opinion, it was
because they were likely following protocol, which included using a limited data set, a signed Data Use Agreement
(DUA), Institutional Review Board (IRB) approval in place, and a waiver of consent because there was minimal risk
to the patients. That does not come out in the news: those particulars of how data management for research can
be used. It just comes out that somebody is doing something wrong in people's privacy. There is quite a bit of
education that needs to be done, in my opinion, to kind of take out these barriers that | see to advancing research.

That is why de-identification and re-identification consent and all that, in my opinion, exist. Some of that is also for
public surveillance. | think some education there could help quite a bit, along the way, so that we can maybe move
away from these unreasonable public communications that basically put a bad picture on research and a bad
picture on an act, an order, or the government without any foundational aspect to it at all. | think | will jump straight
to recommendations to address something like this. We need some really qualified experts to be able to deep dive
into de-identification and re-identification issues. There are some clear folks out there at different organizations. |
know a few because | worked quite a bit in this space. | think HIPAA itself and HHS need help from specialists in
the field of tokenization of identifiers (IDs) and medical data to be able to do something like this, so the cases that
Eich was talking about can be fully addressed as well. How do you manage a situation where someone has a rare
condition that is going to lead to re-identification?
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You also cannot keep them out of the research opportunities because they are rare conditions. We actually want to
do more research, not less. At the same time, we need to prevent the re-identification of an individual and not put
them in a situation that is unfavorable. There is a lot of that that | think the HHS and HIPAA should revamp to be
able to protect privacy. | do not think a panel of experts would cut it. This is heavy work to be redone. | think in
terms of how we are going to reeducate the population, | think that is where we have an opening for some
additional strategies there, or marketing and communications that ONC and the federal government can use to
clear the sky, if you will, in this space.

Shila Blend

Those were good comments, Eliel. | was thinking as you were talking that even if you brought them in to talk at
HITAC, that would just be barely scratching the surface. | think as this moves forward, definitely there is a lot of
education to be done. It is a good suggestion for our proposed activities because it is a big concern, especially as
Al develops further. Rochelle?

Rochelle Prosser

Okay, | will be very quick. | think | already touched on some of the consent issues in my prior comments regarding
the pediatric population, and then, looking at the disease process that the individual is going through. Certain
disease classifications allow for younger consent guidelines, consent for treatment, and, therefore, exposure. |
completely concur with Eliel and Eich in that if we look at rare diseases, which is where we are going, or creating
treatments that are specific to N=1 for those that are in statistics and nerds like me, if everyone becomes a statistic
of N=1, then everyone becomes easily re-identifiable. When we look at other laws that should predict, propose,
and ensure the prevention of re-identification using unique identifiers, as the other patient advocate on here, Anna,
mentioned, we are no longer private. The privacy threshold really has been blown up if you really think about how
technology companies are using it and how we are moving forward in how technology is used to create unique
identifiers for individuals as individual people. We really are essentially one data breach away from everybody
knowing everyone.

As you said, certain groups will join with larger companies to look at the research. | in no way want to remove,
stop, or hinder research being done. | think it is a necessary part of healthcare. It is a necessary part of human
evolution to find causation, to find sources of truth, to find curative means while looking at the individual as being
N=1. However, we do need to talk a bit more about the consent portion of this. | think that is a huge gap. Every
state is different in what constitutes or confines consent. Again, if you are in a research hospital, the threshold of
consent changes. | just want to leave this with you. | had to transition my daughter from her pediatrician to her
adult physician. We did this last week on Friday. When they come in the room, they have to identify and state, “I
need to record this. This is now part of my practice. This is now what we do.”

When we were in the children's facility on our last visit, one of the providers came in and said, “Listen, | am using
an Al tool. | have to record this.” Her comment was, “| do not want to be recorded. | do not know if this is going to
end up on Facebook. It is going to end up on Instagram. | am a unique person. It is easy for me to come in and
watch this, and | realize you are talking about me. | do not want to be recorded.” That was at the children's hospital
level. Now we are in the adult setting. She said the same thing. She said the same thing. However, the response
was, “We have changed practice, and now this is part of our policy. We have to record.” Ultimately, once he heard
her medical history, he said, “No, | have to turn on this Al. There is no way | am going to remember all of this.”

| think we need some guidance. That is the gap. When does consent override personal preferences for the patient
and their comfort of talking about their health history? | think there needs to be a happy medium in that we utilize
this tool to help our memory instead of hiring someone to be a scribe or using an electronic tool. Where do we
straddle the line for the individual who is the user versus the recipient on having to provide the information? There
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has to be some type of framework around that to allow someone to say no, even where policy dictates that they
must. | think that is a gap that we need to consider.

Shila Blend

What do you see as opportunities? | can understand a lot of this, and it is interesting because whenever they have
used transcription in mine like that, they ask for consent. It probably varies by hospital, but even de-identification
and re-identification, | am thinking of future opportunities. Would it be developing a framework or developing
guidance for practices nationwide, dealing with those with video? As | said, | know a lot of times the questions
come. It might even be promoting some guidance for de-identification and re-identification. Also, as | said, | deal
with it already being in a rural area. | did research for my PhD, and | know it is always hard for individuals when |
say, “You cannot use that data because in such a small population, it can be easily re-identified.” Now you bring in
these extra tools, and there is that increased risk.

Rochelle Prosser

| absolutely agree. | am thinking about this more now as | finish up my public-health portion of my degree, and as
of tomorrow, | start my doctoral program. It really calls to task as | straddled this line personally, being a clinician,
being a parent, and then being the advocate for the general public in looking at managing their medical conditions,
as well as ensuring that | am protecting privacy. You make a very valid point, Shila. Population size dictates ease
of re-identification. That is one of the things that the pharmaceutical industry is working diligently to ensure: as they
create these new drugs and these new technologies, they are not creating risk for re-identification. That does
mean removing patients from the data, which would skew the curve, but also pose the greatest risk for
identification. You can take this model even more worldwide, as now we are a global network and framework. We
have what | call healthcare travel, where you have to go out of your state, sometimes out of the country, to be able
to provide care.

As you are traveling, that extra travel does pose a risk of re-identification as you go through. | guess | can skip to
recommendations and say that as we go through this, when we are looking at research, | think research does a
good job in asking people, “Can we use this data for presentation purposes?” As | quickly found out when my
daughter was presented at one of these conferences, it was really easy to find out who she was. It was really easy
because the sample size was very small. You definitely do not want to prevent the sharing of information, but we
do need to have some better guidance on how this data is used and consent. Who can consent? Who cannot
consent? What is the basis of truth for consent? When we are talking about the use of Al consent, there is no
particular law out there right now that would cover that. That includes HIPAA. There is no source of truth. Starting
with that framework right there would be a start. | would look to ONC, HHS, or Centers for Medicare & Medicaid
Services (CMS) to provide guidance to us for that framework.

Shila Blend
Okay. Michael, | will move to you.

Michael Chiang
Shila, | have sort of similar comments. | feel like the definition of de-identification is a moving target, just to repeat

what everyone else has said. | personally question whether there is such a thing as being de-identified in 2026.
The ability to reverse engineer and really figure out who someone actually was is actually quite remarkable from
everything | have seen. | just wonder if the thing we need to do is to acknowledge that true de-identification may
not be a real concept in 2026. Instead, we talk about things like legally de-identified. One of the challenges | see is
that when you get different experts in a room, they disagree on what it means to be legally de-identified or good
enough to be considered de-identified. | think this is a huge challenge.
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What | personally have been feeling is that, in effect, we are trading off two things. One of the tradeoffs is the
benefits of big data and access to data for the researchers, engineers, and other people who do things with data,
versus the risk of re-identification. The question is, where should we be on that spectrum? Where, as a society,
should we be? | just wonder if | might suggest that ONC might help to convene a series of HHS-wide workshops to
clarify universal rules and where we should be on the spectrum as a society. | apologize for having to sign off,
ironically, for a different ONC meeting.

Shila Blend
No, thank you.

Michael Chiang
Thank you.

Shila Blend
Thank you for joining us. Those were definitely helpful comments. Thank you for the suggestion as well. Eich?

Steven Eichner

Yes. | think the other part of looking at de-identification, data, and consent is also thinking about the ability to be
forgotten and the accountability of data. | might consent to share my data now, and that is great. How long does
that consent exist in practice? How can | withdraw it 15 or 20 years down the line? If my medical history had been
recorded by Al in a video conference when | was 13, 14, or 15 years old, 10 years later, | might not want that video
emerging and being re-released. Right now, we barely have accountability for information being disclosed under
HIPAA for payment, treatment, or operations. Yes, data shared for other purposes may be required to be
consented to by the patient, but for those three purposes, it currently does not need to be disclosed back to the
patient, when it is very easy to lose track of where your information went.

I think that is a real problem. We may need to think about how we manage that in the big scope, and again,
thinking about where we stand in terms of being forgotten. Shifting a little bit, if we think about Al and the use of Al
for purpose for medical purposes, it is inherent that it is effectively de-identified. Some of the various strengths of
using Al are looking at custom decision-making at the individual level. The more custom that information is, the
closer it is to identifying us as individuals. | think we are going down the path to constrained de-identification as
long as we are using Al and going in that direction. That is just something to think about.

Shila Blend
No, that is very helpful. | know we have about maybe 10 minutes here before public comments. Anna?

Anna McCollister

| do not want to belabor the point, but one of the concerns that | have about the Al scribes is one related to
cybersecurity, particularly within the context of systems being hacked. If scribes are being used ubiquitously and a
famous person is known to go to a doctor in a particular place, there would be a very high incentive for someone to
try to hack into that system to try to get access to that audio. Again, we do not need to add issue on top of issue on
top of issue, but within the context of the new Al agents that are being released, or at least most recently they have
been prevented from being released, we need to think about that and what kind of security and cybersecurity
resources are available to hospital systems and the vendors that support them. How is that sufficient? Again, |
know | have shared before, but all of my medical data has now been leaked to the dark web because of a
cybersecurity incident at MedStar Georgetown. It has got my name, phone number, Social Security number, and
all of my medical data now on the dark web. There may be an Al scribe in there. | do not know. Hopefully, nobody
is bored enough to look into it. It is a real reality, and it is something to maybe think through.
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Shila Blend
Do you have any opportunities you can think of, seeing this potential for the future?

Anna McCollister

Opportunities? | do not know what the solution is, but | would think that there needs to be some sort of federal
support for hospital systems, particularly community hospital systems, in dealing with these security risks. | mean,
there are a lot of horror stories out there, and plenty we don't know about because they choose to pay the ransom
and get the system back. | mean, it does not take that much imagination to think through what kind of cyber risks
might be available, whether it is public officials, celebrities, a corporate executive, or anybody else, in terms of
breaking into systems and getting data that could be used for nefarious purposes. Maybe some sort of support
system, resource system, or | don't know. The Manhattan Project is something that is far too overused. Something
along those lines that really is designed to support the needs of hospital systems.

Shila Blend
No, that is helpful. Thank you. Hans?

Hans Buitendijk
Yes, thank you. | found this to be a very great discussion. | think | will put it in a quick note, but | wanted to

highlight that what strikes me is that we will increasingly have less de-identified data. Recognizing that there is a
shrinking data set out there based on new technologies and otherwise that can effectively re-identify it, as Eich
also put it, we need to focus more strongly and effectively, as if data is already always identified. What do we need
to manage that? Clearly, we have consent and privacy rules around the mechanisms that need to work. We need
to have the ability to have the transparency of where the data actually is, even if it is de-identified, because it could
be re-identified. We need to have that transparency for those who need it, including patients. We need to have an
ability that when a purpose has been served, or the patient feels that it is not needed for that purpose anymore,
there is an opportunity to revoke that data and remove it appropriately, all within the larger policy and regulatory
framework that supports that.

I think the notion of where the original question started with clarified standards, there is a list, but we are effectively
recognizing that list of attributes; if you remove it, it is considered de-identified. That is continuously growing. | think
it is not a matter of clarifying standards. It is indeed current. While we still need to do that and do our best at that,
the focus really needs to shift and include that on the side to consider all data identifiable.

Eliel Oliveira
Eliel?

Eliel Oliveira

Yes. | just wanted to add one thought here based on what Anna was saying about her challenges there with
identity theft. We have suffered through this identity theft challenge over the years. There are even movies and
comic stories about it, but it is no joke. | feel like it is about time to maybe figure out a solution. It is not just for
healthcare itself, although healthcare is being forced to come up with an identity verification process. | think the
work that the CMS tech ecosystem is doing, using CLEAR and ID.me to validate identity and have that guarantee
that someone is the one accessing a specific record, could lead to some very interesting ways to solve this identity
theft problem.

If everything that is happening with my identity is checked with me individually in real time, personally, | think we
could close the door on this issue. Individuals, even if the data is breached, cannot do anything with it because |
say yes or no every single time. It might not be feasible, but | think my point is, it is enough of this. | have had my
own challenges. You try to contact the FBI. You can forget it. They are overwhelmed. They cannot help you. It is

15



Annual Report Workgroup Meeting Transcript
June 22, 2026

about time for us to maybe propose a way to solve this, maybe for healthcare, but at the same time, we address
different industries altogether.

Shila Blend
| know we are at about the time for public comment. Tara, do you want to check on that?

Public Comment (01:12:08)

Tara Porter

Yes. Sure. Thanks, Shila. We will now open up today's meeting for public comment. If you are on today's call and
would like to comment, you can use the hand raise function within Zoom, located on the toolbar at the bottom of
the screen. If you are on the phone only, you can press *9 to raise your hand. Once called upon, you can press *6
to mute or unmute. | will give a few moments to see if anyone from the public has a comment to make. | see Ms.
Holl. Would you go ahead and make your comment?

Kailey Holl
Hi, Tara. | am Kailey. | am a graduate nursing student in a healthcare informatics program tracking healthcare

policy. | know the workgroup has been discussing safety within the traditional HIPAA setting by de-identification,
but how is it addressing health data generated outside of traditional HIPAA-covered entities like health apps?

Tara Porter
Thank you for that comment. Do we have any other comments from the public? Okay, | am not seeing any more
comments. | will turn it back to you, Shila and Eliel, to close us out for today.

Shila Blend

Thank you, everybody. Thank you for your feedback on these topics. A reminder: the crosswalk is open, so if you
think of more challenges, especially, we are looking for recommendations and future opportunities. Feel free to
enter them on the crosswalk so that we have those comments and the Excel group does as well, as they compile
these items. Again, | will hand it over to Eliel to give his comments.

Eliel Oliveira

Thanks, Shila. Thanks, everybody. | was going to have similar comments as Shila that | would appreciate very
much if you have a chance to go to the spreadsheet and look at the privacy and security tab. We have column C:
Gap. We have Challenges in column E, Opportunities in column G, and then Proposed Recommendations in
column I. Also, addressing whether it is the immediate and long-term opportunities. This is when we can have that
opportunity to more clearly state these challenges, gaps, opportunities, and recommendations to push forward
these changes. | think, based on the timeline that we shared earlier, we have a good month between this meeting
and the next time, so | would greatly appreciate it if everyone could spend a bit of time to go and add their
comments there for us to be able to refine this further before we jump into the patient access information. Those
are my final comments. | really appreciate everybody making the time during the summer to come here. If | am not
mistaken, our next meeting is about a month away.

Shila Blend
The 20", | think.

Eliel Oliveira
Yes. We have an opportunity here to address any of those comment sections in our crosswalk, if you will. With

that, Tara, | will pass it back to you to close us out. If not, nothing else.

Tara Porter
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Perfect. Thanks so much, Eliel, Shila, and all for joining today. Everybody is free to drop. We look forward to
meeting with you all at our next meeting scheduled for July 20™.

Adjourn (01:16:14)

Questions and Comments Received Via Zoom Webinar Chat

Michael F. Chiang: Sure Rochelle, love to talk more about NIH personnel (just email me).

Rochelle Prosser: Unfortunately in Nursing as an exempt/non exempt employee this is not the case. We do not
have intellectual property rights.

Rochelle Prosser: | 189 concur. Doctors talking to patients is built in 15 minute increments. It is not define into
practice. Nursing is created to do this

Michael F. Chiang: This was the conference at U-lllinois Chicago last week:
https://chicago.medicine.uic.edu/ophthalmology-visual-sciences/events/eye-teach/

Rochelle Prosser: Absolutely Dr. Ching

Eliel Oliveira (Connxus, TX HIE): Great clarification, Steven. I'd think that many with a rare condition would feel the
same way.

Rochelle Prosser: Great point what is legal de-identification and re-identification.

Hans Buitendijk: This discussion illuminates that having truly de-identified data becomes increasingly rare, thus
critical attention needs to be consent to share (or not), transparency on who has access to one's data (both
identified and de-identified data), plus ability to remove one's data from such data sets.

Rochelle Prosser: Great point lke!!!

Rochelle Prosser: | concur

Anna McCollister: Perhaps we need to specifically recommend legislation aimed at defining for what purposes data
can be re-identified and penalizing/criminalizing re-identification outside of permitted uses.

Rochelle Prosser: Hans+1

Rochelle Prosser: Anna +1

Rochelle Prosser: 199

Rochelle Prosser: Definitely will Eliel.

Rochelle Prosser: Thank you fir that public comment
Rochelle Prosser: for*

Kailey Holl: Thank you for allowing me to be here today!
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Questions and Comments Received Via Email

No comments were received via email.

Resources

AR WG Webpage
AR WG - June 22, 2026, Meeting Webpage

Transcript approved by Tara Porter, HITAC DFO, on June 30, 2026.
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