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Call to Order/Roll Call (00:00:00)

Tara Porter

All right. Good morning, everybody. Welcome to today’s Annual Report Workgroup meeting. | am Tara Porter with
the Office of the National Coordinator for Health Information Technology (ONC), and | will be serving as the
Designated Federal Officer for today’s meeting. Before we get started, | do want to note that all workgroup
meetings are open to the public, and public feedback is welcome. Members of the public can type comments in the
Zoom chat feature throughout the duration of the meeting, or they can make verbal comments during the public
comment period that we have scheduled towards the end of today’s agenda. If you could go to the next slide,
please, it provides an overview of the agenda, which is similar to previous workgroup meetings. We will begin with
a roll call, and then Eliel and Shila will give some opening remarks and lead today’s discussion, focused on the
privacy and security target area within the annual report. We will then open the call for any public comments before
we adjourn for today.

Next slide, please. | will now do a roll call of the workgroup members. When | call your name, if you could just
please indicate that you are present, starting with our co-chairs, Eliel Oliveira.

Eliel Oliveira
Good morning, everyone. | am here.

Tara Porter
Good morning. Thank you. Shila Blend.

Shila Blend
Good morning. Present.

Tara Porter
Good morning. Hans Buitendijk.

Hans Buitendijk
Good morning. | am present.

Tara Porter
Good morning. Michael Chiang. Steve Eichner.

Steven Eichner
Good morning. Present.

Tara Porter
Good morning. Hannah Galvin.

Hannah Galvin
Good morning. Present.

Tara Porter
Good morning. Bryant Thomas Karras.

Bryant Thomas Karras
| am here.

Tara Porter
Good morning. Anna McCollister.

Anna McCollister
Good morning.

Tara Porter
Good morning. Dayo Oshunkentan.
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Kikelomo Oshunkentan
Good morning.

Tara Porter
Good morning. Rochelle Prosser. Mark Sendak. Naresh has let us know that he is unable to join today. Is there
anyone who has joined or whom | missed? All right. Perfect. | will now turn it over to Shila and Eliel.

Opening Remarks & Discussion of Annual Report Workgroup FY26 Draft Crosswalk (00:02:19)

Shila Blend

Great. Good morning, everyone. Thank you again for joining us. Today, we are going to continue with some of the
workgroup with our priority target area discussions. We will be working off the Google Sheets. Eliel will be leading
the discussion today, and | will make edits as needed to the folder or to the document. We can go to the next slide,
I guess. Our focus area today is going to be privacy and security, and so we will be working through that in this
session and the next session. | will turn it over to Eliel for any additional comments he has before we get started.

Eliel Oliveira

Thank you, Shila, and good morning, everybody. Thank you for being here. | know you must be all enjoying this
amazing, hot summer, and | appreciate you making some time to still participate in our workgroup. | am excited
that we passed over the first target area, and we are now in our second one, starting on privacy and security, and
then closing that with patient access towards the end of July. | think we are making good progress, and | have
reviewed in detail what we put together for the priority area and interoperability. | think we are on a great stride to
put together a great report towards the end of the year, so thank you so much again for your participation and
collaboration on this. That said, Accel team, if you could maybe bring up the crosswalk, and we can start on that,
that would be great. | think all of you may have the link to the Google Doc that we put together with the
spreadsheet.

Again, we are here on privacy and security, and our first topic of discussion here is increased transparency,
accountability, and disclosure of secondary uses of health data. | do not know if you guys have had a chance to
read all of those, but | would love to hear any thoughts or comments from anyone on this specific area so that we
can start building the details on this topic. Anyone? Shila, please go ahead.

Shila Blend

Get my video off here. Hold on a second. Technical issues. | guess my video is not going to work today, but there
we go. As we start, | am going to look at some of the gaps and challenges, and | think we all know one of the
issues with this particular area is that individuals have their health data. Beyond sharing it with their hospitals, they
sign consents and do not have transparency into where that data goes or to whom it is disclosed. | have also been
in discussions with people who say that when they sign the disclosure at the hospital, they are supposed to have
the act to show them, and a lot of times, they are looked at like they have three heads for requesting it despite the
hospital’s need. Especially with the rise of health data utility concepts and different areas where individuals’ data is
being shared, | think that is a big part of this gap and the problem. Another area of this is the 42 Code of Federal
Regulations (CFR) Part 2, which is a challenge, and we know that it is the consent model and the ability to
withdraw consent. | think that there are some challenges there in the technological space, too, in making that
feasible and working properly.

Eliel Oliveira
Thank you, Shila. That is a great point. Hannah, | see your hand up.

Hannah Galvin

Yes, thank you. | have heard a lot of asks around patients and individuals wanting to have transparency and
visibility into how their data is shared, and particularly, secondary uses of health data. | also, in thinking about the
boots on the ground and real-life workflows, have additionally heard that individuals who do not have the
backgrounds that those on this committee do not have a baseline good education and understanding of how data
is shared in general, and how the health ecosystem is set up. | absolutely support the increase in transparency
and accountability and disclosures, but | also think that along with that, that needs to be accompanied by
education around the interoperable ecosystem and how data is shared to support treatment payment operations
because just giving that transparency, just giving that visibility without the accompanying larger education, | think is
not helpful, or not just not helpful, but it leaves so many open questions and it leaves the providers, the health
systems, then accountable to answer those questions.
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| think that is concerning because the system is so complex. Who is going to provide that education? That is what |
would add to this: | think just the transparency alone is not enough.

Eliel Oliveira
Great point, Hannah. Anna, | see you have your hand up. What are your thoughts?

Anna McCollister

Yes, this has been an issue of mine for many years, and to be clear, | am all for the use of secondary data, de-
identified secondary data for research. | think if we do not use it, it is a waste of a significant and important
resource. Having said that, | feel like the Health Insurance Portability and Accountability Act (HIPAA) has given far
too much latitude for how that data is used and zero accountability whatsoever to providers, data brokers, or
whoever ends up with the data once it is de-identified. As a patient, | would like to know how my data is being
used, even though, again, | think it is really important for all of the data that | generate, and | do generate a bunch
of it, to be used. For one of my clients, | was finally able to get a client a few years ago to buy into this, and we did
an annual report on how the company used de-identified data for research or for all of the different purposes
during the prior year, and patients loved it. They absolutely loved it because they could see how their data was
being used.

In this case, it was a genetic testing company. They could see how all of the data was being used to promote a
better understanding of how genetics works. In this particular case, the company was very committed to doing the
right things with data, so they did not really have anything to hide. | think most providers probably do not have
anything to hide, and it would be very beneficial for patients to be able to see how all of the data they have
generated, or their family or loved ones have generated over the years, is being used to contribute to research and
to contribute to better understanding of whether that is research into a particular disease, research into how health
systems work, research into a quality improvement method. Just telling people what is being done with it, and that
is something, especially with tokenization, the ability to trace data more effectively. | am a little under-caffeinated
today, so forgive me. That is something that is very doable at the moment and has been for quite some time.

| just feel like it is a responsibility that should be taken very seriously by, again, | keep saying providers, but |
realize that they are the ones that are probably not getting the most out of, in terms of funding or revenue out of
the data. It is more like the data brokers and the companies, the Electronic Health Record (EHR) companies, and
the data brokers they sell to. For me, | think it is incredibly important in building trust for patients, and sure, there
may be some questions, but if the provider cannot answer those questions, we should not be allowing the data to
be used.

Eliel Oliveira

Yes, | cannot stress how important what you just said is important, Anna, is the fact that we need to enable
analysis of data rates so that we can improve the lives of all, but at the same time, increase that transparency and
accountability fully. Without solving too much here, | feel like we do not have a lot of ways to track down disclosure
because we do not have a standard for logs across the industry. We may have for EHRs, but that is not where
everything happens, especially for research. Another thing that | will add here for us to keep in mind is that we talk
about de-identified data quite a bit. De-identified data, for the most part, is useless for researchers. What we really
use for research is what we call limited datasets on the HIPAA, which keep dates and geography. It eliminates
most of the identifiable information; the 16 out of 18 elements that are considered Protected Health Information
(PHI) are eliminated, but without dates, without being able to put something in a timeline, events, it is almost
impossible to do any analysis.

Limited datasets really are what we use the most for research, as an example. | want to make sure that we all
understand that. Probably we do here in this group, but somehow we capture that and stress the difference
between de-identified and limited datasets. | will stop there. lke, you have your hand up.

Steven Eichner

| guess | have got about four points to include. 1.) Looking at the accountability end of it is really important. When
HIPAA was initially passed, we did not have the technology platforms we obviously do today, and tracking
disclosures was really tough. Putting something in a fax machine, whatever, keep a log of every item you put in a
fax machine, that was burdensome. We are no longer in 1996. We have made a bunch of technological
improvements and are concerned, for the most part, about users within the hospital staying within the guidelines
about accessing data only related to their patients. We have got a lot better opportunity to use technology for
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accountability. We really should be considering making logs or making access available to patients so that they
can understand who is accessing their data and with whom it is shared. In thinking about the use of data, again, |
think it is important to think about use at the individual level, so that it is not that a broad swath of patient data is
used for XYZ, but how is your data being used?

If you are being incorporated into a dataset where it is de-identified, still being included on the upside or on the
input side, the fact that your data may be included in this unidentified dataset is really relevant in many cases. That
may help expand user willingness to participate in sharing data. From a consent management perspective, | think
we do need to potentially position ourselves where we are doing a better job of consent management and
implementation. | have personal issues in that | get re-consented by a healthcare provider on a regular basis. | do
not mind being re-consented, but their process is that you sign consents, then you exempt out after you sign
consents for certain activities. There is a time lag in implementing those exemptions. For some period of time, my
data might be shared in a way that | do not really want it, not because | did not opt out the first time through, but
they rewrite it periodically.

We need to figure out a better way of providing guidance or routinizing maintenance of consent where the patient’s
long-term wishes are maintained.

Eliel Oliveira

Thank you. That is a great point, Ike, about consent management. | will add one thing here before passing on to
Hans, that most of the individuals that we want to assist the most in providing access to this transparency, the
individuals with most healthcare challenges, are likely not going to be the data technology experts, in my opinion.
As we create this, having too many places where you can track consent and you can track logs, it is going to be
very hard for users to adopt it. We need something that brings it all together in one place that everybody nationally
knows and understands and can use. | think that is one of the thoughts that | had on that line because usability is
going to be a big challenge if we are not making this use for everyone, including those at the greatest risk. | will
stop there. Hans, | see your hand. What are your thoughts?

Hans Buitendijk
A couple of different thoughts, but | want to make sure that we can jump to the privacy consent parts because | do

not have comments on transparency on the first line, but on the second line, | do. Let me know if | can jump to it or
need to wait, and that is fine, too.

Eliel Oliveira
No, | think we can. | think they are interwoven, Hans? We have all been talking about the two of them directly right
now.

Hans Buitendijk
I mostly want to focus on the privacy consent, on some of the gaps, and the challenges. A couple of different

thoughts, and | probably have a few more subsequently because this is near and dear to our hearts on how to do
this, given this is a challenge, a big challenge right now, that we are sharing a lot of information, yet we are not
sharing enough information because we are, generally, in a generalized statement, concerned that we are sharing
where we should not, where it is not clear what the privacy rules are from a jurisdictional perspective, whether we
have full clarity on the consents of the patient. There is a mix between the two. As a result, there is a general
tendency to share less, not technically from a systems perspective, but if we take the rules, if we know them, if we
could share them correctly, we actually could share more and have a more accurate picture, and also avoid
sharing too much at that point in time. It all stems from a couple of key challenges that we have.

The gap is that, effectively, we have no clear, agreed-upon, computable set of definitions and rules that are shared
sufficiently, as Ike also indicates, among different parties where your consent is, and it may change, and they may
need to review it. It is not kept up to date. It is not consistent across all the different parties, necessarily. How do
we manage that? That is where one of the key challenges | think that we need to bring up is that it is not
necessarily that we cannot read what the privacy rules are, and that we have consents on paper, but we need to
get it in a computable format, the definitions of it. How can we get the variety of federal and state privacy rules
defined in a computable fashion so that everybody can now interpret the same? Not that they interact with it in the
system, their own system, exactly using the same language, but that we have that one common language in which
we can express it, so we really truly know what is the rule, what is the data that is attached to it, what are the
conditions, etc., whether it is a jurisdictional rule or whether it is a patient rule. In a patient, we typically talk about
consents, but other terms might be used as well.
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We need to recognize that, at times, we struggle to say, “Are we covering it all?” If you say consent in the broadest
way, it is the patient consenting that they actually override a privacy rule, or they state that they cannot do it. If you
have a privacy rule that says you cannot share it unless you have consent, then you need to have explicit consent
at that point in time. If there is a consent to share for a benefit, Social Security or SSA, or for life insurance,
whatever, or for insurance companies sharing otherwise, you need to provide a consent that they actually can do
it, an active consent. What you also may have is that based on my preferences, | do or do not want to share with
certain caregivers or with certain other parties. That is consent, too, or at least it can fit there. You can have
permissions. Can my app access everything?

| have the right to give it access to everything, but can this app have access to everything or only to these five
things? Permissions, but effectively, you are saying who has access to what? How can we express that in a
computable fashion so we can share that across the community? | am not convinced that there is a singular
answer to all these rules being in one place. There needs to be a very strong patient-centric element to that so that
the challenges that Ike is raising, as well as the challenge of how a patient, me the consumer, manages my
consents across all the different data holders that have my data, and that all may have different needs for that, but
| need to manage that in one place, at least conceptually. How do | do that? The place that | prefer may not be
your place where you would like to do that, based on our respective contexts. | think those are the key elements,
the fundamental elements that we need to have in a computable fashion so that we can share the definitions and
we can keep everybody up to date in a very federated environment.

We need to have a very patient-centric approach to it so that, from the maintenance perspective, we can start to
tackle that. Yes, today there are examples that the effective lag time between when, according to the rule, you
need to be up to date with some of these consent statements can actually lag 10 days if you add up some of the
time in those. We need to address that as well. That goes back to patient-centric, but in a federated environment,
how do you do that? That is a big challenge, still based on the standards that are not complete to do that. | will not
go into that at this point in time, but | might go back to where there are more complete and where there are still big

gaps.

Eliel Oliveira

That is an excellent point, Hans. Just to add an example here, we monitor every year our legislative actions in
Texas as they relate to rules that are going to affect how data can be accessed, used, and shared. As an example,
in the last session, one rule was that three specific labs related to generic results needed to be accessible to the
physicians only for at least three days before they are released to the patient. That is the law, but just in Texas. It
does not apply to other states. There is a need to monitor and encode that at the state level, these types of rules
that can allow data to flow depending on the use and need. It is very important what you are just describing there,
and it is complex as well. We need to be able to encode legislation on an ongoing basis because, again, it
changes every other year, at least in Texas, in our legislative process. | am sure that is the case in all the states as
well. Hannah?

Hannah Galvin

| want to echo what Hans is saying, but also be very tactical about it. Clinical Decision Support for Immunization
(CDSi) takes the Centers for Disease Control and Prevention (CDC)’s vaccine recommendations, some of which
are incredibly complicated, and the vaccine schedules, and puts them into a computable format. That is what our
EHR vendors use. Various vendors take the CDSi computable rules to implement in a standard way because it is
incredibly important that privacy and consent be standardized in order to promote interoperability. That each
vendor does not come up with its own way of doing these things, and patients know what to expect across a
variety of vendors. If | were going to give recommendations to ONC and to HHS, the privacy and consent
landscape has become so irreducibly complex at this point, with so many jurisdictional rules, federal rules, that
what | would ask for is the equivalent of CDSi for privacy and consent rules. That could be a hub-and-spoke model
with a federal body or entity, and then one for every state. If | were going to be very discreet and tactical about
what | asked for in order to do that, that is the model that | would use.

Then, additionally, | would just, again, emphasize that privacy and consent needs to be handled in a standardized
manner, and that | would advocate for policy that looked to standards and did not just promote every entity or
vendor handling this and developing their own solutions to complying with legislation because that, ultimately, will
lead to barriers in interoperability and, in my opinion, safety issues.

Eliel Oliveira
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| love that comment as well. | do not know as much as | should probably about CDSi, but it seems to me that that
could be one of the recommendations to have a hearing session about clinical decision support and other activities
like this. | think the other one that | know about is the CDS Connect from the Agency for Healthcare Research and
Quality (AHRQ), but that has faced great challenges over the years because, again, there is a lot of complexity in
having the number of EHR vendors that we have and how each one stores data in different ways, and this clinical
decision support becomes very difficult given that. | think we need to think in terms of how Hans was describing
that we need some computable ways to be able to do this across the board.

Hannah Galvin
Just a clarifying point, since | know nothing about CDSi, is that a framework that could then be coded into a
particular EHR system or whatever system, or is it a set of code that already exists?

Shila Blend

It exists. | believe it is under the CDC. They basically take the vaccine recommendations, on paper vaccine
recommendations, and they turn them into a computable format. That is what the EHRs use. It turns them into
computable rules. If the vaccine recommendation is that you should get a flu shot every year, | am just taking a
very simple one, but if you are over 65, you should get a high-dose flu shot every year. It turns that into a rule, a
computable rule that then can be plugged into a system.

Hannah Galvin
It is a rule. Is it not like a code library on GitHub or something?

Shila Blend
| do not know where it is hosted, actually. | do not think it is a code library. | do not know if anybody else knows
who does more public health.

Hans Buitendijk
| think the CDC holds it.

Shila Blend
What is that?

Hans Buitendijk
| think the CDC holds it. It is not on GitHub.

Shila Blend
It is not in GitHub. | do not think it is actually in code, is it, Bryant?

Bryant Thomas Karras
Yes, Hannah, but HLN releases a free open source version of the same methodology.

Hannah Galvin
Same thing. Got it.

Bryant Thomas Karras
There are computable applications of the same code. | think what is going to become increasingly complicated is

when Advisory Committee on Immunization Practices (ACIP) and other organizations like the West Coast Coalition
have disagreements on what the recommendations are. It is going to fall to the providers to display two different
recommendations and let individuals and their clinicians decide what fits best for them.

Hannah Galvin
Putting that aside, but as a concept of this collection of code or tools or whatever, you could take that concept of
this complex decision tree, and | am intrigued.

Shila Blend

Yes, | was just modeling it on the concept. Right now, the vaccine thing is, obviously, becoming incredibly
complex. The American Academy of Pediatrics (AAP) has its own recommendation, etc., but yes, that is what |
was using as a model.
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Bryant Thomas Karras
Also, | demonstrated at the Healthcare Information and Management Systems Society (HIMSS) this past year that

the American Immunization Registry Association era has created an application programming interface (API)-
based logic engine where you can send Fast Healthcare Interoperability Resources (FHIR) bundles of the
immunizations that a patient has already received, and it will forecast out what they are due for next and the
recommendations, what a patient should do. | think that is incredibly powerful, placed in the right hands. As long as
you have that information on what the patient has accurately, | think the challenge is that if we have incomplete
views of the patient’s current health status and what they have received and when and where, and the increasingly
mobile patient population.

Steven Eichner

The vaccine forecasters are getting more sophisticated. Many of the states or other jurisdictions, immunization
information systems have long had forecasting capacity to help advise and return responses on request to
providers, EHRs about what vaccines, meaning whatever schedule should be administered or may be
administered to a particular patient. Those models are getting more sophisticated with more inputs rather than just
looking exclusively at things like age and gender, looking at more complex models with more data coming in, as
Bryant mentioned.

Eliel Oliveira
Hans, | see your hand up as well.

Hans Buitendijk
Yes, it raises a couple of interesting questions in this discussion: there is a need for expressing the rules, the

conditions, and the data set in some shared way that we can understand and share between systems as needed. |
am not sure how alike those rules will be between sharing information rules, which we are talking about here, with
privacy and consent, versus case reporting immunization protocols and otherwise. | think there is a mix there.
There is actually some work going on within Health Level Seven (HL7) right now to understand the best way to
express these information-sharing rules. On the data set side, you will hear value sets, Clinical Quality Language
(CQL), and those capabilities all centered around FHIR as a common language. When you get to the expression
part of it, you can or cannot share data outside the state, or you can when it involves minors, or when it involves
individuals that have an opportunity to make up rules otherwise, or 42 CFR Part 2.

It is not yet clear what that common language for expressing those rules is. | do not think we can make any
recommendations here, but it is a gap and a challenge that we need to get to. There is work in progress to see
whether within HL7 and working with Shift and a couple others to see can we come to a conclusion on that so that
when we have that, whatever that language is, it may not be what every individual data holder use internally to run
their engines to filter data accordingly, tag data accordingly, etc., make sure that they adhere to the rules, but what
is the language that we express the rules? Among data holders that need to know about those and wherever the
consents and the privacy rules are being maintained, one or more places, whatever that is, that we can
consistently express that. Also, as Eliel indicates, those rules change. Jurisdiction changes every year, maybe, or
frequently or not.

Patients certainly will change as well. In earlier stages, we have seen in places that, at one point in time, patients
might say, “| do not want to share my data,” when they interact with their provider. Come a couple of years later,
they will say, “I will not want to share because now | am in a stage, and the health challenges that | am dealing
with, | do want to share,” so they will change. How do we keep track of that? The core of that is, what language
can we agree on? | can put out a couple of different acronyms, but it is about what is that common language?
What is that expression language that we agree to? We are not there yet. That is one of the key challenges and
gaps that we have to move this forward. There is also work in progress to help make that happen. If there are
other thoughts, ideas on how we can encourage ONC to work with the parties to advance that and to get more
light on that, more volunteers on that, that would be fantastic to fill that big gap because that is a big gap.

Eliel Oliveira
Yes. Thank you, Hans. Steve, | see you have some comments as well.

Steven Eichner

Yes. | think one of the things that we also might want to consider is how we are going to address distributed
systems. Thinking about things like vaccine forecasters, or as they are getting more complex, that are taking
information for a quick calculation, just as a remote service. That is technically data sharing and figuring out how
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does that fit into the matrix and do you set up a framework where there is potentially an exclusion or a carve out for
transitory calculation where the host of the calculator cannot retain the data unless there is a checkbox that says,
“Yes, you can store,” or something like that because otherwise, we are going to have some really complicated
challenges about where a patient has not chosen to share information and what does that mean for computer
decision support and other tools? Where does that fit into healthcare treatment or operations? Is that a treatment
activity, or is it something else?

Thinking about the way HIPAA currently works, does there need to be a modification to enable that sharing, and
what are the parameters around it? What are the guardrails?

Eliel Oliveira
Thank you, Ike. Great points. Anna, | see you have your hand.

Anna McCollister

Yes. | think there are many things that always come to mind in the midst of this discussion that are points of
frustration, but from a very practical perspective, | think one of the things that is easy to do when a group of very
thoughtful people get together to think about patient choice and privacy and consent is that we can come up with
lots of different ideas about how to give patients granular choices. | think that is important. However, they are
frequently done completely outside of any realistic sense of how patients interact with that consent. Every one of
us, | mean, speaking for myself and anybody | have ever met, | do not know anyone who has read any of the
terms and conditions for their iPhone operating system or the privacy updates that you are forced to click through
before moving on to the next page on a website when it gets updated. Maybe some of us are looking at the cookie
banners these days and rejecting the cookies and going through that process. That really tries your patience.

Again, | have worked on granular consent models and tested them. They tested pretty well. That has to be part of
the process. Otherwise, this is just us entertaining ourselves and convincing ourselves that we are doing the right
thing. People are just going to click through and not pay any attention to it. When | go to the hospital, if | have a
new provider, you look at the “consent,” and it is given to you in the check-in process, when you might be running
late for your appointment. You just want to get through this stuff, all this collection of documents, whether it is
paper or whether it is an iPad intake form. You just want to click through all of them, do what you need to do to get
to the doctor’s appointment. You are not reading the consent. If you do take the time to read the consent, it is not a
real consent. It is like a legal CYA that the lawyers from the hospital system or the provider have put together. It
has nothing to do with my choices or what is going to happen.

It tells me nothing about what they are going to do or not do with the data. | do not read that stuff anyway because
| just want to get to my appointment. All of this stuff has to be considered within the context of how it is going to be
consumed and thought through, and at what point and where. Otherwise, we can come up with the best system
ever, but if it is not thought through from the perspective of user experience, it is not going to matter.

Eliel Oliveira

Yes, that is a great point, Anna. | want to take the example use of the Apple agreement that we all accept, and an
agreement for some providers to access some data. | feel like on the Apple side, like the example use, there is a
whole world of people that actually do read, and they would raise a flag if Apple is trying to create some
inappropriate use. While what you are talking about is provider-specific and organization-specific, these types of
agreements, yes, it is impossible because there are too many. It will be a very hard challenge to get the community
to read all those things and raise flags that are issues for individuals. | think that is where | like the model for
research, where the Institutional Review Board, IRB, basically reviews the protocols and makes sure that the
patient’s privacy and safety are fully addressed. We did not get them to that point on IRB approvals of protocols
and consent by accident.

It was after lots of misuse. | think that there is an opportunity here, maybe to consider something similar as a
review board that then reviews those documents, so that the patients can have some assurances that their privacy
and safety are addressed before they are exposed to the document that they are trying to sign. Bryant, | see you
have your hands up. Go ahead.

Bryant Thomas Karras

No, | cannot remember what my comment was. It is a great discussion. | think that | totally agree with Anna and
others. The click-through phenomenon of consent is not very patient-centric in its approach and is not honest and
truthful about what people are agreeing to. That does not mean that we should not do it. We need to try to figure
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out how to be better at it, more transparent about it. If given real choices, though, | think this is the real challenge.
When you click through to get your iPhone license agreement to the software, you do not have a choice. You
cannot opt out of it and still utilize the phone. When you check in for patient care, if you opt out, what really
happens to you? Does the provider say, “Well, then | cannot take care of you?” Is it really an option? We allowed
people in Washington to opt into a population-level study. | think this is good, but it illustrates the challenge in a
situation where they are given a real choice, only about 25% of patients will opt into their data being leveraged to
make population-level decisions.

Yes, that is a huge sample when it is a statewide initiative, but that is still not the entire population. It is only a
sample set. We start to realize our challenges are that not everybody is going to opt in if given a real choice. Then,
we start to have incomplete data that we are trying to make decisions on, so a lot of challenges that we need to
realize. | think a lot of potential controversy has come out when data moves on to intermediaries, and it is one step
beyond where the patient’s consent is accessible. | think that opens up a whole new set of issues in terms of how
those data sets are used.

Eliel Oliveira
Thank you, Bryant. Anna, you again.

Anna McCollister

Yes, it's me again. Just quickly to your point about people opting out, and then that is on us or whoever is making a
study to make the case. Why should somebody trust you with their data if they cannot see what you are doing with
it? 1 do not understand it. There is no real transparency about how data is being used. Why would they trust you to
do anything with it? There are very good reasons why people are skeptical about data use. Some are, and some
do not care. The reason | raised my hand is that a few years ago, a good friend of mine was working with Sage
Bionetworks, and he developed a consent model that was actually formed on the basis of the Research Kit when
the Research Kit first launched, where they used a quiz-based consent. They released the wireframes, etc. | have
been trying to find a copy of the original wireframes, and it seems to have disappeared from GitHub, but | am still
trying to find it. Anyway, it was very simple wireframes.

Basically, it was something you could do in bite-sized chunks on your iPhone because it was designed for the
Research Kit. | am getting messages from my glucose sensor. Basically, it forced people to think through the
specific things that they were agreeing to, and it asked them questions. You could do quiz-based consent in lots of
different ways, where you have to force everybody to pass before they move on to be able to use the tool, or it is
just like a teaching mechanism where you have so many guesses, and then, it gives you the right answer, and
then, you move on to the next screen. It forces people to acknowledge the key points along the way. It is incredibly
effective. They adapted it and then adopted it for the All of Us program. My friend was one of my co-Pls. We were
the original co-Pls for the All of Us program. It tested incredibly well at lots of different literacy levels. | feel like
there are frameworks out there that might be more beneficial than what it is we are doing.

Again, | have been trying to find it because this conversation is coming up, | feel like, in every meeting that | am in
between the health tech ecosystem and the HITAC and Sequoia, and every nerdy cocktail party conversation | am
in. Anyway, it is a model that | think has been tested and worked well, and could be adopted or adapted if we are
serious about putting forth models.

Eliel Oliveira

Yes. Well, thank you so much, Anna. | cannot tell you enough how much we appreciate your on-the-ground
insights on the challenges that we are describing here. You are an amazing resource to this group. Thank you so
much. Well, | have some thoughts here. | am thinking that the things that we talked about at a high level, there is a
lot here. | am so appreciative. | feel like we are going to have to, in the next meeting, maybe digest a little more of
this and come up with some thoughts. | feel that in order to increase transparency, accountability, and disclosure,
there has to be some way that all electronic systems have to log things systematically so that we can trace where
information is going. | think that is one thing that | raised earlier. Then, as Hans was saying, we need some
computational way to be able to look at what can be done and not done. | think we talk about how legislation is
created often, and changing how the rights should be enforced in different states.

At the same time, computationally, we need to look at consent and utilize it based on the patient’s wish in some
format. That also means, in my opinion, who does that? You look at these computational resources to make a
decision so that the electronic apps and systems can act. | think the third thing that | am thinking about that
becomes quite important here, like Anna was talking about, is that when you are signing these documents, you are
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authorizing something; nobody reads that stuff, it is so long and complex. That is when | was bringing up what is
done in research because we had some major blowups in research a long time ago. | will put the link on the chat to
the Belmont report, which some of you may be familiar with, but that was what we as a nation defined: that
patients’ individual rights should be better defined in terms of research.

That was just for research, but | feel like a similar strategy or effort should be in place to be able to then validate
these documents and to make sure that the ethics and privacy and safety of patients are addressed by some
ethics group before any provider organization or anyone are putting a document in front of a patient that they
cannot possibly understand, but they are being asked to sign, and if they do not, they cannot get the care that they
need. That was done for research, but | think we are talking about pretty much every other use case now, and
something like that needs to be done as well before it becomes a problem, because | feel many of us talked about
trust here. As you can see on that document, on that link that | shared, this Tuskegee Syphilis Study, if you heard
of it before, which basically used African-Americans for some researchers’ benefit, it is still a big mark in
healthcare where today we are trying to do research, and African-Americans usually stay out because they feel
that they are going to be taken advantage of.

The repercussions of breaking the trust with patients can last for a long time. | think that study, as you can see,
was in the 1930s, and we are still suffering from the results of that lack of trust today. | am trying to put my head
around these things that need to be done, logs uniformly across all electronic systems, a computable process for
state laws and outpatient decisions, and | guess some ethics review of what patients are being asked to do
because there could be other things here, but | am just trying to summarize in my head what | heard overall that
needs to be done. | will stop there. Any other thoughts? | think we are at the hour. We still have 30 minutes, and
my thoughts are that maybe what we could do here is we have two other topics listed that we could talk a little bit
about, as well, because they are related. In that way, we covered pretty much all of them today, and in the next call
we can, we will have the opportunity for everybody to review these notes and comments and come back with
refinements for the next meeting.

If you all agree with that, | would love to jump into the improvements in governance of artificial intelligence (Al) and
emerging technologies and hear some thoughts from all of you. What is the last one as well? Can you scroll up? Is
clarify standards and safeguards for de-identified data, re-identification, risk, and consent? We could talk a little bit
about those now if you would like. Bryant?

Bryant Thomas Karras

Well, | was wondering if it falls into the purview of the annual report committee, but | am wondering how we gather
evidence of, as you mentioned, that we need to be advocating for state-of-the-art strategies and approaches to
better do this work, consent, and transparency? Do we need to pull in information from health information
exchanges or health data utility provider models that are going through a robust human subjects review before
sharing data with data requesters, or figure out if there is a consistent process taking place across the country? |
think some reporting has come out, a very inconsistent patchwork, in which different organizations are doing things
differently. Is it our job in the annual report to point out a gap of exploration and effort that needs to be made to
make it more consistent and predictable for United States (US) patients, regardless of where they live?

Eliel Oliveira

Yes, my thought, Bryant, is that this is exactly what our charge here is, to propose recommended steps. | think on
that note, yes, health data utilities and health information exchanges have to do some of those things. They have
to look at, as we do here, and | represent one in Texas, we have to look at the legislation every year and make
adjustments on how we share any piece of data. We try to do that in a very good way to support the members,
which are healthcare organizations, provider organizations, because otherwise, it becomes a much larger burden if
every healthcare provider has to watch every legislation, not only from their state and across other states, on how
to share efficiently. We have a network collaboration across Health Information Exchanges (HIEs) and Health Data
Utilities (HDUs) across the country, where each one takes care of their own state legislative requirements for data
sharing, and then that works well in a national network.

| think there is a lot to be said there. | was not necessarily mentioning that early in my comments, but yes, there is
a need for some determination at the national level and the state level of who stored those computable assets that
Hans was describing, who tracks consent, and maybe logs as well, which is one of the aspects that we are testing
out with the Centers for Medicare & Medicaid Services (CMS) tech ecosystem right now. | think there is an
opportunity there to maybe learn from that, Bryant, and maybe listen to the thoughts of health information
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exchange and HDUs, because yes, there is a need to determine how that gets done uniformly. Otherwise, it is an
insurmountable amount of work in all these fronts. Other thoughts on that, or | think we had the topics now as well?

If we do not have any other thoughts, | am sure there are more, but again, | was trying to see if we want to discuss
a little bit about improving governance of Al in emerging technology and also clarify standards in regards for de-
identify, re-identification and consent, which | think the clarification there might be that these are old and
technology is evolving and ability to re-identify is a larger risk now than it used to be before. That will continue to
happen with processing capacity advances and intelligence systems as well. | am happy to take any thoughts
there on the previous topic, or we can discuss these two as well, a little bit, so that we can prepare for the next
meeting. lke?

Steven Eichner

Well, as | alluded to earlier with my CDS comments in privacy and security, there seems to be an opportunity or a
need or a potential gap in looking at privacy and security and usage of Al and expanding the model or expanding
the Al models more specifically. What happens, or what is the process, or how is personal data being incorporated
or used by Al when we are using an Al model that is focused on healthcare? As an example, the Al model gets
improved with additional data, but is it retaining the data from subsequent examinations, such as looking at
imaging for cancer? Is it then incorporating the new patient’s data into the existing system? Is that with consent, or
is it de-identified for that purpose? How does that actually work, and where does it fit in?

Eliel Oliveira

Those are good thoughts. | cannot help but thank you, Steve, for the fact that there are many areas in healthcare
where Al can be of value. The three categories that come to mind are administrative tasks related to administrative
data, which we all know can improve efficiency and reduce burden tremendously. Then, there is the look of clinical
data itself by Al systems, which, to me, is a big challenge because we need to validate and trust those Als, as you
are describing. | cannot have an Al making a clinical decision on clinical data that | do not even trust that the
quality of the data is sufficiently approved and vetted, and then that the model itself is trustworthy. There is a lot of
complexity around clinical data Al. Then, there is another one, it is the biomedical so-called types of data, like | am
talking about genomic gene sequencing and proteomics, and other lab-generated results that are much more
precise than clinical data because, again, they have been generated by specific machines that have been
validated.

The potential there is tremendous, in my opinion, because those types of data are so large and extensive and
complex that the reason we can have an advance in precision medicine is because of that. Al can play a
tremendous role there. | think that the improvement of governance of Al and emerging technologies needs to
consider the types of healthcare data that it gets exposed to. Anna, | see your hand up.

Anna McCollister

Yes, that is partly why | think this is so broadly stated. Increasingly, | feel like discussing the concept of Al is almost
useless because Al applies to so many different things. A large language model (LLM) is very different than the Al
that has been a part of genetic testing and any advanced diagnostics for quite some time. What are you calling it?
An LLM is very different than very specific, simple rules-based algorithms based on EHR data that flag people with
the potential for end-stage renal disease, for instance, or sepsis. | do not really think that is Al. That is just
algorithmic-based flagging and alerts, etc. Improving the governance, we absolutely have to do that, but which one
are we talking about? | do not know what the governance needs to be for advanced diagnostics. A friend of mine
has an epigenetics testing company. That is all Al. It is fascinating. Machine learning, where am | going to provide
any comments to the governance of that? | am not, because | do not know. It is just a bunch of numbers and the
processes that are beyond my ability to provide any constructive input.

However, when it comes to the use of Al in the clinical setting, there are some thoughts that | have, and | think we
probably need to refine our scope a bit in terms of talking about governance. The use of LLMs and governance,
the use of LLMs in the clinical setting. | presume we are limiting ourselves to the clinical settings. That is
essentially what ONC has charge over. The use of LLMs, of what gets fed into LLMs, versus the use of any
automated decision-making tool. Sorry, | live next to an elementary school playground. It is recess time. An
automated decision tool that uses EHR data that may or may not be particularly helpful and/or accurate. Those are
two understandable governance issues that | think we could address, as opposed to just talking about improving
governance. Al will follow because governance of Al in the outpatient setting, people like me are using ChatGPT,
and it is not on a regular basis, and uploading our data. | feel like that is an entire thing in and of itself, but that is
not really the scope of ONC.
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Eliel Oliveira

Thank you, Anna. Yes, | tend to agree with you. | think that topic is a bit wide and vague in some ways. Before |
make comments there, Hannah, | see you had some notes on the chat. | wanted to give you the opportunity to
speak as well.

Hannah Galvin

Thank you, Eliel. | was just simultaneously in the chat, giving an update on some of the work that we have been
doing in this area with Shift, which is a volunteer collaborative. ONC is on our board in an ex officio capacity, along
with the American Medical Association (AMA), the AAP, and the Electronic Health Record Association (EHRA).
Hans sits on our board representing the EHRA, Drummond, Civitas, and IHE. We try to get a pretty diverse
representation from across the industry and about 300 expert stakeholders. As | had mentioned earlier, we have
finished conducting a number of Delphi processes. We have patient perspectives, providers, vendors, ethicists,
and lawyers all contributing to give expert opinions. The Delphi process is a mixed-methods research methodology
where we bring a bunch of experts to the table, ask them a lot of questions, repeat, asking these questions again
and again to try to drive toward consensus. We are publishing this data. | would be happy to bring some of that
data here, or if the wider HITAC is interested.

We did really look at informed consent because, as this group has identified, you do not get really anywhere
without informed consent, and informed consent processes right now are really abysmal. Just putting terms and
conditions or any type of clinical informed consent in front of a patient and expecting them to really understand it is,
in many cases, laughable. We started there with informed consent. We then moved on to safety and ethics of
allowing patients control over this data, segmenting data, and allowing for computable consent. We looked at
common frameworks of ethics and clinical safety in a variety of different use cases across the ecosystem. We
moved on to if a patient does say that they want to redact some piece of data, not all or none, but a piece of data,
how should the intended recipient be notified that they are not receiving that information? Should they be able to
request that information in an emergency situation, break the glass, so we have information on what our experts
think about that?

Finally, we have done a whole swath of work around Al and decision support in general. Starting with algorithmic
decision support, both non-medication and medication decision support, how should that function if some piece of
data has been withheld that is necessary for that tool to function? Lots of different use cases there. Then, how
should redacted data be used or not be used in training Al models? You can imagine if you have large populations
not wanting to share certain types of their data, that will bias our Al models and also potentially affect other quality
data or population health data. We looked at a number of different examples there. We are in the process of
publishing that data, but also, | did present some of our findings to Sequoia and would be happy to present them
here as well. It is incredibly complex. It is part of the reason it has taken us two years to get some of these
findings, and we are working on the manuscripts now. That is why | was just simultaneously adding that.

Eliel Oliveira

Thank you. We need to get to public comment in a little bit. | think what | am hearing a little bit here is that
improved governance of Al and emerging technologies. | do not know who suggested that topic, but | think it is not
specific enough if | am hearing correctly. One of the things that | think | commented on and | heard from your texts
here, Hannah, is that there may be a need to classify things first before we can try to govern Al. | mentioned
different types of administrative, clinical, and biomedical data that Al can access. You are talking about predictive,
generative, and genetic Al and all the types of decision support tools. Maybe before we get into governance of Al
and emerging technologies, we need to break this down into these specific categories that we can maybe have
some say in terms of how it can be governed. If | may as well share a few other thoughts, what you just described
of Shift has been doing, Hannah, could be one of the activities in terms of how we can learn about this work.

Others could be, like you mentioned, Civitas, and the points that | think Bryant was sharing about HGU and HIE
are some of the organizations that are already doing this type of vetting, and how that can be done, because in my
opinion as well, you cannot run Al on partial data. You need data aggregation and high data quality to be able to
execute on Al. It could be interesting to have some hearing sessions, maybe from, if | may say so, from Shift, from
Civitas, and some of the HGUs, and learn a bit more, to then break down this governance of Al into pieces that we
can then digest and have some specific guidance to HITAC, to Congress, and the Secretary. That being said, |
think we need to move to open comments and public comments, and then we can come back for the last 10
minutes or so; we may have to talk about next steps.
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Public Comment (01:15:09)

Tara Porter

All right, perfect. Thank you, Eliel. We will now be turning our call over for open public comment. If you are on
Zoom and would like to make a comment, please use the hand raise function, which you can find located on the
Zoom toolbar at the bottom of your screen. If you are joining us by phone only, you can press star 9 to raise your
hand. Once called upon, you can press star 6 to mute and unmute. | am not seeing any raised hands at this time. |
will turn it back to you, Eliel, and Shila, to discuss any next steps and close out for today. Thank you.

Eliel Oliveira
Thank you, Tara. Shila, any thoughts? | know you have been taking lots of notes there, so you probably have
some thoughts that you have not had a chance to share, but what are you thinking about next steps?

Shila Blend

Well, | think the next steps, | know there is a lot we covered on here, and probably a lot more. | just want to remind
the committee to take some time between now and the next meeting to look at the topics we discussed in the
upcoming topics and share your comments. | know, as we digest some of the things said and think more, that
there will probably be more things coming to mind. The sheet is always open for you to add your comments in
between meetings. | think it is a great discussion. There is a lot to dig into in these areas, especially on the
governance of Al and emerging technologies, and the consent and transparency as we see the rise of these health
data utility models and health transparency models developing. It does go hand in hand. Yes, as | said, | will add
mine on here. | think there is a lot to digest. Anna?

Anna McCollister

Yes, just a quick request of the Accel team. Is there any way that you could add the Google Sheet to the calendar
invitation for those of us who are on the committee? It would be one last thing that we have to look around for prior
to the meeting.

Tara Porter
Hey, Anna, this is Tara. Yes, | think we can look into doing that so you all have that link handy. If not in the invite,
we would be happy to shoot out an email right ahead of the call so that you have it easily accessible.

Anna McCollister
Yes, that would be super helpful. Thank you, Tara.

Tara Porter
Sure.

Bryant Thomas Karras
Thank you. Yes, | have got too many different sheets bookmarked. | cannot recall which one is the rule.

Eliel Oliveira

| agree. There are so many emails as well to track down exactly which one you need to be looking at. If it is an
invite, | like that. That is a great idea, Anna. We know exactly where to go. Well, with that said, | think that for the
next meeting, like Shila was saying, if the team can access the Google Doc, take a look at everything that we took
notes on. | think the Accel team is likely going to add some additional things there based on everything that was
discussed and recorded. Between now and the next meeting, which is on June 22, less than two weeks from now,
we have a bit of time here to add additional comments, both by the group and by the ONC team. | am looking
forward to the next discussion. We covered so much today. This has been tremendous. | am very excited to see
what we come up with here. | think this is very complex, some of these topics here. At the same time, | feel like we
are getting to some concrete thoughts on what we can recommend that we need to do as a nation, coming up.
That being said, | think unless if anybody has any other thoughts or comments, we could close for today. Thank
you, everybody. Have a great week.

Adjourn (01:19:34)

Questions and Comments Received Via Zoom Webinar Chat
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Hannah K. Galvin: Shift has a patient perspectives group and has done some work specifically on informed
consent

Hannah K. Galvin: Agreed, @Anna. We will be publishing results of our Delphi process on informed consent, and
also involving our patient perspectives group (in collaboration with Open Notes) to review end-to-end workflows in
our sandbox. If anyone would like to join the Shift Collaborative to contribute to these discussions, please feel free
to reach out to me.

Eliel Oliveira (Connxus, TX HIE): Belmont Report: https://en.wikipedia.org/wiki/Belmont Report

Hannah K. Galvin: Shift has a Delphi process on granular data segmentation in training of Al models as well.

Hannah K. Galvin: We are working rapidly to publish this data, but | would also be happy to present our results to
this group in the meantime if it would be helpful.

Hannah K. Galvin: Agreed, @Anna. Our work splits up predictive, generative, and agentic Al models, as well as
algorithmic decision support - | agree it is important to differentiate different use cases.

Anna McCollister: Thank you Hannah for all of your leadership on these issues!

Questions and Comments Received Via Email

No comments were received via email.

Resources

AR WG Webpage
AR WG - June 10, 2026, Meeting Webpage

Transcript approved by Tara Porter, HITAC DFO, on June 17, 2026.
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