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Foreword

We are pleased to present the annual report of the
HITAC for fiscal year 2024 (FY24). In this report, the
HITAC assesses the health information technology
(health IT) infrastructure landscape of the United
States for gaps and opportunities and recommends
activities for the HITAC to consider across six target
areas.

The report also reviews FY24 HITAC activities. In
FY24, the HITAC made recommendations in support
of the Health Data, Technology, and Interoperability:
Patient Engagement, Information Sharing, and Public
Health Interoperability (HTI-2) proposed rule. The
HITAC also made recommendations on United States
Core Data for Interoperability (USCDI) Draft Version 5
(v5) and completed work on the topic of pharmacy
interoperability and emerging therapeutics. Several
areas for potential future HITAC work surfaced during
the HITAC meetings in FY24 that may result in activity
in fiscal year 2025 (FY25) and beyond.

HITAC Revised Draft

Appendix % ASTp ‘ Health IT Advisory
Committee

It has been our privilege to serve as co-chairs for the
HITAC. The commitment and diverse expertise of the
HITAC members have brought both energy and
insight to this assessment of the U.S. health IT
infrastructure. We wish to acknowledge and
appreciate all the hard work done by committee
members and additional members of the public
serving on the HITAC subcommittees, as well as by
committee members participating in the deliberations
of the committee as a whole. In addition, we thank the
staff of the Office of the Assistant Secretary for
Technology Policy (ASTP) and the other federal
agencies that support the HITAC.

The HITAC expects another busy year as it continues
to identify and promote the use of better information
and technology to enhance the health and well-being
of everyone in the United States.
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Ab o u t t h e HITAC Member Appointments and Federal Representatives
H I TAc 30 Members as of January 1, 2024

Two patient advocate/consumer members

Congressional Appointments
8 19 GAO Appointments

Two from each party in House/Senate

The Health Information Technology Advisory
Committee (HITAC) was established in the 21st
Century Cures Act (Cures Act) and is governed 3 HHS Appointments 5 Federal Representatives
by the provisions of the Federal Advisory
Committee Act which sets forth standards for

the formation and use of federal advisory 442 Public HITAC Meetings as of January 1, 2024
committees. o
- Q0 384

The HITAC recommends to the Assistant O’T f\o
Secretary for Technology Policy/National C ) ,QVQ\,Q,
Coordinator for Health Information Technology Hearings: HITAC Subcommittee \ SUbC%’rStn;'f e

. . .. Prior Authorization, Meetings Meetings
(hereafter the National Coordinator) policies, COVID-19 Response,

. . e . Public Health Data Systems,

standards, implementation specifications, and and Health Equity
certification criteria. The HITAC has focused on
six target areas as defined in the Cures Act. 712 Recommendations Transmitted to the National Coordinator as of January 1, 2024
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Use of Artificial Intelligence that Improves Health and Health Care:

HITAC Target
Areas in the
Cures Act 0

0
@@% Applying health IT to help all people attain their full health potential regardless of social
drivers of health

Utilizing this emerging health IT by providers, patients, and other interested parties safely,
securely, and equitably to achieve better health outcomes

Design and Use of Technologies that Advance Health Equity:

The Cures Act identifies several target

areas within which the HITAC should

@y
focus its activities. These six target %d ‘ The facilitation of bidirectional information sharing between the clinical and public health
, communities

Use of Technologies that Support Public Health:

areas are used to organize this report.

Interoperability:

@'* Achieving a health IT infrastructure that allows for the electronic access, exchange, and
' use of health information

Privacy and Security:

Dﬁ The promotion and protection of privacy and security of health information in
health IT

Patient Access to Information:

The facilitation of secure access by an individual and their caregiver(s) to such
individual’s protected health information

HITAC Annual Report for FY24 HITAC Revised Draft 5
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Committee

H ea I th IT The Cures Act requires the HITAC to develop an annual
report to be submitted to the Secretary of HHS and to

Infrastructure

Landscape

Congress each fiscal year. This analysis should identify
existing gaps in policies and resources for achieving the
ASTP objectives and benchmarks (see Appendix) and
furthering interoperability throughout the health IT

infrastructure. This report complies with that directive by
The following pages summarize the HITAC’s

assessment of progress within the health IT
ecosystem toward the target areas. Within
each target area, topics are grouped by the
timeliness for the HITAC to address the

describing the health IT landscape across target areas,
analyzing infrastructure gaps, and offering recommendations
for future HITAC activities. The report also reviews FY24
HITAC activities.

opportunity. An immediate opportunity In FY24, significant progress was made in expanding the use of technologies that support artificial
correlates to planned topics for the HITAC
within the next one to two years (i.e., calendar
years 2025-26), while longer-term
opportunities are anticipated to begin in three tools to realize optimum health outcomes, achieve full equity in health care and access to healthcare
or more years (i.e., calendar year 2027 or services, and maximize the effectiveness of public health programs. In FY25, ASTP and the HITAC will
later). Implementation of the recommended
HITAC activities is subject to ASTP’s statutory
authority and available resources.

intelligence, health equity, public health, interoperability, privacy and security, and patient access to

information. However, work remains in these target areas to achieve the full potential of using health IT

continue to focus on advancing the implementation of the health IT provisions of the Cures Act including
the Trusted Exchange Framework and Common Agreement (TEFCA), as well as address evolving issues
including artificial intelligence, health equity, and public health-related technology concerns, contributions

to the USCDI, and priority uses of health IT and related standards and specifications.

HITAC Annual Report for FY24 HITAC Revised Draft 6
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Target Areas and Topics

Use of Artificial Intelligence that
Improves Health and Health Care Use of Atrtificial Intelligence (Al) in Health and Health Care

Provider Use of Al in Health and Health Care
Patient Impact and Involvement in the Use of Al in Health and Health Care

Design and Use of Technologies

000 that Advance Health Equity |
@%8 | ® Implementing Health Equity by Design
Use of Technologies
@ ‘ that Support Public Health
%d i Optimizing Public Health Data Exchange and Infrastructure

Supporting Interoperability Standards — Laboratories
Supporting Image Interoperability
Interoperability Improving Long-Term and Post-Acute Care (LTPAC) Interoperability
Improving Behavioral Health Interoperability
Further Improvement of Data Quality and Sharing
Supporting Data Standards for Maternal Health
Supporting Data Standards for Diverse Abilities
Supporting Interoperability Standards — Pharmacies

Privacy and Security | ® Privacy of Sensitive Health Data
Dﬁ | ® Lack of Disclosure Accountability

@® Transparency in Use of De-ldentified Data Pursuant to HIPAA

Patient Access to Information ® Reducing Patient Burden

® Patient-Generated Health Data (PGHD)

HITAC Annual Report for FY24 HITAC Revised Draft 7
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Federal Activities
across the Target
Areas

A variety of key federal activities were
conducted in FY24 that the HITAC considered
to be cross-cutting across the target areas.
This list does not encompass all relevant
federal activities; some of them are addressed
within the target area sections throughout this
report. Several of these federal activities are
being implemented in collaboration with state,
tribal, local, and territorial (STLT)
organizations and private entities.

*The HITAC recognizes that it is important to align its
work with significant initiatives already underway at
HHS that address certain topics to some degree.
These topics are indicated with an asterisk on the
following pages.

HITAC Annual Report for FY24

2024-2030 Federal Health IT Strateqic Plan

Four goals are outlined for how the federal government can create systemic improvements in health and health
care by strategically aligning its health IT policies, programs, and investments.

ASTP’s Health Data, Technology, and Interoperability: Patient Engagement, Information Sharing, and Public
Health Interoperability (HTI-2) Proposed Rule

Published in the Federal Register in August 2024, this proposed rule includes provisions supporting improvements in
public health data interoperability and image sharing.

ASTP’s Trusted Exchange Framework and Common Agreement
The nationwide health data exchange governed by the TEFCA went live in December 2023 and has been expanded with
more networks and governance support.

Centers for Medicare & Medicaid Services’ (CMS) Advancing Interoperability and Improving Prior Authorization
Final Rule

Issued in January 2024, this final rule adds new requirements for healthcare payers to share data and finalizes
incentives for hospitals and clinicians to engage in electronic prior authorization using certified health IT.

Collaboration between ASTP and the Substance Abuse and Mental Health Services Administration (SAMHSA)
on Behavioral Health

More than $20 million of SAMHSA funds will be invested over the next three years in an initiative to advance health IT in
behavioral health care and practice settings.

HHS’ 21st Century Cures Act: Establishment of Disincentives for Health Care Providers That Have Committed
Information Blocking Final Rule

Released in June 2024, the final rule establishes an initial set of appropriate disincentives for healthcare providers in
several CMS programs.

HHS Acquisition Regulation (HHSAR): Acquisition of Information Technology; Standards for Health Information
Technology Proposed Rule

Released in August 2024, this proposed rule requires all HHS procurements that involve health IT activities to use HHS-
adopted health IT standards to promote interoperability across the health ecosystem.

Section 1557 of HHS Office for Civil Rights’ (OCR) and CMS’ Affordable Care Act (ACA) Nondiscrimination

Protections Final Rule
Published in April 2024, the final rule clarifies that healthcare nondiscrimination rules apply to the use of Al, clinical
algorithms, predictive analytics, and other tools.

HITAC Revised Draft 8


https://www.healthit.gov/sites/default/files/page/2024-03/Draft_2024-2030_Federal_Health_IT_Strategic_%20Plan.pdf
https://www.federalregister.gov/documents/2024/08/05/2024-14975/health-data-technology-and-interoperability-patient-engagement-information-sharing-and-public-health
https://www.federalregister.gov/documents/2024/08/05/2024-14975/health-data-technology-and-interoperability-patient-engagement-information-sharing-and-public-health
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https://www.federalregister.gov/documents/2023/11/01/2023-24068/21st-century-cures-act-establishment-of-disincentives-for-health-care-providers-that-have-committed
https://www.federalregister.gov/documents/2023/11/01/2023-24068/21st-century-cures-act-establishment-of-disincentives-for-health-care-providers-that-have-committed
https://www.federalregister.gov/documents/2024/08/09/2024-17096/hhs-acquisition-regulation-acquisition-of-information-technology-standards-for-health-information
https://www.federalregister.gov/documents/2024/08/09/2024-17096/hhs-acquisition-regulation-acquisition-of-information-technology-standards-for-health-information
https://www.hhs.gov/civil-rights/for-individuals/section-1557/index.html
https://www.hhs.gov/civil-rights/for-individuals/section-1557/index.html
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%\& | ) Use of Artificial Intelligence that Improves Health and Health Care

Introduction

Al technologies have the potential to drive innovation, increase market competition,
streamline workflows, and vastly improve health and health care for patients and
populations. However, it is important to assess the benefits and risks of its use. The
intentional design and implementation of Al are essential to ensure that these
technologies are deployed effectively and responsibly. Results have been mixed to date
as Al-driven technologies may positively or negatively impact patient safety, introduce or
propagate bias, and result in increased or reduced costs.

TOPICS

Use of Al in Health and Health Care*

FrmtiEr s @il I - zelin el e Gere The use of Al in health care could enhance patient care through predictive capabilities,

Patient Impact and Involvement in the Use of Al iImproved diagnostics, and increased access for patients to their data. However, in order

in Health and Health Care to mitigate and work towards eliminating bias in the use of Al, datasets used to train Al
algorithms need to be diverse, inclusive, and transparent. Federal agencies, states, and
private sector groups are actively working to establish standards and best practices that
ensure fair and effective implementation of Al in health and health care for providers and
patients.

HITAC Annual Report for FY24 HITAC Revised Draft 9
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1

Use of Artificial Intelligence that Improves Health and Health Care

~
7

i

lllustrative Story of What the Recommended HITAC Activities
Can Help Advance

A network of rural Federally Qualified Health Centers (FQHCSs) all use electronic health record (EHR) systems
that are designed to incorporate best practices to collect and analyze their patients’ demographics, medical
conditions, and health-related social needs. Data dashboards and analytic tools are integrated with their EHRs
to identify and address inequities in clinical care and healthcare outcomes among their patient groups.

The FQHCs desire a new Al clinical decision support tool available across their EHRS to identify worsening
heart failure to enable early intervention and potential referral to the regional cardiac specialty center. They T
select a tool that is transparent and includes health equity principles in its design. Via the EHR’s patient portal,
the tool also provides engaging education modules, assistance with shaping questions for their providers, and
the capability to submit data generated at home.

The FQHCs deploy the tool along with staff training to appropriately assess for and mitigate potential bias. They
also implement analytics to monitor for standardized tool use and equitable outcomes across their diverse
populations. Patients can validate the data provided to the Al tool and outputs are made available to them.

The use of the Al tool leads to improved patient care and reduced inequities, including increased early heart
failure interventions and specialty referrals, especially among patients of under-represented ethnoracial groups,
patients with limited English proficiency, and patients living with disabilities. The FQHC network submits its
findings and data to the developers who enhance their model and transparency documentation.

HITAC Annual Report for FY24 HITAC Revised Draft 10
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Recommended HITAC Activities

Use of Al in Health and
Health Care*

Al holds significant
promise in solving
healthcare
challenges, yet
research and
regulations are
necessary to ensure
Al is implemented in a
safe and non-biased
way.

Various Al
governance standards
and approaches are
being developed but
there is a lack of
evidence regarding
which approaches are
best suited to different
use cases.

Al that furthers inequities and
bias is a significant concern
that must be balanced with
the potential benefits as
policymakers consider
regulating Al. Problems with
data quality, representation,
inclusion, and usability can
contribute to inequities, bias,
and safety issues.

There is a need for technical
assistance and training to
equip clinicians and IT leaders
across settings to
appropriately use Al in
compliance with existing laws,
including the Americans with
Disabilities Act (ADA) and
tribal laws.

Explore how novel data governance 1.
approaches, including standards and

data guidelines, could be used to

improve Al data quality, representation,
inclusion, and usability in EHRs and

other health IT.

Determine which Al governance

standards and approaches in health and
health care are best suited to specific

use cases.

Explore steps ASTP could take, in collaboration with other

agencies, to establish criteria for what constitutes data quality

related to Al models, including both inputs and outputs. This

effort should consider:

a. The usability and relevance of outputs at the individual
person level and across the spectrum of diverse

populations.

b. How models perform in the real world compared to
expectations.

c. How data quality evaluations apply to large language
models.

Explore steps ASTP could take to establish additional Al
governance standards, including appropriate and ethical uses
of Al in health care (including clinical trials), or ways to leverage
industry-developed approaches.

Explore steps ASTP and other agencies could take to develop
evidence generation in support of Al product lifecycle
management approaches for different types of Al systems in
varying contexts to mitigate bias and inequities.

Consider the development of a training certification for Al model
creators on how to identify and address bias in Al models.

HITAC Annual Report for FY24

HITAC Revised Draft
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Recommended HITAC Activities

Provider Use of Al in Health
and Health Care*

As Al capabilities continue
to grow, there is a lack of
best practices on where
the use of Al is clinically
appropriate.

Problems with data quality, °
relevance, and usability can
contribute to safety issues and
incorrect outputs.

Assist in identifying best practices and
safeguards for appropriate uses of Al
and safeguards in the use of Al by
healthcare providers including clinical,
administrative, research, and patient
engagement purposes.

Explore linking Al in health care to social
services to reduce information
duplication and improve coordination
across health and human services
providers.

Recommend that ASTP engage the HITAC on a framework for
Al use in health care and human services and other purposes
that supports both clinical use and research initiatives to
validate the use of Al in health care.

Request ASTP to identify what Al is and is not in health care to
help frame future HITAC Al-related work.

Explore steps ASTP, in collaboration with other agencies,
could take to establish best practices and performance targets
for appropriate uses of Al in health care including decision
support, administrative and operational uses, and patient
education and engagement.

Explore the need for Al surveillance programs similar to
existing surveillance programs for drugs to identify issues,
such as safety or equity concerns.

HITAC Annual Report for FY24

HITAC Revised Draft
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Key Gaps Key Challenges Key Opportunities Recommended HITAC Activities

Immediate Opportunities in 2025-26 (cont.)

Patient Impact and Al data models used for Implementation of Al in health and = Assure the quality, relevance, safety, and 1. Coordinate and strategize with ASTP on a framework for Al
Involvement in the Use of Al algorithms and predictive  health care should be done usability of Al data models and algorithms. use in health care and other purposes that addresses patients’
in Health and Health Care analytics may not be appropriately, inclusively, and with  For example, Al training models could be concerns and integrates patients’ perspectives.
representative of diverse caution to prevent harm to flagged in health IT systems to indicate that 2. Explore steps ASTP could take to increase transparency into
populations nor of high- patients. a model trained on adults only should not the datasets used to train Al models and how this could be
quality data, raising the be used for a pediatric patient. flagged in health IT systems for providers, patients, and payers
risk of harm to patients. to identify when the model or its outputs are appropriate or

inappropriate to use.

3. Consider developing a registry of Al models and tools used in
patient care that prioritizes the registration of high-risk vs low-
risk models and tools. The risk framework for the registry could
be based on the National Institute of Standards and
Technology’s (NIST) Al Risk Management Framework.

4. Encourage ASTP to improve transparency for patients about
Decision Support Interventions (DSI) attribute information.
(Please refer to Recommendation 16 in the HITAC's report to
the National Coordinator on The Health Data, Technology, and
Interoperability: Certification Program Updates, Algorithm
Transparency, and Information Sharing (HTI-1) Proposed
Rule.)

HITAC Annual Report for FY24 HITAC Revised Draft 13
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@@ Design and Use of Technologies that Advance Health Equity

Introduction

Health equity is achieved when all people have a fair and just opportunity to attain their
highest level of health. The intentional design and implementation of health IT
infrastructures, policies, and practices are needed to identify and mitigate clinical and
social inequities that contribute to unjust variations in health among populations.

TOPIC Healthcare and social service organizations are striving to incorporate health equity into
clinical workflows, health IT tools, and community partnerships. As technology advances,
policies and regulations are needed to promote equity, address disparities, and reduce
the digital divide.

Implementing Health Equity by Design

HITAC Annual Report for FY24 HITAC Revised Draft 14
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@@ Design and Use of Technologies that Advance Health Equity

Illustrative Story of What the Recommended HITAC Activities
Can Help Advance

Aregional health network is looking to adopt a new health IT system. Using informational resources from ASTP,
the health network evaluates how to implement health equity principles in the design of the health IT system.
Searching the ASTP/ONC Certified Health IT Product List, the network identifies a certified Health IT Module
that supports health equity data standards and the capability to display information in multiple languages.

The area the network serves has high rates of pediatric asthma due to environmental factors such as older
multi-family dwellings and high rates of factory and highway vehicle emissions, leading to high usage of
emergency response and emergency department (ED) services, as represented by public health data including
trauma reports and syndromic surveillance. After implementing the new Health IT Module, the network is better
able to collect social drivers of health (SDOH) information and identify pediatric patients with asthma during
routine visits. For patients who show up at the ED, clinicians record the asthma diagnosis, treatment, and
SDOH information using standardized diagnosis codes.

Pediatric patients with an ED visit for asthma and relevant social risk codes are added to a list for the health
network’s community health workers. These workers conduct outreach to ensure that the patients can access
medications, specialists, and air purifiers, and can address social needs like transportation. The network
additionally uses demographic data elements and clinical and social risk outcomes data to monitor equitable
population performance. Six months after implementing the Health IT Module, the health network is better able
to reduce inequities for its pediatric patients with asthma and monitor their outcomes.

HITAC Annual Report for FY24 HITAC Revised Draft
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@@ Design and Use of Technologies that Advance Health Equity

Topic Key Gaps Key Challenges Key Opportunities Recommended HITAC Activities

Immediate Opportunities in 2025-26

Implementing Health Equity Many health IT systems e Consensus has not yet been e Promote health equity by design in 1. Recommend that ASTP consider developing an actionable
by Design and initiatives do not reached on how to effectively health IT initiatives. toolkit that:
include health equity implement and evaluate e Evaluate methods, strategies, and a. Gives healthcare providers and health IT developers a
principles in their design, health equity by design in standards used to implement health step-by-step guide for how to start implementing health
build, and implementation, health IT policies, programs, equity by design. These may include equity principles intentionally into design in their work.
which can worsen health projects, workflows, and tools. adding support for additional languages b. Includes case examples from different care settings.
inequities. e Organizations do not always in IT systems and ensuring that IT c. Includes steps to safeguard patients and engages patients
have incentives to develop systems can identify disparities at the in its development.
their processes and systems individual or group level and monitor the = 2. Explore the promotion of policies and standards that could be
in an inclusive manner (e.g., outcomes of the individual or group. implemented to improve support for health equity by design.
addressing different 3. Recommend that the Health Equity by Design Task Force 2024
languages and diverse include in its work a discussion of a framework that includes
abilities). health equity principles in the development of standards and
infrastructure.

HITAC Annual Report for FY24 HITAC Revised Draft 16
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{ , @ . Use of Technologies that Support Public Health

TOPIC

Optimizing Public Health Data Exchange and
Infrastructure*

HITAC Annual Report for FY24

Introduction

Public health data systems are essential for monitoring and addressing public health
issues, as well as collecting, managing, analyzing, and disseminating data on diseases,
injuries, and health outcomes to guide public health policy and decision-making. While
there has been recent, increased investment, the nation’s public health data systems
remain largely outdated, fragmented, and lacking interoperability, in part because many of
them predate the availability of technology that enables interoperability. Both capital
investment and sustainability funding are necessary to build and maintain a robust
network that can readily exchange data with healthcare providers and improve the ability
of both public health and health care to detect and respond to health risks. These
systems need to be modernized to enhance their effectiveness, efficiency, and user-
friendliness.

To optimize public health data exchange and infrastructure, it is important to promote data
standardization and advance standards for public health data exchange, appropriately
leverage Al, improve interoperability, and collect, manage, analyze, and disseminate data
to inform public health policy, planning, and decision-making.

HITAC Revised Draft 17
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@ ) Use of Technologies that Support Public Health

Illustrative Story of What the Recommended HITAC Activities
Can Help Advance

Maria and her young children make brunch together using organic ingredients, but they feel unwell the next day
with abdominal pain, vomiting, and diarrhea. Concerned about their symptoms, the family visits a nearby urgent
care clinic which orders laboratory tests. During their care, the TEFCA and the North Star Architecture enable
seamless data exchange across providers, facilitating real-time updates of each family member’s health
information. These updates inform their immediate care and contribute to a larger dataset that can be used for
public health monitoring and future care decisions.

Meanwhile, unknown to Maria, 64 people visiting three different hospitals and two urgent care clinics in her
town have also complained about abdominal pain and gastrointestinal issues within the past three weeks.
These hospitals and clinics participate in the state’s syndromic surveillance program. The syndromic
surveillance system identifies the commonalities among facilities and notifies both the public health department
and the facilities that there is an abnormally high incident rate.

An outbreak team is established by the state public health authority. The team quickly obtains the contact
information for impacted patients from the facilities via an authorized application programming interface (API).
They reach all the patients to ask them what and where they had eaten as well as where they purchased
groceries before getting sick. The team analyzes the data using geographic information system (GIS)
technology and identifies eggs from a local farm stand as a likely source. Inspectors visit the farm stand to
collect samples. Tests confirm that Salmonella is present at the farm stand and in the chicken coop on the
property. Maria is contacted by the outbreak team and informed of its findings. Following advice from the state
public health department, she takes additional steps to implement stricter food safety measures at home.
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Use of Technologies that Support Public Health

Topic Key Gaps Key Challenges Key Opportunities Recommended HITAC Activities

Immediate Opportunities in 2025-26

Optimizing Public Health There is a need for Existing networks do not To further advance interoperability between 1. Invite the TEFCA Recognized Coordinating Entity (RCE) to
Data Exchange and improved public health sufficiently support public health healthcare providers and public health provide periodic updates to the HITAC and have a focused
Infrastructure* data systems and use cases and do not address the = authorities and support public health’s discussion on the data quality improvements required to
collaboration among data quality needs of public unique data quality requirements: support public health use cases in the TEFCA. When relevant,
federal as well as STLT health. e Leverage the TEFCA and other STLTs, public health authorities, or Health Information
public health authorities. networks. Exchanges (HIEs) supporting STLTs should be included in the
e Leverage STLT public health authorities’ updates.
experience with data exchange andthe 2. Identify best practices and challenges from STLT public health
data they maintain that is relevant to authorities’ experience with onboarding healthcare providers to
support patient health. obtain and report high-quality data in support of public health
use cases.

3. Review existing STLT public health authorities’ data systems
to identify those that contain information that could be shared
with healthcare providers to support continuity of care and
patient health.
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@ Interoperability

TOPICS

Supporting Interoperability Standards —
Laboratories

Supporting Image Interoperability

Improving LTPAC Interoperability

Improving Behavioral Health Interoperability*
Further Improvement of Data Quality and Sharing
Supporting Data Standards for Maternal Health*
Supporting Data Standards for Diverse Abilities

Supporting Interoperability Standards —
Pharmacies

HITAC Annual Report for FY24

Introduction

Data exchange among healthcare providers, payers, patients and caregivers, and other
groups has historically been challenging. The implementation of Cures Act interoperability
provisions has resulted in significant progress. There are opportunities to further improve
the sharing of electronic health information (EHI) and the quality of data. For example,
challenges persist with health IT use and data sharing for non-acute care providers that
were not included in incentive programs to adopt health IT.

Promoting interoperable data-sharing across care teams and across all care settings is
imperative for improving healthcare experiences and outcomes. Additionally, certain
patient groups, such as patients with diverse abilities and those receiving maternal health
care, would benefit from progress on data standards that support the collection and
exchange of key data elements that support their specific care needs.
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Q_l Interoperability

Illustrative Story of What the Recommended HITAC Activities
Can Help Advance

An 82-year-old woman falls in her assisted living community and breaks her hip. She relies on her son, who
lives over 1,000 miles away, to provide her with advice and assistance in seeking medical care. She has
granted him full access to her medical records. She is transferred by ambulance to the hospital where the ED
determines she needs surgery and admits her for care. The hospital recently adopted a certified Health IT
Module that supports bidirectional exchange with other providers, enabling the patient’s care team to easily
access her health records, lab tests, medications, and care summaries from her primary care provider (PCP)
and the assisted living community.

After she is discharged from the hospital, the assisted living community’s physical therapist starts rehabilitation
and implements a care plan with her orthopedist’s input. Due to the improvement of image standards and
exchange, the pre- and post-operative radiological images are available to the physical therapist and her PCP.
The assisted living community shares timely progress reports with her orthopedist and PCP through its EHR, so
the recovery data is available for follow-up appointments.

The son can monitor his mother’s progress through automated feeds from her EHR to an app on his phone that
informs him that she has been attending all her appointments and offers timely updates about her medical
status, including her prescriptions. The assisted living community’s system also tracks her nutrition and activity,
showing her son that she is active, eating healthy, and being monitored for additional fall risk.
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Recommended HITAC Activities

Supporting Interoperability

Standards — Laboratories

The inconsistent use of
standards by pharmacies
and by commercial and

Laboratories and health systems
often use local codes for
laboratory tests that then must be

Explore available adoption levers to 1.
encourage commercial and public health
laboratories to meet appropriate standards

Hold a listening session to identify adoption levers that could
be used to incentivize laboratories to support increased use of
standards, in addition to what is finalized in the HTI-2 rule.

public health laboratories  mapped to common terminology for applicable use cases. 2. Receive an update from ASTP on an HHS multi-agency effort
creates a barrier to standards (e.g., LOINC, to improve laboratory interoperability.
interoperability. SNOMED-CT).

Supporting Image Interoperable access to Current adoption of Digital Identify the current landscape of imaging 1. Expand upon the recommendations identified by the HITAC

Interoperability

clinical images is essential
in medical care, but there
is a significant need to
improve electronic access
and storage of clinical
images to reduce
duplicate testing and
better support clinical
decision-making.

Imaging and Communications in
Medicine (DICOM) standards is
voluntary and standardizing
access to imaging data has not
been a priority, leading to
customized implementations.

data standards adoption and implement
recommendations to improve access to this
data. 2.

Interoperability Standards Workgroup pertaining to clinical
images.

Hold a listening session to identify adoption levers that could
be used to support standardized interoperable access to
image data, in addition to what is finalized in the HTI-2 rule.
Recommend a study to evaluate the benefits and costs of
different levels of imaging sharing among clinical use cases,
including pediatric, adolescent, and adult patient populations of
diverse identities, to determine what approach will have the
biggest impact.

Improving Long-Term and
Post-Acute Care (LTPAC)
Interoperability

Interoperability needs to
be increased across the
broader care continuum to
include LTPAC providers.

LTPAC providers are less likely to
use interoperable health IT
systems compared to acute and
ambulatory providers.

Examine opportunities to incentivize LTPAC 1.
providers and increase the availability of
LTPAC-focused Certified Health IT Modules

that support interoperability across the care
continuum.

Explore additional certification needs for LTPAC providers’
health IT systems to support bidirectional exchange with acute
and ambulatory providers that have already adopted Certified
Health IT Modules. Priority settings for this initiative could
include skilled nursing facilities, community-based
organizations, home health, and durable medical equipment
providers.

Encourage ASTP, in coordination with relevant HHS agencies,
to consider increasing its reporting around the adoption and
use of health IT in LTPAC and other specialty healthcare
settings.

Hold a listening session to identify elements of a framework
that supports increased interoperability and standards for the
LTPAC setting.

HITAC Annual Report for FY24

HITAC Revised Draft

22



Foreword

About the HITAC

Interoperability

Topic

Key Gaps

Target Areas in the Cures Act

Key Challenges

Health IT Infrastructure

HITAC Progress in FY24

Key Opportunities

Immediate Opportunities in 2025-26 (cont.)

Appendix

Health IT Advisory
Committee

Z)ASTP |

Recommended HITAC Activities

Improving Behavioral Health
Interoperability*

Health IT adoption among
behavioral health
providers currently lags
behind that of other
providers.

The lack of access to health IT
impacts behavioral health
providers’ ability to support the
interoperable exchange of data
across the care continuum.

Examine opportunities to increase the
availability of behavioral health-focused
Certified Health IT Modules that support
interoperability across the care continuum.

Explore additional certification needs for behavioral health
providers’ health IT systems to support bidirectional exchange with
acute and ambulatory providers that have already adopted
Certified Health IT Modules.

Further Improvement of Data
Quality and Sharing

Data are crucial to clinical
care, research, population
health, and patient
engagement. Therefore,
there is a need to evaluate
data quality and ease of
sharing across the
healthcare continuum.

When data is shared across
healthcare providers, there is
often inconsistency in how much
data is shared and in the quality of
the data which makes it difficult to
use.

Support transparency and establish baseline
expectations, including suggesting best
practices for how much data should be
exchanged over the TEFCA.

1. Encourage ASTP to conduct an analysis of existing data
sharing and quality practices over national networks and
identify best practices as well as opportunities for improvement
of minimal standards for various use cases related to the time
period of data retrieved (e.g., last visit, 90 days) and data
relevance.

2. Recommend that ASTP develop expectations for the baseline
amount of data (i.e., how far back in time) that is expected to
be included in a response to a TEFCA data request.
Additionally, consider requirements that allow for the requester
of information to indicate a different time period compared to
the default baseline or consider adopting different baselines
per TEFCA purpose of use code.

3. Explore opportunities to leverage Al to monitor data quality
within and across health IT systems.

Supporting Data Standards
for Maternal Health*

There is a lack of
standards that support the
interoperable exchange of
maternal health data.

Maternal health data is not
consistently collected or
standardized in a manner that
enables the delivery of high-
quality maternal care.

e Identify the current state of maternal
health data to ensure better care during
the provision of high-quality maternal
care.

e Increase the standardized collection of
maternal health data.

1. Evaluate the current landscape of maternal health data then
identify the information and IT systems sharing necessary to
standardize and support high-quality maternal care.

2. Hold a listening session to help identify health IT-related
challenges faced by maternal health patients and how to
optimize health IT for their providers in caring for them.
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Interoperability

Topic Key Gaps Key Challenges Key Opportunities Recommended HITAC Activities

Immediate Opportunities in 2025-26 (cont.)

Supporting Data Standards There is a lack of The inability to capture Identify the current state of patient disability 1. Evaluate the current landscape of patient disability and
for Diverse Abilities standards that support the = appropriate information and and accessibility data to ensure better care accessibility needs data then identify the information and IT
interoperable exchange of accommodations can prevent during the provision of health care or in systems sharing necessary to standardize and support patient
information about patients  patients from getting the care they = emergency situations. accessibility needs.
with diverse abilities. need during the provision of health 2. Hold a listening session to help identify health IT-related
care or in emergency situations. challenges faced by patients with diverse abilities and how to

optimize health IT for their providers in caring for them.

Longer-Term Opportunities in 2027 or Later

Supporting Interoperability Pharmacies lack There is a lack of infrastructure to  Increase pharmacy data transparency Encourage ASTP to work with CMS, STLTSs, and other relevant

Standards — Pharmacies integration into the support the connectivity of regarding drug shortages and availability. agencies to develop a value-based incentive structure using quality
existing data exchange pharmacy data with the broader measures so that prescribing providers and patients and their
infrastructure that is health IT ecosystem. caregivers can be timely and accurately informed at the point of e-
widely deployed and prescribing regarding where they can fill all prescriptions, routine to
bidirectional. urgent, in a manner that optimizes patient care and convenience.

(Please refer to Recommendation 31 in the HITAC's report to the
National Coordinator on Pharmacy Interoperability and Emerging

Therapeutics.)
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Privacy and Security
A

TOPICS

Privacy of Sensitive Health Data*
Lack of Disclosure Accountability

Transparency in Use of De-Identified Data
Pursuant to HIPAA

HITAC Annual Report for FY24

Introduction

As interoperability and electronic availability of health information increase, the privacy
and security of an individual’s health information continue to be of concern. Robust
privacy and security practices are important considerations in advancing and maintaining
trust in interoperability. Patients, covered entities, and business associates continue to
require clarity about how identifiable health data can be used and disclosed as well as
how to protect and secure it, regardless of whether the law requires it. Patients are
interested in who is accessing their data for payment, treatment, and operational uses as
well as for research. However, patients have limited transparency into how their identified
and de-identified health data are shared and disclosed.

Sensitive health data increasingly exist in digital environments and are governed by a
patchwork of inconsistent privacy laws. However, there is no universal definition of what
constitutes sensitive data, and what is considered sensitive may vary according to
individual patient preferences and experiences. Today, many health IT systems cannot
reliably segment and label discrete pieces of data, nor the narrative and documents that
contain such sensitive data. In some instances, this could hinder their ability to
electronically exchange sensitive health data that a healthcare provider may need to
provide high-quality care to an individual.
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D@ﬁ Privacy and Security
A

Illustrative Story of What the Recommended HITAC Activities
Can Help Advance

A patient with hypertension, bunions, depression, and opioid use disorder is seen by both a PCP and psychiatrist at
Good Health System, and a podiatrist at Neighborhood Health System. He is concerned about his privacy and
wishes not to disclose data about his depression or opiate use disorder to his podiatrist.

Good Health System recently implemented a new patient portal feature within its certified health IT that allows the
patient to submit a request to his psychiatrist to restrict disclosures under the Health Insurance Portability and
Accountability Act (HIPAA). The patient logs into the portal and is provided informed consent information at a sixth-
grade reading level regarding the risks and benefits of restricting certain data from being shared among his
providers. After reviewing the information, he decides to submit an electronic request to restrict the disclosure of his
depression and opioid use disorder diagnoses and associated care to the podiatrist. Good Health System reviews
the request and grants it.

The health IT system recognizes and tags both structured and unstructured data according to nationally developed
Value Set Authority Center (VSAC) terminology standards for different types of sensitive data discretely, in context,
and contained in narratives, documents, and other datasets, as defined by federal and state law. Depending on the
requesting provider, in this case, the podiatrist, the sensitive data may or may not be shared as expressed by the
patient’s consent directives. This technical capability, sometimes referred to as “consent management technology,”
is developed through a public-private partnership between the federal government, healthcare industry, medical
providers, and patient advocates to simplify the data segmentation and consent management process.
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Recommended HITAC Activities

Privacy of Sensitive Health
Data*

There is variability in
privacy and security
requirements across the
country and in how these
requirements are
interpreted and
implemented, including
protections for sensitive
data, and accommodating
patients’ and providers’
preferences about how
this data is used.

The health IT infrastructure
has a limited ability to support
identifying and segmenting
coded and discrete data that
is considered sensitive.

The ability to manage
applicable privacy and
security rules that apply to
sensitive health data,
including behavioral health
data, presents a challenge to
exchange for providers.

The ability to exchange
interoperable consent
directives across health IT
systems is limited.

Clarify the set of sensitive health data

1.

protected by privacy rules and consent

directives more consistently across

various contexts and types of technology

while allowing for exceptions.

Examine opportunities to increase the

availability of Certified Health IT
Modules that can manage applicable

privacy and security rules to enable data

exchange, including for behavioral

health.

Educate providers and others regarding

what is possible and permissible in the 2.
evolving legal landscape of privacy

protections for sensitive data.

Implement enabling infrastructure to

3.

support the interoperable exchange of

consent directives.

Evaluate the current models and suggest steps toward a
terminology value set for sensitive health data elements that
could be widely adopted. The value set should include:

a. Sensitive data elements as defined in existing privacy laws
and regulations.

b. Data elements commonly considered sensitive by patients

but not defined as such by existing privacy laws and

regulations.

Emerging data elements, such as neural data.

d. Sensitivity flags enabling recognition of discrete sensitive
data based on context and/or contained in narratives,
documents, and other datasets.

Explore additional certification needs for health IT systems to

support the privacy and security of sensitive data as defined by

existing privacy laws and regulations.

Explore how Certified Health IT Modules can help acute and

ambulatory providers manage common data elements that

may be considered sensitive by some patients, including the
certification needs of behavioral health providers.

Explore what additional foundational infrastructure needs to be

implemented to support the interoperable exchange of consent

information within and across jurisdictions.

o
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Topic Key Gaps Key Challenges Key Opportunities Recommended HITAC Activities

Longer-Term Opportunities in 2027 or Later

Lack of Disclosure Patients have limited With the growth in exchange, itis e Define a long-term roadmap to 1. Propose an initial foundation for implementing accounting of
Accountability transparency into how important to balance increased implement the accounting of disclosures. disclosures.
their health data are transparency to consumers with e Explore whether technical capabilities 2. Recommend a simplified model of accounting of disclosures
shared. the burden on organizations that have advanced to better support the that is concise, involves patients in its development, and
hold health data to provide an accounting of disclosures. considers readers’ health literacy levels.
accounting of disclosures.
Transparency in Use of De- Patients have limited There is currently no consensus Learn more about patient preferences for 1. Explore patient preferences for disclosures about the sharing
Identified Data Pursuant to understanding and on if or how to provide patients disclosures about the sharing of their de- of their de-identified health data.
HIPAA transparency into how with a description of how de- identified health data. 2. Explore opportunities to encourage healthcare organizations to
their de-identified health identified data are shared. regularly provide increased transparency into how they use de-
data are shared. identified data.
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Patient Access to Information

Introduction

A key concern for patients is reducing the burden of managing their health care. Patient burden can
negatively impact the healthcare experiences and outcomes for patients. In one recent study, almost
two-thirds of participants reported that it is overwhelming and time-consuming to coordinate their health
care. If a patient lacks digital literacy or is not a native English speaker, sharing data can be even more
difficult. Patient-centered health IT can potentially reduce this patient burden.

TOPICS Another key concern is promoting the use of PGHD. The use of PGHD has become increasingly

Reducing Patient Burden* prevalent, driven by the widespread adoption of wearable devices, mobile health apps, and other digital
health technologies. These tools have empowered patients to be more active in managing their health

Patient-Generated Health Data (PGHD) and generating data relevant to their well-being. APIs have emerged as a popular method for collecting

PGHD. Despite the increasing use of PGHD, integrating this data into EHRs and aligning it with
healthcare provider workflows remain challenging.
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Illustrative Story of What the Recommended HITAC Activities
Can Help Advance

A Japanese-speaking woman sees multiple healthcare providers across different networks for several
health conditions. To manage her diabetes, she uses a home blood glucose monitor. Before her PCP and
specialists joined the TEFCA, she would spend an inordinate amount of time requesting and maintaining
records from various doctors’ offices and was not able to easily provide her home blood glucose monitor
results to them. As a result of a new app, FHIR-based APIs, and the TEFCA, she can now gather her
data from across her doctors’ offices and share her PGHD and home blood glucose monitor results with
them. This gives her autonomy over her data and the ability to consolidate her health information from
multiple providers across several health networks and platforms into a single dashboard in her app and
spend less time coordinating her care.

In addition, her PCP recently implemented an update from his health IT developer enabling support for
multiple languages, instructions in plain language written at a sixth-grade reading level, and both digital
and health tutorials. Since her PCP has a small population of Japanese-speaking patients, he is now able
to support Japanese in the patient portal and provide educational materials in Japanese. The online
tutorial in her preferred language enables her to increase her digital literacy and learn more about her
health issues at times that are convenient for her without needing to find childcare or take time away from
her job.
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Patient Access to Information

Topic Key Gaps Key Challenges Key Opportunities Recommended HITAC Activities

Immediate Opportunities in 2025-26

Reducing Patient Burden* e Patients continue to e Health IT needs to be e Create health IT that is more accessible 1. Convene a diverse set of patient advocates and other
face issues in developed in a more patient- and inclusive for the patient, considering interested parties to identify use cases and health IT solutions
obtaining, centric way, considering the health and digital literacy, multiple that can advance efforts that ease burden for patients in
consolidating, and best way for patients to both languages, and optimal modes of data managing their health data.
using their health receive and consolidate data transport. 2. Request ASTP to consider patient perspectives and impact on
information to and participate in their own e Consider patient burden implications reducing patient burden as part of HITAC charges and
manage their health health care. (e.g., in setting priorities for the use of hearings.
care. e Patients must spend health IT and related standards) to 3. Explore ASTP opportunities to leverage the Individual Access

e The lack of significant time and effort to advance efforts that ease burden for Services capabilities of the TEFCA to support patients’ access

interoperability coordinate their care across patients in managing their health data. to their consolidated health information by requiring certified
between healthcare healthcare providers. health IT developers to participate in the TEFCA and support
providers increases Individual Access Services.

patients’ workload.
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Recommended HITAC Activities

Patient-Generated Health
Data (PGHD)

Incorporating PGHD
into clinical workflows
requires special effort
by healthcare
providers and
patients, including
challenges in
uploading to EHRs
and controlling and
directing the personal
data.

PGHD devices
(consumer and
medical) and software
developers are not
subject to health IT
certification but play a
critical role in the
ecosystem.

There remain
inequities in the
availability and
accessibility of PGHD
devices, especially
among populations
with low bandwidth
Internet access and
low digital literacy.

Standards are needed to
simplify incorporating PGHD
data collected from health
apps, devices, and other
sources into providers’
existing EHR workflows.
Jurisdiction over patient
device data is spread across
multiple federal agencies.
More coordination and
oversight are needed to
prevent data silos and
information blocking.
Increased availability of
devices, middleware,
broadband Internet, and
patient education on the use
of PGHD tools is needed,
especially for communities
with lower digital access and
literacy.

Improve interoperability standards and 1.

metadata to support the incorporation
and personal access and control of

clinically relevant PGHD collected from

health apps, devices (both consumer

and medical), and other sources (e.qg.,

patient-taken images) into clinical

workflows.

Improve equity in access to these apps,

devices, and other sources.

Explore opportunities to use PGHD to improve quality
measures, recognizing that there continue to be barriers to the
adoption and use of PGHD by patients (e.g., lack of broadband
availability, accessibility issues), limitations (e.g., comparability
between patient-collected vs. clinician-collected data), and the
need to not add data collection burden for patients.

Evaluate opportunities to further standardize PGHD.

Evaluate funding opportunities to make PGHD devices more
accessible and education available to communities with lower
digital access and literacy.
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H |TAC Overall Accomplishments in FY24

Prog ress e The HITAC reviewed and made recommendations on the HTI-2
. proposed rule, reviewed the draft USCDI v5, and explored ways to
l“ FY24 improve pharmacy interoperability.
e The HITAC held 11 public meetings of the full committee, including a

_ hearing on artificial intelligence, and 50 public meetings of the
As required by the Cures Act, the HITAC subcommittees
reports annually on its progress toward ) _ _
achieving a health information technology e The HITAC delivered 206 recommendations and its annual report to the

infrastructure that allows for the access, National Coordinator.
_exchang_e, an_d use of electronic health Subcommittees
information with respect to the target areas.
The full committee, through the work of several subcommittees, developed
recommendations to inform ASTP’s policies and program. In FY24, the
subcommittees included the:
e Annual Report Workgroup
e HTI-2 Proposed Rule Task Force 2024
e Interoperability Standards Workgroup

e Pharmacy Interoperability and Emerging Therapeutics Task Force 2023
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‘ Annual Report Workgroup

Charge
The Cures Act requires the HITAC to develop an annual report to be submitted to the

Secretary of HHS and Congress each fiscal year. At the HITAC meeting on June 20, 2018,
the HITAC formed the Annual Report Workgroup to address the following charge from

ASTP:

e Overarching Charge: The workgroup will inform, contribute to, and review draft

ACCOMPLISHMENTS IN FY24 and final versions of the HITAC Annual Report to be submitted to the Secretary
e The Annual Report Workgroup held 12 public

meetings in FY24 to develop its of Health and Human Services and to Congress each fiscal year. As part of that
recommendations. report, the workgroup will help track ongoing HITAC progress.
e The HITAC approved the HITAC Annual Report
for FY23 for submission to the National - _ -
Coordinator in February 2024 and subsequent e Specific Charge: Provide specific feedback on the content of the report as
téansmittal to the Secretary of HHS and to required by the 21st Century Cures Act including:
ongress. _
« The HITAC Annual Report for FY23 reviewed * Analysis of HITAC progress related to the target areas.
HITAC activities in FY23, described the * Assessment of health IT infrastructure and advancements in the target areas.
FmeEslgs O nseliin 1 Il @sUEliE, lEmite « Analysis of existing gaps in policies and resources for the target areas.
gaps and opportunities, and offered 31 ) o ) -
recommendations for future HITAC activities. * Ideas for potential HITAC activities to address the identified gaps.
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HTI-2 Proposed Rule Task Force 2024

Charge

At the HITAC meeting on July 11, 2024, ASTP charged the HITAC with providing
recommendations on the HTI-2 proposed rule, which was published on August 5, 2024.
The HITAC then formed the HTI-2 Proposed Rule Task Force 2024 to address the
following charge from ASTP:

e Overarching Charge: The HTI-2 Proposed Rule Task Force will evaluate and provide
ACCOMPLISHMENTS IN FY24 draft recommendations to the HITAC on the Health Data, Technology, and
e The HTI-2 Proposed Rule Task Force 2024 held Interoperability: Patient Engagement, Information Sharing, and Public Health

22 public meetings in FY24. -
e The HITAC approved and transmitted 143 Interoperability (HTI-2) Proposed Rule.

recommendations to the National Coordinator in

e The recommendations: . . . .
« Supported the adoption of USCDI v4 and * Review and prowd.e.rec.ommend.atlons op the HT!-Z proposals on public health,
other proposed standard changes with some standards and certification, and information blocking and TEFCA.
modifications. « Recommendations are due to the National Coordinator for Health IT prior to the

e Provided comments on the public health
certification criteria.

e Supported the information blocking
enhancements.

e Provided feedback on the TEFCA
provisions.

end of the 60-day public comment period.
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Interoperability Standards Workgroup

Charge
On January 18, 2024, ASTP published its Draft USCDI v5 and sought public feedback on

the data classes and elements included in this version. On January 24, 2024, as part of
this public feedback process, ASTP charged the HITAC with making specific
recommendations on the draft content in USCDI v5. The HITAC then asked the
Interoperability Standards Workagroup to address the following charge from ASTP:

ACCOMPLISHMENTS IN FY24 e Overarching Charge: Review and provide recommendations on Draft USCDI v5.
e The Interoperability Standards Workgroup
held 11 public meetings in FY24. e Specific Charge: Evaluate Draft USCDI v5 and provide ASTP with

e The HITAC approved and transmitted 29

recommendations to the National Coordinator recommendations for:

in April 2024. a. New data classes and elements from Draft USCDI v5 that should be considered
e The recommendations: for the final USCDI V5 release.
* Supported the addition of the new b. Level 2 data classes and elements not included in Draft USCDI v5 that should be

proposed data elements and data classes

in USCDI V5. considered for the final USCDI v5 release.
e Suggested clarifications to data elements

and data classes.
e Suggested level 2 data classes and

elements not included in USCDI v5.
e Suggested future considerations for the

USCDI.
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Pharmacy Interoperability and Emerging Therapeutics Task Force 2023

Charge

At the HITAC meeting on June 15, 2023, ASTP charged the HITAC with providing recommendations on
improving pharmacy interoperability. The HITAC then formed the Pharmacy Interoperability and Emerging
Therapeutics Task Force 2023 to address the following charge from ASTP:

e Overarching Charge: Identify recommendations to support interoperability between pharmacy constituents, and the
exchange of information necessary for medication management, patient safety, and consumer engagement.

e Specific Charge:

ACCOMPLISHMENTS IN FY24 1) Public Health, Emergency Use Authorizations, and Prescribing Authorities
- ) a. Short-term
e The Pharmacy Interoperability and E_merglng_ i. Identify critical standards and data needs for pharmacists and interested parties to participate in
Therapeutics Task Force 2023 held five public emergency use interventions.
meetings in FY24. ii. Are there actions ONC can take to enable data exchange in support of public health emergency
e The HITAC approved and transmitted 34 use cases? For example, Test to Treat and COVID-19 treatment prescribing?
. . . . b. Long-term
recommendations to the National Coordinator in i. Recommendations to better integrate pharmacy systems and data for public health surveillance,
November 2023. _ reporting, and public health interventions.
e The recommendations: 2) Identify opportunities and recommendations to improve interoperability between pharmacy constituents
° Suggested ways to advance the ability of (prescribers, pharmacists, pharmacy benefit managers, dispensers, payers, intermediaries, PDMPs, public
pharmacists to capture data for their own health agencies, HIEs, third party service providers, consumers, etc.) for pharmacy-based clinical services and
. care coordination.
bengflt and for Othe_r care team me_mbers’ a. How can ONC help facilitate adoption and use of standards to support data exchange for pharmacy-based
providers, and public health authorities. clinical services?
¢ Identified interoperability capabilities of b.  Which priority pharmacy-based clinical use cases should ONC focus on in the short-term and long-term?
particular interest (e_g_, pre-authorization, c. Whattechnology gaps exist for pharmacists to participate in value-based care?
two-way communication between a d.  What can ONC do to address drug inventory transparency for prescribers and consumers?

q q 3) Identify standards needs to support prescribing and management of emerging therapies including, but not limited
pharmacy and a patient or care_glver). to specialty medications, digital therapeutics, and gene therapies.
e Suggested that pharmacy services-focused a. What standards gaps exist for the prescribing and management of:
quality measures should be developed. i. specialty medications
ii. digital therapeutics
iii. gene therapies
4) Identify policy and technological needs and considerations for direct-to-consumer medication services.
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ASTP Objectives ASTP Objectives in FY24-25

and Benchmarks 1. Advance the development and use of health IT capabilities.

2. Establish expectations for data sharing.

ASTP Benchmarks
As required by the Cures Act, ASTP

established a set of objectives and ASTP has defined the benchmarks as progress toward measures of

benchmarks against which to measure the o . : - _
B L et achieving milestones in activities related to:

FY24-25.
m Standards

m Certification
m Exchange

m Coordination
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ASTP Objectives and Benchmarks

Category FY24 Progress FY25 Benchmarks

ASTP Activity: Coordination

Health Equity by Design e Continued to prioritize the addition of USCDI data elements that advance health equity e Advance USCDI and USCDI+ data classes and elements that support health equity
including: e Continue to train students through the PHIT Workforce Development Program in
o Interpreter needed public health informatics and technology at minority serving institutions and other
o Pronouns colleges and universities

o Name to use

e Published the Health Equity by Design Concept Paper, reflecting ASTP’s proposed
approach

e Trained over 3,700 students in public health informatics and technology through the
Public Health Informatics & Technology (PHIT) Workforce Development Program as
of September 30, 2024

ASTP Rulemaking ¢ Published Health Data, Technology, and Interoperability: Certification Program Publish HTI-2 Final Rule
Updates, Algorithm Transparency, and Information Sharing (HTI-1) Final Rule
e Published Health Data, Technology, and Interoperability: Patient Engagement,
Information Sharing, and Public Health Interoperability (HTI-2) Proposed Rule

ASTP Activity: Standards

USCDI e Published USCDI v5, which includes two new data classes and 16 new data elements Release USCDI v6 with additional data classes and data elements
e Some of the new data elements address health equity and public health concerns

USCDI+ USCDI+ collaborations underway: Advance use cases and projects for:
e Behavioral Health (with SAMHSA) e Behavioral Health
e Cancer (with National Institutes of Health (NIH)) e Cancer
e Maternal Health (with various agencies) e Maternal Health
e Public Health (with Centers for Disease Control and Prevention (CDC)) e Public Health
e Quality (with CMS and Health Resources and Services Administration (HRSA)) e Quality
e Sickle Cell Disease
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Category

ASTP Objectives and Benchmarks

FY24 Progress

FY25 Benchmarks

ASTP Activity: Standards (cont.)

Standards Version
Advancement Process
(SVAP)

Approved 10 standards

Advanced health equity work through key patient demographic data
Supported industry on consistent implementation of:

o USCDI v4

Publish ASTP-approved updated versions of health IT standards and implementation
specifications

o US Core FHIR® Implementation Guide (IG) v7.0.0
o FHIR® SMART Application Launch Framework IG v2.2.0
o CMS Implementation Guide for Quality Reporting Document Architecture
o Clinical Document Architecture (CDA) IG for Clinical Notes Edition 3.0
HL7® FHIR® e Published U.S. Core FHIR® IG 7.0.0 including updates to support USCDI v4 e Development and publication of US Core FHIR® IG v8.0.0 including updates to
e Released the 2024 Draft Federal FHIR® Action Plan support USCDI v5
e Provided ongoing development and support for several FHIR® Implementation Guides = e Support standards development related to emerging FHIR® capabilities such as
SMART Health Cards and Links, SMART App Launch IG granular scopes
e Ongoing development and support for FHIR® infrastructure including the FHIR® IG
publisher and FHIR® validator
e Finalize Federal FHIR® Action Plan
e Lead the Global Digital Health Partnership's support and advancement of
the FHIR® International Patient Summary
Public Health e Supported the Helios Public Health FHIR® Accelerator initiative: e Incorporate USCDI+ Public Health into Standard Development Organization activities

o Successfully tested use of FHIR® queries to obtain follow-up case information at
two connect-a-thons, in support of future TEFCA functionality

o Continued work in aggregate data track to test exchange of hospital capacity
information during emergencies

and FHIR® profile development

e Initiate production pilots for Query and Response, Bulk Query, and Aggregate Data
projects

o Establish new project area for “Public Health Reporting”

e Test new Vital Records use case for “Bulk Query”

HHS-Wide Approach on
Health IT Standards
Investments

ASTP and the HHS Assistant Secretary for Financial Resources (ASFR) released the
HHS Acquisition Regulation (HHSAR): Acquisition of Information Technology;
Standards for Health Information Technology Proposed Rule

ASTP and other HHS agencies identified a broad range of applicable grants,
cooperative agreements, contracts, and rulemaking/guidance — covering public health,
emergency preparedness, research, and other areas — for incorporating standard
health IT language

e Continue to advance technical assistance for HHS agencies and HHS-funded
contractors and grantees on health IT standards adoption and use

e Support HHS finalization of the Health and Human Services Acquisition Regulation:
Standards for Health Information Technology (ASER proposed rule RIN:0991-AC53)

e Explore opportunities to advance health IT standards alignment with HHS's federal
and STLT partners
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ASTP Objectives and Benchmarks

FY24 Progress

ASTP Activity: Certification

FY25 Benchmarks

Certification Program and
Testing Requirements

Implemented HTI-1 Final Rule updates including:

o Update to USCDI v3

o “Edition-less” certification criteria

o Updates to Certification Companion Guides (CCGSs)

o Establishment of educational resources

The HTI-2 Proposed Rule includes new and revised standards and certification criteria
in the ONC Health IT Certification Program. These revisions include an update to
USCDI v4, as well as standards and criterion related to e-prescribing and public
health exchange

Continued to build the Inferno Framework with several test kits:

o Da Vinci Test Kits

o SMART App Launch 2.0

Continue to implement HTI-1 Final Rule updates, including education related to
USCDI v3 and several revised certification criteria

Test tool updates

Certification Program oversight and enforcement

Continued development of Inferno test kits

ASTP Activity: Exchange

TEFCA

7+ Qualified Health Information Networks (QHINS) went live

Published FHIR® Roadmap for TEFCA Exchange 2.0

Published Common Agreement 2.0 — Updated for FHIR® Exchange

Published QHIN Technical Framework (QTF) 2.0

Published FHIR® Implementation Standard Operating Procedure (SOP) (Technical
Requirement)

Published multiple Standard Operating Procedures (SOPs) for Exchange Purposes

Continue to onboard QHINSs, participants, and sub-participants (including potential
HHS and other federal partners)

Increase FHIR®-based exchange via the TEFCA

Continue to expand use cases under existing Exchange Purposes (XPs), including
Treatment, Health Care Operations, and Public Health

Finalize and release Payment XP Implementation SOP

Finalize and release Government Benefits Determination XP Implementation SOP
Finalize and release Research XP Implementation SOP

Information Blocking

HHS published the 21st Century Cures Act: Establishment of Disincentives for Health
Care Providers That Have Committed Information Blocking Final Rule

ASTP received 293 submissions through the ASTP Report Information Blocking Portal
in FY24

Continue to coordinate with HHS Office of the Inspector General (OIG) on information
blocking claims

Continue to support the ASTP Report Information Blocking Portal to receive
information blocking claims
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