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Notes to Instructors

This Instructor Manual is a resource for instructors using this component. 
Each component is broken down into units, which include the following 
elements:

•	 Learning objectives 
•	 Suggested student readings, texts, reference links to 

supplement the narrated PowerPoint slides
•	 Lectures (voiceover PowerPoint in Flash format); PowerPoint 

slides (Microsoft PowerPoint format), lecture transcripts 
(Microsoft Word format); and audio files (MP3 format) for 
each lecture

•	 Self-assessment questions reflecting Unit Objectives with 
answer keys and/or expected outcomes

•	 Application Activities (e.g., discussion questions, 
assignments, projects) with instructor guidelines, answer 
keys and/or expected outcomes
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Component Overview
For students without an IT background, this Component provides a basic 
overview of computer architecture; data organization, representation 
and structure; structure of programming languages; networking and data 
communication.  It also includes basic terminology of computing.

Component Objectives
At the completion of this component, the student will be able to:
1. Learn correct terminology for computing and technology including for 

hardware, software, networks, Internet and databases
2. Identify commonly used hardware components.
3. Identify commonly used software applications and operating systems.
4. Explain the function and use of programming languages and identify 

commonly used languages.
5. Define what a database is, explain what querying languages are and 

identify commonly used database systems.
6. Describe network computing, its benefits and risks, and identify 

commonly used communications hardware and software components.
7. Identify security risks for computing systems and discuss potential 

solutions.
8. Explain the design and development process of a software information 

system such as an EHR.
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Disclaimer

These materials were prepared under the sponsorship of an agency of 
the United States Government. Neither the United States Government 
nor any agency thereof, nor any of their employees, makes any warranty, 
express or implied, or assumes any legal liability or responsibility for the 
accuracy, completeness, or usefulness of any information, apparatus, 
product, or process disclosed, or represents that its use would not infringe 
privately owned rights. Reference herein to any specific commercial 
product, process, or service by trade name, trademark, manufacturer, 
or otherwise does not necessarily constitute or imply its endorsement, 
recommendation, or favoring by the United States Government or any 
agency thereof. The views and opinions of authors expressed herein do 
not necessarily state or reflect those of the United States Government or 
any agency thereof.

Likewise, the above also applies to the Curriculum Development 
Centers (including Columbia University, Duke University, Johns Hopkins 
University, Oregon Health & Science University, University of Alabama at 
Birmingham, and their affiliated entities).
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Component 4/Unit 1

Unit Title  
Basic Computing Concepts, Including History

Unit Description
This unit introduces basic computing concepts and terminology.  It 
identifies common elements of computers, both in terms of hardware and 
software and provides information on selecting a computer by discussing 
the range of computer types, from desktops to laptops to servers.  Finally, 
it provides a history of the development of computing and healthcare 
information systems over time.

Unit Objectives
By the end of this unit the student will be able to:

1. Define what a computer is. (Lecture a)
2. Describe different types of computers, including PCs, mobile 

devices and embedded computers. (Lecture a)
3. Define the common elements of computer systems. (Lecture 

a)
4. Describe the various hardware and software options for 

typical desktop, laptop and server systems for home and 
business use with a focus on healthcare systems. (Lecture 
b, c)

5. Explain the development of computers and the Internet, 
including healthcare systems, up until the present time. 
(Lecture d, e)

Unit Topics/Lectures 
1. What is a computer

a. Definition of a computer
b. Types of computers
c. Common Elements of computer systems

2. Selecting a computer
a. Selecting a desktop
b. Selecting a laptop
c. Selecting a system for healthcare applications

3. History of Computing
a. The beginnings of computers
b. The first computers
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c. Early electronic medical records
d. Personal computers
e. The Internet
f. Current and future computers

Unit References

Lecture 1a
1. Definition of computer from Webster’s Dictionary online: http://www.

merriam-webster.com/dictionary/computer c. 2011.
2. Evans A, Martin K, Poatsey MA. Chapter 1: Why Computers Matter 

to You. In: Technology in Action: Complete. 7th ed. New Jersey: 
Prentice Hall; 2010.

3. Evans A, Martin K, Poatsey MA. Chapter 2: Looking at Computers: 
Understanding the Parts. In: Technology in Action: Complete. 7th 
ed. New Jersey: Prentice Hall; 2010.

4. Parsons JJ, Oja D. Chapter 1: Computers and Digital Basics. In: 
New Perspectives on Computer Concepts 2011: Comprehensive. 
13th ed. Boston: Course Technology; 2010.

5. Shelley GB, Vermaat ME. Chapter 1: Introduction to Computers.  In: 
Discovering Computers 2011: Introductory. 1st ed. Boston: Course 
Technology; 2010.

Lecture 1a Images
Slide 3: Environmental Protection Agency. (1973, July). ARC - 
Archival Research Catalog. Retrieved November 2011, from The 
National Archives website: http://arcweb.archives.gov/arc/action/
ExternalIdSearch?id=552357&jScript=true 
Slide 4: Android  Smartphone: Unamed102. http://en.wikipedia.org/wiki/
File:Android_home.png. Retrieved November 2011, from Wikimedia 
Commons website: http://en.wikipedia.org/wiki/. This file is licensed under 
the Creative Commons Attribution ShareAlike 3.0 License.
Slide 4: Laptop: Kristoferb (talk). (2010, June 14). http://en.wikipedia.org/
wiki/File:MSI_Laptop_computer.jpg. Retrieved November 2011, from http://
en.wikipedia.org/wiki/. This work is licensed under the Creative Commons 
Attribution-ShareAlike 3.0 License.
Slide 4: First generation iPad: copyright Glenn Fleishman, Seattle, WA. 
http://commons.wikimedia.org/wiki/File:IPad-02.jpg*. Retrieved November, 
2011 from Wikimedia Commons website: http://commons.wikimedia.org/ . 

https://mail.ohsu.edu/owa/redir.aspx?C=d0c83e7b1f2247c9a18b2850ba3428ae&URL=http://www.merriam-webster.com/dictionary/computer c. 2011
https://mail.ohsu.edu/owa/redir.aspx?C=d0c83e7b1f2247c9a18b2850ba3428ae&URL=http://www.merriam-webster.com/dictionary/computer c. 2011
http://arcweb.archives.gov/arc/action/ExternalIdSearch?id=552357&jScript=true
http://arcweb.archives.gov/arc/action/ExternalIdSearch?id=552357&jScript=true
http://en.wikipedia.org/wiki/File:Android_home.png
http://en.wikipedia.org/wiki/File:Android_home.png
http://en.wikipedia.org/wiki/
//en.wikipedia.org/wiki/Creative_Commons
http://en.wikipedia.org/wiki/File:MSI_Laptop_computer.jpg
http://en.wikipedia.org/wiki/File:MSI_Laptop_computer.jpg
http://en.wikipedia.org/wiki/
http://en.wikipedia.org/wiki/
http://en.wikipedia.org/wiki/Creative_Commons
http://creativecommons.org/licenses/by-sa/3.0/
http://commons.wikimedia.org/wiki/File:IPad-02.jpg
http://commons.wikimedia.org/
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This file is licensed under the Creative Commons Attribution 2.0 Generic 
license.
Slide 5: The Columbia Supercomputer at NASA’s Advanced 
Supercomputing Facility at Ames Research Center: Trower, NASA, nd.). 
http://commons.wikimedia.org/wiki/File:Columbia_Supercomputer_-_
NASA_Advanced_Supercomputing_Facility.jpg .  Retrieved November 
2011, from Wikimedia Commons website: http://commons.wikimedia.org/
wiki/. This file is in the public domain because it was created by NASA.
Slide 5: An IBM 704 mainframe. Lawrence Livermore National Laboratory. 
(n.d.). http://commons.wikimedia.org/wiki/File:Ibm704.gif. Retrieved 
November 2011, from Wikimedia Commons website: http://commons.
wikimedia.org/wiki/.  The copyright holder of this file, Lawrence Livermore 
National Laboratory, allows anyone to use it for any purpose, provided that 
the copyright holder is properly attributed. Redistribution, derivative work, 
commercial use, and all other use is permitted.
Slide 6: A portable DVD player by Philips:  Evan-Amos. (2010, September 
3). http://en.wikipedia.org/wiki/File:Philips-portable-dvd-player.jpg  
Retrieved November 2011, from Wikimedia Commons website: http://
commons.wikimedia.org/wiki/ . Public domain image.
Slide 6: ABS brakes: © by Jeff Dean. (2007, May 4). http://en.wikipedia.
org/wiki/File:Absbrakes.jpg Retrieved November 2011, from Wikipedia, 
The Free Encyclopedia website: http://en.wikipedia.org/wiki. The copyright 
holder of this file allows anyone to use it for any purpose, provided that the 
copyright holder is properly attributed.
Slide 6: Paes, C. (n.d.). http://commons.wikimedia.org/wiki/
File:Dishwasher_open_for_loading.jpg. Retrieved November 2011, from 
Wikimedia Commons website: http://commons.wikimedia.org/wiki. The 
copyright holder of this work allows anyone to use it for any purpose 
including unrestricted redistribution, commercial use, and modification.
Slide 6: MRI:  NINDS. (n.d.). http://www.lfmi.ninds.nih.gov/img117arrive.
php.* Retrieved November 2011, from Wikimedia Commons website: 
http://commons.wikimedia.org/wiki.
Slide 7: Graphic workstation:  Public Domain. (n.d.). http://www.wpclipart.
com/computer/PCs/graphic_workstation.png.html. Retrieved November 
2011, from WPClipart website: http://www.wpclipart.com/. 
Slide 8: Computer Keyboard: Mrsi , I. (2010, August 23). http://commons.
wikimedia.org/wiki/File:Computer_keyboard_US.svg . Retrieved 
November 2011, from Wikimedia Commons website: http://commons.
wikimedia.org/wiki . Public domain.

http://creativecommons.org/licenses/by/2.0/deed.en
http://commons.wikimedia.org/wiki/File:Columbia_Supercomputer_-_NASA_Advanced_Supercomputing_Facility.jpg
http://commons.wikimedia.org/wiki/File:Columbia_Supercomputer_-_NASA_Advanced_Supercomputing_Facility.jpg
http://commons.wikimedia.org/wiki/
http://commons.wikimedia.org/wiki/
//en.wikipedia.org/wiki/public_domain
//en.wikipedia.org/wiki/NASA
http://commons.wikimedia.org/wiki/File:Ibm704.gif
http://commons.wikimedia.org/wiki/
http://commons.wikimedia.org/wiki/
http://commons.wikimedia.org/wiki/Lawrence_Livermore_National_Laboratory
http://commons.wikimedia.org/wiki/Lawrence_Livermore_National_Laboratory
http://en.wikipedia.org/wiki/File:Philips-portable-dvd-player.jpg
http://commons.wikimedia.org/wiki/
http://commons.wikimedia.org/wiki/
http://en.wikipedia.org/wiki/File:Absbrakes.jpg
http://en.wikipedia.org/wiki/File:Absbrakes.jpg
http://en.wikipedia.org/wiki
http://commons.wikimedia.org/wiki/File:Dishwasher_open_for_loading.jpg
http://commons.wikimedia.org/wiki/File:Dishwasher_open_for_loading.jpg
http://commons.wikimedia.org/wiki
http://www.lfmi.ninds.nih.gov/img117arrive.php
http://www.lfmi.ninds.nih.gov/img117arrive.php
http://commons.wikimedia.org/wiki
http://www.wpclipart.com/computer/PCs/graphic_workstation.png.html
http://www.wpclipart.com/computer/PCs/graphic_workstation.png.html
http://www.wpclipart.com/
http://commons.wikimedia.org/wiki/File:Computer_keyboard_US.svg
http://commons.wikimedia.org/wiki/File:Computer_keyboard_US.svg
http://commons.wikimedia.org/wiki
http://commons.wikimedia.org/wiki
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Slide 8: PDA: (n.d.). http://www.clker.com/
cliparts/9/0/8/5/1194983833382818263cleanpalm_teudimundo_01.svg.
hi.png. Retrieved November 2011, from Clker.com website: http://www.
clker.com/. Public domain: http://creativecommons.org/publicdomain/
zero/1.0/ .
Slide 8:   Computer Mouse: Public domain (nd.). Retrieved November 
2011from http://www.openclipart.org/detail/3038. 

Lecture 1b
1. Desktop Buying Guide. CNET [serial on the Internet]. 2010 March 

24; [cited 22 March 2011]; Available from: http://reviews.cnet.com/
desktop-computer-buying-guide/.

2. Franklin, Eric. Monitor Buying Guide. CNET [serial on the Internet]. 
2010 December 20; [cited 22 March 2011]; Available from: http://
reviews.cnet.com/monitor-buying-guide/.

3. Printer Buying Guide. CNET [serial on the Internet]. 2009 Nov 21; 
[cited 2011 22 Mar]; Available from: http://reviews.cnet.com/printer-
buying-guide/?tag=centerColumnArea1.0;buyAdvice

Lecture 1b Images
Slide 6: Gigabyte 3D Mercury (Black) Computer Chassis  (Tower Case.).  
GIGA-BYTE TECHNOLOGY CO., LTD. (n.d.). http://commons.wikimedia.
org/wiki/File:Gigabyte_3D_Mercury_(Black).jpeg.  Retrieved November 
2011, from Wikimedia Commons website: http://commons.wikimedia.org . 
The copyright holder of this work allows anyone to use it for any purpose 
including unrestricted redistribution, commercial use, and modification.
Slide 6: Núverandi 2007 Intel iMac (All in one). Nelson, R. (2007, August 
17). http://en.wikipedia.org/wiki/File:Imac_2007.png.  Retrieved November 
2011, from Wikipedia: The Free Encyclopedia website: http://en.wikipedia.
org.
This file is licensed under the Creative Commons Attribution 2.0 Generic 
license.
Slide 6:  Mac mini with Intel Core processor  (small form factor  case).  
Lawrence, C. (2006, December). http://commons.wikimedia.org/wiki/
File:Mac_mini_Intel_Core.jpg . Retrieved November 2011 from Wikemedia 
Commons website: http://commons.wikimedia.org.  This file is licensed 
under the Creative Commons Attribution-Share Alike 2.0 Generic license.
Slide 7:  LCD Monitor.  Public Domain (nd.). http://www.wpclipart.com/
computer/hardware/monitors/monitor_6.png.html.  Retrieved November, 

http://www.clker.com/cliparts/9/0/8/5/1194983833382818263cleanpalm_teudimundo_01.svg.hi.png
http://www.clker.com/cliparts/9/0/8/5/1194983833382818263cleanpalm_teudimundo_01.svg.hi.png
http://www.clker.com/cliparts/9/0/8/5/1194983833382818263cleanpalm_teudimundo_01.svg.hi.png
http://www.clker.com/
http://www.clker.com/
http://creativecommons.org/publicdomain/zero/1.0/
http://creativecommons.org/publicdomain/zero/1.0/
http://www.openclipart.org/detail/3038
https://mail.ohsu.edu/owa/redir.aspx?C=d0c83e7b1f2247c9a18b2850ba3428ae&URL=http://reviews.cnet.com/desktop-computer-buying-guide/
https://mail.ohsu.edu/owa/redir.aspx?C=d0c83e7b1f2247c9a18b2850ba3428ae&URL=http://reviews.cnet.com/desktop-computer-buying-guide/
https://mail.ohsu.edu/owa/redir.aspx?C=d0c83e7b1f2247c9a18b2850ba3428ae&URL=http://reviews.cnet.com/monitor-buying-guide/
https://mail.ohsu.edu/owa/redir.aspx?C=d0c83e7b1f2247c9a18b2850ba3428ae&URL=http://reviews.cnet.com/monitor-buying-guide/
https://mail.ohsu.edu/owa/redir.aspx?C=d0c83e7b1f2247c9a18b2850ba3428ae&URL=http://reviews.cnet.com/printer-buying-guide/?tag=centerColumnArea1.0;buyAdvice
https://mail.ohsu.edu/owa/redir.aspx?C=d0c83e7b1f2247c9a18b2850ba3428ae&URL=http://reviews.cnet.com/printer-buying-guide/?tag=centerColumnArea1.0;buyAdvice
http://commons.wikimedia.org/wiki/File:Gigabyte_3D_Mercury_(Black).jpeg
http://commons.wikimedia.org/wiki/File:Gigabyte_3D_Mercury_(Black).jpeg
http://commons.wikimedia.org/
http://en.wikipedia.org/wiki/File:Imac_2007.png
http://en.wikipedia.org
http://en.wikipedia.org
//en.wikipedia.org/wiki/en:Creative_Commons
http://creativecommons.org/licenses/by/2.0/deed.en
http://commons.wikimedia.org/wiki/File:Mac_mini_Intel_Core.jpg
http://commons.wikimedia.org/wiki/File:Mac_mini_Intel_Core.jpg
http://commons.wikimedia.org/
http://creativecommons.org/licenses/by-sa/2.0/deed.en
http://creativecommons.org/licenses/by-sa/2.0/deed.en
http://www.wpclipart.com/computer/hardware/monitors/monitor_6.png.html
http://www.wpclipart.com/computer/hardware/monitors/monitor_6.png.html
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2011 from WPClipart website: http://www.wpclipart.com/.  Public domain 
image.
Slide 8:  Printer.  Public Domain (nd.).  http://www.wpclipart.com/computer/
printer/printer.png.html. Retrieved November, 2011 from WPClipart 
website: http://www.wpclipart.com/.  Public domain image.

Lecture 1c
1. AnandTech Homepage. (n.d.). Retrieved December 3, 2011, from 

AnandTech website: http://www.anandtech.com/
2. CNET Reviews. (n.d.). Retrieved December 3, 2011, from c|net 

website: http://reviews.cnet.com/ EMR Experts. Selecting the 
right hardware configuration for your EMR. [cited 22 March 2011]; 
Available from: http://www.emrexperts.com/articles/emr-hardware-
buying.php.

3. Extreme Tech Hompage. (n.d.). Retrieved December 3, 2011, from 
Extreme Tech website: http://www.extremetech.com/.

4. Laptop Buying Guide. CNET [serial on the Internet]. 2010 October 
5; [cited 22 March 2011]; Available from: http://reviews.cnet.com/
laptop-buying-guide/.

5. Reviews - What you need to know. (n.d.). Retrieved December 3, 
2011, from ars technica website: http://arstechnica.com/reviews/.

6. The Tech Report Hompage. (n.d.). Retrieved December 3, 2011, 
from The Tech Report - PC Hardware Explored website: http://
techreport.com/.

7. Tom’s Hardware - The Authority on Tech Homepage. (n.d.). 
Retrieved December 3, 2011, from Tom’s Hardware website: http://
www.tomshardware.com/.

Lecture 1c Images
Slide 3: Laptop.  WP Clipart (nd.). http://www.wpclipart.com/computer/
laptop/laptop_glossy.png.html.   Retrieved November 2011 from WP 
Clipart website:  http://www.wpclipart.com.  Public domain image.
Slide 5: Laptop docked to docking station.   Betts, E. (2007, January 15). 
http://commons.wikimedia.org/wiki/File:Docking_station_2.jpg.  Retrieved 
November 2011, from Wikimedia Commons website: http://commons.
wikimedia.org.  Public domain image.

Lecture 1d
1. A Brief History of NLM. [Website]. 2011 Feb 18. [cited 2011 Nov 18]; 

available from: http://www.nlm.nih.gov/about/briefhistory.html.

http://www.wpclipart.com/
http://www.wpclipart.com/computer/printer/printer.png.html
http://www.wpclipart.com/computer/printer/printer.png.html
http://www.wpclipart.com/
http://www.anandtech.com/
https://mail.ohsu.edu/owa/redir.aspx?C=d0c83e7b1f2247c9a18b2850ba3428ae&URL=http://www.emrexperts.com/articles/emr-hardware-buying.php
https://mail.ohsu.edu/owa/redir.aspx?C=d0c83e7b1f2247c9a18b2850ba3428ae&URL=http://www.emrexperts.com/articles/emr-hardware-buying.php
http://www.extremetech.com/
https://mail.ohsu.edu/owa/redir.aspx?C=d0c83e7b1f2247c9a18b2850ba3428ae&URL=http%3a%2f%2freviews.cnet.com%2flaptop-buying-guide%2f
https://mail.ohsu.edu/owa/redir.aspx?C=d0c83e7b1f2247c9a18b2850ba3428ae&URL=http%3a%2f%2freviews.cnet.com%2flaptop-buying-guide%2f
http://arstechnica.com/reviews/
http://techreport.com/
http://techreport.com/
http://www.tomshardware.com/
http://www.tomshardware.com/
http://www.wpclipart.com/computer/laptop/laptop_glossy.png.html
http://www.wpclipart.com/computer/laptop/laptop_glossy.png.html
http://www.wpclipart.com/
http://commons.wikimedia.org/wiki/File:Docking_station_2.jpg
http://commons.wikimedia.org/
http://commons.wikimedia.org/
http://www.nlm.nih.gov/about/briefhistory.html


*Indicates this link is no longer functional. 

Health IT Workforce Curriculum Introduction to Information and  13 
 Computer Science
 Version 3.0/Spring 2012
This material was developed by Oregon Health & Science University, funded by the Department of Health and Human Services, 
Office of the National Coordinator for Health Information Technology under Award Number IU24OC000015.

2. Abacus. Wikipedia [free encyclopedia on the Internet].  2011 Oct 
16; [cited 2011 Nov 18].  Available from:  http://en.wikipedia.org/
wiki/Abacus.

3. Antikythera Mechanism.  Wikipedia [free encyclopedia on the 
Internet].  2011 Nov 18 [cited 2011 Nov 18].  Available from: http://
en.wikipedia.org/wiki/Antikythera_mechanism.

4. Collen, Morris Frank B.E.E., M.D. A History of Medical Informatics 
in the United States: 1950 – 1990. Indianapolis: BooksCraft, Inc.; 
1995.

5. Dalakov, Georgi.  History of Computers. [Website].  2011 Nov 17. 
[cited 2011 Nov 18].  Available from: http://history-computer.com/

6. ENIAC Programmers Project. [Website]. c2008. [cited 2011 Nov 
18]; available from: http://eniacprogrammers.org/

7. Erez Kaplan: http://192.220.96.166/leonardo/leonardo.html*
8. History of Computing Hardware. Wikipedia [free encyclopedia on 

the Internet]. 2011 March 18; [cited 22 March 2010];  Available 
from: http://en.wikipedia.org/wiki/History_of_computing_hardware.

9. History of Computing. Wikipedia [free encyclopedia on the Internet]. 
2011 March 9; [cited 22 March 2011];  Available from: http://
en.wikipedia.org/wiki/History_of_computing.

10. San Diego Supercomputing Center. Women in Science. 1999 
Jun 17; [cited 2011 Nov 18]; available from: http://www.sdsc.edu/
ScienceWomen/index.html

11. US Census Bureau History. [Website]. 2011 Oct 3. [cited 2011 Nov 
18]; available from: http://www.census.gov/history/www/innovations/
technology/.

Lecture 1d Images
Slide 3:  Ishango Bone Tally Stick; two points of view. Museum of Natural 
Sciences, Brussels (nd.) http://ishango.naturalsciences.be/Flash/flash_
local/Ishango-22-EN.html.  Retrieved November 2011 from the Museum of 
Natural Sciences, Brussels, website: http://www.naturalsciences.be/. 
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Component 4/Unit 2

Unit Title 
Internet and the World Wide Web

Unit Description
This unit covers the implications, origins, and use of the Internet and the 
World Wide Web, including the advantages and disadvantages of this 
technology.

Unit Objectives
By the end of this unit the student will be able to:

1. Define the Internet and how to connect to it. (Lecture a, b)
2. Define the World Wide Web and how to access it. (Lecture a, 

b)
3. Write effective search queries for Internet search engines, 

filter the results and evaluate credibility of information. 
(Lecture b)

4. Discuss security and privacy concerns on the Internet. 
(Lecture c)

5. Describe ethical issues for the Internet. (Lecture c, d)
6. Explore online healthcare applications and associated 

security and privacy issues including HIPAA. (Lecture d)

Unit Topics/Lectures
1. The Internet, its origins, and evolution

a. The origins of the Internet
b. The evolution of the Internet

2. The Internet and the World Wide Web (WWW)
a. The origins of the WWW
b. HTML, Web pages, and Web servers
c. Ownership of the WWW

3. Standardized communications
a. Internet protocols and their purpose
b. Internet addressing

4. The Domain Naming System (DNS)
a. DNS and Internet Protocol (IP)

5. Connecting to the Internet
a. Internet hardware

6. Internet Service Providers (ISPs)
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a. ISP roles and fees
b. ISP equipment
c. ISPs and IP address management
d. ISPs and DNS

7. Internet search engines
a. Search engine providers
b. Search engine functionality
c. Search engine search terms and use

8. Internet security and privacy concerns
9. Internet devices and methods of attack
10. Operating system and device security

a. File security
b. Internet security

11. Password security
a. User accounts
b. Miscellaneous security considerations

12. Trojans, viruses, worms, phishing, and hoaxes
13. Ethical considerations of the Internet

a. Sharing Internet connectivity with others
b. Copyright infringement
c. Internet-based databases
d. False information on the Internet

14. Online information sharing
a. Online privacy
b. Online confidentiality

15. Federal rule emergence
a. Health Insurance Portability and Accountability Act (HIPAA)

16. Electronic Health Record (EHR) systems
a. Online HER systems
b. Health care provider EHR systems
c. EHR security
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Component 4/Unit 3

Unit Title 
Computer Hardware

Unit Description
This unit provides a foundation on how a computer functions and how 
data is represented in memory, input and output devices, and the CPU, 
including its role in system functionality. 

Unit Objectives
By the end of this unit the student will be able to:

1. List the major elements of a computer (Lecture a)
2. Describe how data is stored in memory and in secondary 

storage (Lecture b)
3. Describe how data is represented in binary notation (Lecture 

b)
4. Describe the function of the central processing unit (CPU) of 

the computer (Lecture c)
5. Describe how data is input/output from a computer (Lecture 

c)
6. Describe how the elements of a computer system work 

together (Lecture c)
7. Explain how specialized architectures and embedded 

systems are used in healthcare settings (Lecture c)

Unit Topics/Lectures
1. What is a computer

a. Computer hardware components
b. System components
c. Motherboard ports
d. Motherboard buses

2. Computer input and output devices
a. Input devices
b. Output devices

3. Input/Output ports
4. Memory storage devices

a. Primary storage
b. Secondary storage

5. Data storage.
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a. Binary data storage
b. Data storage example
c. Data representation in memory
d. Data storage acronyms
e. Data types and addressing

6. The Central Processing Unit (CPU)
a. CPU components
b. CPU execution
c. CPU performance
d. Evolution of the CPU

7. Data vs. information
8. Specialized health care CPUs

Unit References
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NC-SA 3.0).
4.2  Figure: CPU Block Diagram [image on the Internet]. Moore, J. 
(c2005). [cited 2011 Nov 07]. Available from: http://www.lions-wing.net/
lessons/hardware/hard.html#cpusec. CC BY-NC-SA 2.5.
4.3  Figure: CPU with access to the motherboard’s data and address 
bus; Connections to External Devices (monitor, keyboard, Mouse, etc.). 
Blackwood, J (2010) (CC BY-NC-SA 3.0).
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Component 4/Unit 4

Unit Title 
Computer Software

Unit Description
This unit covers application and system software, with a focus on 
healthcare systems.  It also describes the functions of operating systems, 
presents different operating systems, and defines the purpose and usage 
of file systems. 

Unit Objectives
By the end of this unit the student will be able to:

1. Define application vs. system software. (Lecture a)
2. Give examples of application software focusing on 

healthcare systems.  (Lecture a)
3. Describe the functions of system software. (Lecture b)
4. List different types of operating systems. (Lecture b)
5. Explain the purpose and usage of file systems. (Lecture c)

Unit Topics/Lectures
1. Application Software

a. Forms of Application Software
b. Types of Application Software
c. Examples of Application Software
d. Components of Software
e. Installing and Uninstalling Software
f. Ethical Considerations of Software

2. System Software
a. Operating Systems
b. Utility Programs
c. Types and Examples of OS

3. File Systems
a. Computer Files
b. File “Containers”
c. File Management Utilities
d. File System Implementation
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en.wikipedia.org/wiki/File:OpenOffice.org_Calc.png.
 Slide 8:  Open Office Impress Image [image on the Internet]. hacktolive.
org (c 2008). [Updated 11/8/2008; cited 11/8/2011].    Available from:  
http://en.wikipedia.org/wiki/File:OpenOffice.org_Impress.png.
 Slide 9:  SEER - SEM Image [image on the Internet]. Hubertson, E. (c 
2009). [Updated 4/21/2008; cited 11/8/2011].    Available from:  http://
en.wikipedia.org/wiki/File:Seer3.jpg.* (CC BY 3.0).
Slide 10:  Gretl Image [image on the Internet]. c 2006 [Updated 8/1/2006; 
cited 11/8/2011].    Available from:  http://en.wikipedia.org/wiki/File:Gretl_
screenshot.png. (GNU GPL).
 Slide 12:  Scribus Image [image on the Internet]. Manske, M (c 2008). 
[Updated 3/5/2009; cited 11/8/2011].    Available from:  http://en.wikipedia.
org/wiki/File:Scribus-1.3-Linux.png. (GNU GPL).
 Slide 14:  Inkscape Image [image on the Internet]. Emc2 (c 2006). 
[Updated 4/8/2006; cited 11/8/2011].    Available from:  http://commons.
wikimedia.org/wiki/File:Inkscape_screenshot.png.* (GNU GPL).
 Slide 15:  OpenShot Image [image on the Internet]. JonOomp (c 2009) 
[Updated 9/21/2009; cited 11/8/2011].   Available from:  http://commons.
wikimedia.org/wiki/File:Screenshot_of_OpenShot.png. (GNU GPL).
 Slide 16:  Thunderbird Image [image on the Internet]. Old Marcus (c2010) 
[Updated 2/11/2010; cited 11/8/2011].    Available from:  http://commons.
wikimedia.org/wiki/File:Mozilla-thunderbird-3.0.1.png. (MPL 1.1).
Slide 18:  IBM Watson Image [image on the Internet]. Raysonho (c 2011) 
[Updated 4/20/2011; cited 11/8/2011].    Available from:  http://en.wikipedia.
org/wiki/File:IBMWatson.jpg. (CC BY 3.0).
Slide 21:  VistA screenshot showing lab result values graphed over time 
for a particular patient. Image [image on the Internet]. US Dept. of VA (c 
2007). [Updated 10/29/2007; cited 11/8/2011].    Available from:  http://
en.wikipedia.org/wiki/File:VistA_Img.png. (PD-US).
Slide 22:  Screenshot of the OpenEMR scheduling calendar. Image [image 
on the Internet]. Miller, B. (c 2009). [Updated 11/28/2009; cited 11/8/2011].    
Available from:  http://en.wikipedia.org/wiki/File:OpenEMR-Calendar.jpg. 
(GNU GPL).
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 Slide 23:  Medical Imaging Image [image on the Internet]. alchueyr, T.  
(c 2010). [Updated 2/7/2010; cited 11/8/2011].    Available from:  http://
en.wikipedia.org/wiki/File:Invesalius3_promed0446.png. (GNU GPL).
 Slide 24:  Telemedicine Image [image on the Internet]. Mco44 (c 
2008). [Updated 2/19/2009; cited 11/8/2011].    Available from:  http://
en.wikipedia.org/wiki/File:CT_viewer_Chest_Keosys.JPG. (PD-US).

Lecture 4b
1. Evans A, Martin K, Poatsey MA.  (2010). Chapter 5:  Using 

System Software: The Operating System, Utility Programs and File 
Management. In: Technology in Action: Complete. 7th ed. New 
Jersey: Prentice Hall.

2. KDE. [Webpage].  [updated 2011 Nov 12; cited 2011 Nov 12].  
Available from:  http://www.kde.org.

3. The Linux Foundation. [Webpage]. [updated 2011 Nov 12; cited 
2011 Nov 12].  Available from:  http://www.linuxfoundation.org.

4. Microsoft Windows. [Webpage]. [updated 2011 Nov 9; cited 2011 
Nov 12].  Available from: http://windows.microsoft.com/en-US/
windows/home

5. Morley Deborah, Parker Charles S. (2010).  Chapter 6:  System 
Software: Operating Systems and Utility Programs.  In:  
Understanding Computers Today and Tomorrow.  12th ed.  Boston:  
Course Technology.

6. OS X. [Webpage]. [updated 2011 Nov 12; cited 2011 Nov 12].  
Available from: http://www.apple.com/macosx/

7. Parsons JJ, Oja D. (2010). Chapter 4: Operating Systems and File 
Management. In: New Perspectives on Computer Concepts 2011: 
Comprehensive. 13th ed. Boston: Course Technology.

8. Shelley GB, Vermaat ME. (2010). Chapter 8: Operating 
Systems and Utility Programs.  In: Discovering Computers 2011: 
Introductory. 1st ed. Boston: Course Technology.

9. SonoSite M-Turbo Portable Ultrasound: Embedded medical 
Devices. [Webpage]. [updated 2011 Nov 7, cited 2011 Nov 11; 
Available from: http://www.microsoft.com/windowsembedded/en-us/
about/casestudies/m-turbo.mspx. 

10. The Unix System Homepage. [Webpage].  [updated 2011 Nov 12; 
cited 2011 Nov 12[; Available from: http://www.unix.org.

11. Windows Embedded Web site.  [webpage]. [updated 2011 Nov 
9, cited 2011 Nov 11]; Available from: http://www.microsoft.com/
windowsembedded/en-us/default.mspx.
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Lecture 4b Images
Slide 4:  Image of hands conducting an orchestra - stamp from Deutsche 
Post AG. [image on the Internet]. Gottschall, M. (c 1998). [Updated 
3/25/2010; cited 11/8/2011].    Available from:  http://commons.wikimedia.
org/wiki/File:Stamp_Germany_1998_MiNr2025_S%C3%A4chsische_
Staatskapelle_Dresden.jpg.  (PD-Germany).
 Slide 5:  Printer Image [image on the Internet]. c 2007 [Updated 
11/13/2007; cited 11/8/2011].    Available from:  http://www.clker.com/
clipart-3664.html.  (PD-US).
Slide 7:  Command Line Image [image on the Internet]. SF007, (c 2009). 
[Updated 1/19/2010; cited 11/8/2011].    Available from:  http://commons.
wikimedia.org/wiki/File:DOSBox_screenshot.png. (GNU-GPL).
 Slides 7 & 24:  KDE 4 Desktop Image [image on the Internet]. c 
2010 [Updated 9/4/2011; cited 11/8/2011].    Available from:  http://
wikimediafoundation.org/wiki/File:Plasma_Desktop_4.4.jpg
 Slide 13:  KDE Process Viewer Image [image on the Internet]. KDE (c 
2009). [Updated 1/10/2010; cited 11/8/2011].    Available from:  http://
userbase.kde.org/File:SystemActivity.png.  (GNU-GPL).
 Slide 14:  Thinking Image [image on the Internet]. c 2008 [Updated 
12/7/2008; cited 11/8/2011].    Available from:  http://www.clker.com/
clipart-14640.html. (PD-US).
 Slide 15:  File Folders Image [image on the Internet]. c 2008 [Updated 
3/26/2008; cited 11/8/2011].    Available from:  http://www.clker.com/clipart-
green-yellow-blue-violet-folders.html.  (PD-US). 
 Slide 16:  Fire Wall Image [image on the Internet]. c 2007 [Updated 
11/18/2007; cited 11/8/2011].    Available from:  http://www.clker.com/
clipart-10227.html.  (PD-US). 
 Slide 17:  System Tools Image [image on the Internet]. c 2010 [Updated 
6/22/2010; cited 11/8/2011].    Available from:  http://www.clker.com/clipart-
preferences-system.html.  (PD-US). 
Slide 20:  A screenshot of Windows XP Professional with Service Pack 
3 installed. Image [image on the Internet]. Microsoft (c 2011). [Updated 
5/9/2011; cited 11/8/2011].    Available from:  http://en.wikipedia.org/wiki/
File:Windows_XP_SP3.png.  Used with permission from Microsoft.
Slide 21:  A screenshot of the Snow Leopard desktop.  (Snow Leopard) 
Image [image on the Internet]. Apple Inc (c 2009). [Updated 2/17/2010; 
cited 11/8/2011].    Available from:  http://en.wikipedia.org/wiki/File:Snow_
Leopard_Desktop.png.  Used with permission under Fair Use of Wikipedia 
non-free content.
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Slide 25:  Unix Command Line Image [image on the Internet]. c 2006 
[Updated 1/11/2010; cited 11/8/2011].    Available from:  http://en.wikipedia.
org/wiki/File:Bash_screenshot.png
 Slide 27:  Android OS Image [image on the Internet]. Android, SDK (c 
2010). [Updated 5/20/2010; cited 11/8/2011].    Available from:  http://
commons.wikimedia.org/wiki/File:Android-2.2.png.  http://www.apache.org/
licenses/LICENSE-2.0.  

Lecture 4c
1. Computer File. (2011). Retrieved 24 March 2011 from Wikipedia:  

http://en.wikipedia.org/wiki/Computer_file. 
2. Evans A, Martin K, Poatsey MA. (2010). Chapter 5:  Using System 

Software: The Operating System, Utility Programs and File 
Management. In: Technology in Action: Complete. 7th ed. New 
Jersey: Prentice Hall;.

3. File Allocation Table. (2011). Retrieved  24 March 2011 from 
Wikipedia: http://en.wikipedia.org/wiki/FAT_file_system.

4. File Systems. (2011). Retrieved 24 March 2011 from Wikipedia:. 
http://en.wikipedia.org/wiki/File_system.

5. Hard Disk Drive.  (2011). Retrieved 24 March 2011 from Wikipedia: 
http://en.wikipedia.org/wiki/Hard_disk_drive.

6. HFS Plus. (2011). Retrieved 24 March 2011 from Wikipedia: http://
en.wikipedia.org/wiki/HFS_Plus.

7. Hierarchical File System. (2011). Retrieved 24 March 2011 from 
Wikipedia: http://en.wikipedia.org/wiki/Hierarchical_File_System.

8. Microsoft Technet.  (2011) Chapter 17: Disk and File System 
Basics.  In Windows NT Workstation Resource Kit. Retrieved from: 
http://technet.microsoft.com/en-us/library/cc750198.aspx.

9. Morley Deborah, Parker Charles S.  (2011) Chapter 6:  System 
Software: Operating Systems and Utility Programs.  In:  
Understanding Computers Today and Tomorrow.  12th ed.  Boston:  
Course Technology.

10. NTFS.  (2011).  Retrieved 24 March 2011 from Wikipedia: http://
en.wikipedia.org/wiki/Ntfs.

11. Parsons JJ, Oja D. (2011). Chapter 4: Operating Systems and File 
Management. In: New Perspectives on Computer Concepts 2011: 
Comprehensive. 13th ed. Boston: Course Technology.

12. Shelley GB, Vermaat ME. (2011). Chapter 8: Operating 
Systems and Utility Programs.  In: Discovering Computers 2011: 
Introductory. 1st ed. Boston: Course Technology.
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Lecture 4c Images
Slide 3:  Binary File Image [image on the Internet]. c 2010 [Updated 
8/13/2010; cited 11/8/2011].    Available from:  http://www.clker.com/clipart-
binary-file.html. (PD-US).
Slide 8:  Folder Image [image on the Internet]. c 2007 [Updated 
11/13/2007; cited 11/8/2011].    Available from:  http://www.clker.com/
clipart-3618.html. (PD-US).
Slide 10:  Screenshot of Windows Explorer in Windows Vista® [image 
on the Internet]. Used with permission from Microsoft (c 2009). [Updated 
9/6/2009; cited 11/8/2011].    Available from:  http://en.wikipedia.org/wiki/
File:Windows_Explorer_Vista.png. 
Slide 11:  Mac OS X Finder Image [image on the Internet]. Apple Inc. 
(c 2009). [Updated 8/8/2009; cited 11/8/2011].    Available from:  http://
en.wikipedia.org/wiki/File:Finder.png.* (WP:FUR).
Slide 12:  KDE®  Dolphin Image [image on the Internet]. KDE® (c 2008). 
[Updated 8/2/2008; cited 11/8/2011].    Available from:  http://en.wikipedia.
org/wiki/File:KDE_4.0.png. (GNU-GPL).
Slide 13:  Drag and Drop Image [image on the Internet]. Sven (c 
2008). [Updated 8/5/2008; cited 11/8/2011].    Available from:  http://
wikimediafoundation.org/wiki/File:Drag-and-drop-en.svg. (GNU-GPL).
Slide 14:  Directory Tree Image [image on the Internet]. Che (c 
2010). [Updated 1/19/2010; cited 11/8/2011].    Available from:  http://
wikimediafoundation.org/wiki/File:Directory_tree.png.  (GNU-GPL).
Slide 15:  Magnifying Glass Image [image on the Internet]. c 2007 
[Updated 11/13/2007; cited 11/8/2011].    Available from:  http://www.clker.
com/clipart-8173.html. (PD-US).
Slide 15:  Compress Image [image on the Internet]. c 2007 [Updated 
11/13/2007; cited 11/8/2011].    Available from:  http://www.clker.com/
clipart-7593.html. (PD-US).
Slide 15:  Shield Image [image on the Internet]. c 2010 [Updated 
10/27/2010; cited 11/8/2011].    Available from:  http://www.clker.com/
clipart-shield-icon.html. (PD-US).
Slide 17:  Hard Disk Image [image on the Internet]. Surachit (c 2008). 
[Updated 12/20/2009; cited 11/8/2011].    Available from:  http://
en.wikipedia.org/wiki/File:Hard_drive-en.svg. (CC BY-SA 3.0).
Slide 18:  Disk structure Image [image on the Internet]. Heron2/MistWiz 
(c 2008). [Updated 3/5/2008; cited 11/8/2011].    Available from:  http://
commons.wikimedia.org/wiki/File:Disk-structure2.svg. (PD-US).
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Slide 20:  File Cabinet Image [image on the Internet]. c 2010 [Updated 
6/22/2010; cited 11/8/2011].    Available from:  http://www.clker.com/clipart-
system-file-manager.html. (PD-US).
Slide 25:  String on finger Image [image on the Internet]. c 2011 [Updated 
5/9/2011; cited 11/8/2011].    Available from:  http://www.clker.com/clipart-
reminder.html. (PD-US).

Student Application Activities
comp4_unit4_activities.doc
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Component 4/Unit 5

Unit 5 
Computer Programming

Unit Description
This unit discusses the purpose and types of programming languages from simple 
machine code to high level programming languages, including the process of compiling 
and interpreting.  Students will use variables, loops and conditional statements to build a 
simple program.  Finally, this unit presents some advanced programming concepts such 
as Object Oriented Programming.

Unit Objectives
By the end of this unit the student will be able to:

1. Define the purpose of programming languages. (Lecture a)
2. Differentiate between the different types of programming 

languages and list commonly used ones. (Lecture a)
3. Explain the compiling and interpreting process for computer 

programs. (Lecture b)
4. Learn basic programming concepts including variable 

declarations, assignment statements, expressions, 
conditional statements and loops. (Lecture c, d)

5. Describe advanced programming concepts including objects 
and modularity. (Lecture 3)

Unit Topics/Lectures
1. Overview of programming languages

a. Software development and programming
b. Algorithms

2. Different types of programming languages
a. Programming paradigms
b. Scripting languages
c. Programming languages developed for healthcare

3. Generating an executable program
a. Compiling
b. Interpreting
c. Java’s hybrid approach

4. Programming language constructs with Java examples
a. Variables and datatypes
b. Assignment statements and expressions
c. Input and Output
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d. Control Structures
i. Conditional Expressions
ii. If Statements
iii. Loops

5. Object Oriented Programming (OOP)
a. Objects and classes
b. OOP Designs
c. Inheritance
d. Modularity
e. Encapsulation

Unit References

Lecture 5a
1. Boehm B, (1986).  “A Spiral Model of Software Development and 

Enhancement”, ACM SIGSOFT Software Engineering Notes, 
11(4):14-24.

2. Meditech Magic Platform. [Webpage].  c 2007. [updated 2007 Jan 
18; cited 2011 Nov 13].  Available from: http://www.meditech.com/
PublicRelations/pages/technologyMAGICOS.htm.

3. MIIS. (2011).  Retrieved 2011 Nov 13 from Wikipedia: http://
en.wikipedia.org/wiki/MIIS_%28programming_language%29.

4. Morley Deborah, Parker Charles S. (2010).  Chapter 13:  Program 
Development and Programming Languages. In:  Understanding 
Computers Today and Tomorrow.12th ed.  Boston:  Course 
Technology.

5. MUMPS.  (2011).  Retrieved  2011 Mar 1 from Wikipedia : http://
en.wikipedia.org/wiki/MUMPS.

6. Parsons JJ, Oja D. (2010). Chapter 12: Computer Programming. In: 
New Perspectives on Computer Concepts 2011: Comprehensive. 
13th ed. Boston: Course Technology.

7. Programming Languages. (2011).  Retrieved  2011 March 17 from 
Wikipedia: http://en.wikipedia.org/wiki/Programming_languages.

8. Programming Paradigms.  (2011). Retrieved 2011 Mar 14 from 
Wikipedia: http://en.wikipedia.org/wiki/Programming_paradigms.

9. Rapid Application Development. (2011).  Retrieved 2011 Nov 13 
from Wikipedia

10.  http://en.wikipedia.org/wiki/Rapid_application_development.
11. Scripting Languages. (2011). Retrieved 2011 Mar 11 from 

Wikipedia: http://en.wikipedia.org/wiki/Scripting_languages.
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12. Software Development Methodology. (2011).  Retrieved  2011 
Nov 13 from Wikipedia: http://en.wikipedia.org/wiki/Software_
development_methodology.

13. Waterfall Model. (2011).  Retrieved 2011 Nov 13 from Wikipedia: 
http://en.wikipedia.org/wiki/Waterfall_model.

Lecture 5a Images
Slide 10, 11:  Peanut Butter and Jelly Sandwich  Image [image on the 
Internet]. Evan-Amos. (2010, November 11). http://en.wikipedia.org/wiki/
File:Peanut-Butter-Jelly-Sandwich.jpg. Retrieved January 2012, from 
Wikipedia website: http://en.wikipedia.org.  (PD-US).

Lecture 5b
1. Morley Deborah, Parker Charles S.  (2010). Chapter 13:  Program 

Development and Programming Languages. In:  Understanding 
Computers Today and Tomorrow.12th ed.  Boston:  Course 
Technology.

2. Parsons JJ, Oja D. (2010).  Chapter 12: Computer Programming. 
In: New Perspectives on Computer Concepts 2011: 
Comprehensive. 13th ed. Boston: Course Technology.

3. Programming Languages. (2011).  Retrieved 2011 Mar 17 from 
Wikipedia: http://en.wikipedia.org/wiki/Programming_languages

4. Scripting Languages. (2011).  Retrieved 2011 Mar 21 from  
Wikipedia: http://en.wikipedia.org/wiki/Scripting_languages

5. The Java Language:  An Overview. [Webpage]. c 2007. [updated 
2007 Dec 17; cited 21 March 2011]. Available from: http://java.sun.
com/docs/overviews/java/java-overview-1.html

Lecture 5b Images
Slide 4,5, 6, 9:  Text document Image [image on the Internet]. c 2007 
[Updated 11/13/2007; cited 11/12/2011].    Available from:  http://www.
clker.com/clipart-3709.html
Slide 4,5, 9: Blueprint Image [image on the Internet]. c 2008 [Updated 
12/7/2008; cited 11/12/2011].    Available from:  http://commons.wikimedia.
org/wiki/File:Architecture_framework.jpg
Slide 4, 5, 9:  Binary File Image [image on the Internet]. c 2010 [Updated 
8/13/2010; cited 11/12/2011].    Available from:  http://www.clker.com/
clipart-binary-file.html
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Slide 4, 5, 6, 9:  Computer Image [image on the Internet]. c 2010 [Updated 
6/22/2010; cited 11/12/2011].    Available from:  http://www.clker.com/
clipart-computer-1.html
Slide 5, 9:  Apple Logo Image [image on the Internet]. c 2008 [Updated 
2/27/2008; cited 11/12/2011].    Available from:  http://wikimediafoundation.
org/wiki/File:Light_Apple_Logo_Free.png
Slide 5, 9:  Microsoft Windows Logo Image [image on the Internet]. c 2007 
[Updated 11/13/2007; cited 11/12/2011].    Available from:  http://www.
clker.com/clipart-7536.html
Slide 9:  Java cup Image [image on the Internet]. c 2007 [Updated 
11/13/2007; cited 11/12/2011].    Available from:  http://www.clker.com/
clipart-3911.html
Slide 9:  Plain document Image [image on the Internet]. c 2007 [Updated 
11/13/2007; cited 11/12/2011].    Available from:  http://www.clker.com/
clipart-3689.html

Lecture 5c
1. Eck, David. (2011) Introduction to Programming Using Java, Sixth 

Edition. [updated 2011 Jul 18; cited 2011 Nov 13]:  Available from: 
http://math.hws.edu/javanotes/

2. Morley Deborah, Parker Charles S.  (2010). Chapter 13:  Program 
Development and Programming Languages. In:  Understanding 
Computers Today and Tomorrow.12th ed.  Boston:  Course 
Technology.

3. Parsons JJ, Oja D. (2010).  Chapter 12: Computer Programming. 
In: New Perspectives on Computer Concepts 2011: 
Comprehensive. 13th ed. Boston: Course Technology.

4. The Java Language:  An Overview. [Webpage]. c 2007. [updated 
2007 Dec 17; cited 21 March 2011]. Available from: http://java.sun.
com/docs/overviews/java/java-overview-1.html

5. Sierra Kathy, Bates Bert. (2009).  Head First Java, Second Edition. 
O’Reilly Media.

Lecture 5c Images
Slide 16:  Scale Image [image on the Internet]. c 2009 [Updated 4/2/2009; 
cited 11/12/2011].    Available from:  http://www.clker.com/clipart-26448.
html.
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Lecture 5d
1. Eck, David. (2011) Introduction to Programming Using Java, Sixth 

Edition. [updated 2011 Jul 18; cited 2011 Nov 13]:  Available from: 
http://math.hws.edu/javanotes/

2. Morley Deborah, Parker Charles S.  (2010). Chapter 13:  Program 
Development and Programming Languages. In:  Understanding 
Computers Today and Tomorrow.12th ed.  Boston:  Course 
Technology.

3. Parsons JJ, Oja D. (2010).  Chapter 12: Computer Programming. 
In: New Perspectives on Computer Concepts 2011: 
Comprehensive. 13th ed. Boston: Course Technology.

4. The Java Language:  An Overview. [Webpage]. c 2007. [updated 
2007 Dec 17; cited 21 March 2011]. Available from: http://java.sun.
com/docs/overviews/java/java-overview-1.html

5. Sierra Kathy, Bates Bert. (2009).  Head First Java, Second Edition. 
O’Reilly Media.

Lecture 5d Charts, Tables, Figures
5.1  Table:  Example of  more complex conditional expressions.   

Lecture 5e
1. Eck, David. (2011) Introduction to Programming Using Java, Sixth 

Edition. [updated 2011 Jul 18; cited 2011 Nov 13]:  Available from: 
http://math.hws.edu/javanotes/

2. Lesson:  Object-Oriented Programming Concepts inThe Java 
Tutorials.  (2011).  Retrieved 2011 Nov 13 from: http://download.
oracle.com/javase/tutorial/java/concepts/.

3. Morley Deborah, Parker Charles S.  (2010). Chapter 13:  Program 
Development and Programming Languages. In:  Understanding 
Computers Today and Tomorrow.12th ed.  Boston:  Course 
Technology.

4. Parsons JJ, Oja D. (2010).  Chapter 12: Computer Programming. 
In: New Perspectives on Computer Concepts 2011: 
Comprehensive. 13th ed. Boston: Course Technology.

5. The Java Language:  An Overview. [Webpage]. c 2007. [updated 
2007 Dec 17; cited 21 March 2011]. Available from: http://java.sun.
com/docs/overviews/java/java-overview-1.html

6. Sierra Kathy, Bates Bert. (2009).  Head First Java, Second Edition. 
O’Reilly Media.
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Lecture 5e Charts, Tables, Figures
5.2 Table:  BMI Calculator (Hribar, 2011)
5.3  Figure: Child classes inherit all methods and instance variables from 
parent class (Hribar, 2011).
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Component 4/Unit 6

Unit Title 
Databases and SQL

Unit Description
This unit discusses the purposes of databases, a relational database, 
and the querying language SQL.  Students will design a simple database 
using data modeling and normalization.  This unit will define basic 
data operations, provide instruction on how to create common query 
statements, and discuss SQL implementation. 

Unit Objectives
By the end of this unit the student will be able to:

1. Define and describe the purpose of databases (Lecture a)
2. Define a relational database (Lecture a)
3. Describe data modeling and normalization (Lecture b)
4. Describe the structured query language (SQL) (Lecture c)
5. Define the basic data operations for relational databases and 

how to implement them in SQL (Lecture c)
6. Design a simple relational database and create 

corresponding SQL commands (Lecture c)
7. Examine the structure of a healthcare database component 

(Lecture d)

Unit Topics/Lectures
1. The definition and purpose of databases
2. Relational databases
3. The SQL querying language
4. Data operations for databases
5. Designing a database
6. Examples of querying statements for databases
7. Examples of database tables used in a healthcare application

Unit References

Lecture 6a
1. American National Standards Institute. (2007). Information Systems 

- Coded Character Sets - 7-Bit American National Standard Code 
for Information Interchange (7-Bit ASCII) (No. ANSI INCITS 4-1986 
(R2007)).
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2. Codd, E. F. (1970). A relational model of data for large shared data 
banks. Communications of the ACM, 13(6), 377-387.

Lecture 6a Images
Slide 13: OpenOffice Calc spreadsheet example. (PD-US, 2011).

Lecture 6b
1. Chen, P. P.-S. (1976). The Entity-Relationship Model - Toward a 

Unified View of Data. ACM Transactions on Database Systems, 
1(1).

2. International Organization for Standardization. (2008). Information 
technology -- Database languages -- SQL (No. ISO/IEC 9075-(1-
4,9-11,13,14)).

3. Kent, W. (1983). A simple guide to five normal forms in relational 
database theory. Communications of the ACM, 26(2).

Lecture 6b Charts, Tables, Figures
6.8 Figure: Entity-Relationship Diagram (ER diagram) (PD-US, 2012)
6.9 Figure: One-to-many relationship (PD-US, 2012)
6.10 Table: Contact attributes (PD-US, 2012)
6.11 Table: Contact table (PD-US, 2012)
6.12 Figure: Normalized database structure (PD-US, 2012)
6.13 Tables: New tables using same data from Table 6.5 (PD-US, 2012)

Lecture 6c
1. Chen, P. P.-S. (1976). The Entity-Relationship Model - Toward a 

Unified View of Data. ACM Transactions on Database Systems, 
1(1).

2. International Organization for Standardization. (2008). Information 
technology -- Database languages -- SQL (No. ISO/IEC 9075-(1-
4,9-11,13,14)).

3. Kent, W. (1983). A simple guide to five normal forms in relational 
database theory. Communications of the ACM, 26(2).

Lecture 6c Charts, Tables, Figures:
6.14 Figure:  View tables  (PD-US, 2011).
6.15 Figure:  View table columns (PD-US, 2011).
6.16 Figure:  Retrieve an entry (PD-US, 2011). 
6.17 Figure:  Add sorting (PD-US, 2011). 
6.18 Figure: Add selectivity (PD-US, 2011). 
6.19 Figure:  Retrieve from multiple tables (PD-US, 2011).
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6.20 Figure:  Create a Complex SQL Statement (PD-US, 2011).
6.21 Figure:  Modify company name (PD-US, 2011).  
6.22 Figure:  New company name (PD-US, 2011).
6.23 Figure:  Verify again (PD-US, 2011).

Lecture 6d
1. U.S. Department of Veterans Affairs. (2011, September 21, 2011). 

Veterans Health Information Systems and Technology Architecture. 
Retrieved December 19, 2011, from http://www.va.gov/VISTA_
MONOGRAPH/index.asp

2. U.S. Department of Veterans Affairs. (2011). User Guide for 
National Utilization Management Integration (NUMI),. Retrieved Jan 
2012 from http://www.va.gov/vdl/documents/HealtheVet/National_
Utilization_Management_Integration/numi_user_guide-v1_1_13.
doc*

3. U.S. Department of Veterans Affairs. (2011). Systems Management 
Guide for National Utilization Management Integration (NUMI).  
Retrieved Jan 2012 from  http://www.va.gov/vdl/application.
asp?appid=184

Lecture 6d Charts, Tables, Figures
6.24  Table:  Patient table (Select elements) (PD-US).
6.25  Table:  Site table (Select elements) (PD-US).
6.26  Diagram:  Entity-relationship (ER) Diagram. (PD-US, 2011)
6.27  Table:  Patient review table (Select elements) (PD-US, 2011).
6.28  Diagram:  Entity-relationship diagram (PD-US, 2011).

Lecture 6d Images
Slide 3:  VistA Image  [image on the Internet]. US Dept. of Veterans Affairs 
(2007). [Updated 10/29/2007; cited 11/8/2011].    Retrieved Jan 2012 from:  
http://en.wikipedia.org/wiki/File:VistA_Img.png.  (PD-US).
Slides 4,12 : NUMI Screenshot . NUMI (2011). U.S. Department of 
Veterans Affairs. User Guide for National Utilization Management 
Integration (NUMI). Retrieved Jan 2012 from http://www.va.gov/vdl/
documents/HealtheVet/National_Utilization_Management_Integration/
numi_user_guide-v1_1_13.doc.  (PD-US).
Slide 5: NUMI Workflow. NUMI (2011).  U.S. Department of Veterans 
Affairs. User Guide for National Utilization Management Integration 
(NUMI). Retrieved  Jan 2012 from http://www.va.gov/vdl/documents/
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HealtheVet/National_Utilization_Management_Integration/numi_user_
guide-v1_1_13.doc. (PD-US).
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Component 4/Unit 7

Unit Title 
Networks

Unit Description
This unit covers the history and evolution of computer networks, including the various 
types of network communications.  Various forms of networking addressing are also 
covered, including network topologies, standards and protocols, logical model concepts, 
network hardware, and wireless communication.

Unit Objectives
By the end of this unit the student will be able to:

1. List and describe the various types of network 
communications and network addressing (Lecture a, b)

2. List and define the different types of networks (Lecture c)
3. Describe different network topologies (Lecture c)
4. List and describe different network standards and protocols 

(Lecture c, e)
5. Describe wireless communication (Lecture d)
6. List and describe network hardware (Lecture d)

Unit Topics/Lectures
1. What is a network?

a. A modern network example
b. Why networks exist and their use
c. Networks decrease cost
d. Networks serve customers
e. Devices connect to a network

2. Wired vs. wireless networks
a. Bandwidth vs. throughput
b. Internet Service Providers (ISPs)

3. Connecting to the Internet
a. Leasing an Internet Protocol (IP) address
b. Leasing a dynamic IP Address
c. Leasing a static IP address

4. IP addressing
a. IP address versions (IPv4 and IPv6)

5. Local Area Network (LAN)  addressing
a. Media Access Control (MAC) addressing
b. Obtaining an IP address
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6. The Internet and the Domain Naming System (DNS)
a. What is a domain name?
b. ISPs and DNS
c. DNS and IP integration

7. Network types
a. Local Area Networks (LANs)
b. Wide Area Networks (WANs)
c. Metropolitan Area Networks (MANs)

8. Network topologies
a. Physical topologies
b. Logical topologies

9. Network standards and protocols
a. The Institute of Electrical and Electronics Engineers (IEEE)
b. Internet protocols
c. Wired and wireless networking standards

10. Wireless communications
a. IEEE 802.11 specifications
b. Wireless communication advantages and disadvantages
c. Wireless communication functionality and setup

11. Network hardware
a. Network Interface Cards (NICs)
b. Switch and router devices
c. Server devices and operating systems (OS)
d. Surge protectors and uninterruptible power supplies (UPS)

12. Networking logical models
a. The Open Systems Interconnection (OSI) model
b. Layers of the OSI model
c. Devices and the OSI model
d. The OSI model and health care hardware and software

Unit References

Lecture 7a
1. Wikipedia.  [Internet]. Available from: http://en.wikipedia.org/wiki/

Computer_network.  Accessed 2011.

Lecture 7a Images
Slide 4: Site-to-site Network Topology [image on the Internet]. c2010 
[cited 2011 Nov 07]. Retrieved Jan 2012  from: http://en.wikipedia.org/wiki/
File:Virtual_Private_Network_overview.svg.

http://en.wikipedia.org/wiki/Computer_network
http://en.wikipedia.org/wiki/Computer_network
http://en.wikipedia.org/wiki/File:Virtual_Private_Network_overview.svg
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Slide 12: Fiber Optic Connectors [image on the Internet]. Poil (c2005) 
[cited 2010) Nov 07]. Retrieved Jan 2012  from: http://en.wikipedia.org/
wiki/Optical_fiber_cable.
Slide 12: RJ-45 Jack Connector [image on the Internet]. Dflock (2004) 
[cited 2011 Nov 07]. Retrieved Jan 2012  from: http://en.wikipedia.org/wiki/
Ethernet_over_twisted_pair. 
Slide 13: Tier 1 and 2 ISP Interconnections [image on the Internet]. 
Ludovic.ferre (2010 ) [cited 2011 Nov 07]. Retrieved Jan 2012  from: http://
en.wikipedia.org/wiki/File:Internet_Connectivity_Distribution_%26_Core.
svg.

Lecture 7b
1. Wikipedia. MAC Address. [Internet]. 2011 Nov [cited 2011 Nov 

07]. Retrieved Jan 2012 from: http://en.wikipedia.org/wiki/MAC

Lecture 7b Images
Slide 8: Results from opening command prompt and running ‘ipconfig/all’ 
command. (2011, PD-US)

Lecture 7c
1. Wikipedia. Computer network. [Internet].2010 [cited 2011 Nov 

07]. Available from: http://en.wikipedia.org/wiki/Computer_
network.

2. Wikipedia. Local area network. [Internet].2010 [cited 2011 Nov 
07]. Available from: http://en.wikipedia.org/wiki/Local_area_
network.

3. Wikipedia. Metropolitan area networks. [Internet].2010 [cited 
2011 Nov 07]. Available from: http://en.wikipedia.org/wiki/
Metropolitan_area_network.

4. Wikipedia. Network topology. [Internet].2010 [cited 2011 Nov 
07]. Available from: http://en.wikipedia.org/wiki/Network_
topology.

5. Wikipedia. Institute of Electrical and Electronics Engineers. 
[Internet].2010 [cited 2011 Nov 07]. Available from: http://
en.wikipedia.org/wiki/IEEE.

6. Wikipedia. Communications protocol. [Internet].2010 [cited 2011 
Nov 07]. Available from: http://en.wikipedia.org/wiki/Network_
protocol.

7. Wikipedia. Ethernet. [Internet].2010 [cited 2011 Nov 07]. 
Available from: http://en.wikipedia.org/wiki/Ethernet.
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8. Wikipedia. IEEE 802.11. [Internet].2010 [cited 2011 Nov 07]. 
Available from: http://en.wikipedia.org/wiki/IEEE_802.11.

9. Wikipedia. Wi-Fi. [Internet].2010 [cited 2011 Nov 07]. Available 
from: http://en.wikipedia.org/wiki/Wi-Fi.

10. Wikipedia. WiMAX. [Internet].2010 [cited 2011 Nov 07]. 
Available from: http://en.wikipedia.org/wiki/Wi-max.

11. Wikipedia. Wireless Application Protocol. [Internet].2010 [cited 
2011 Nov 07]. Available from: http://en.wikipedia.org/wiki/
Wireless_Application_Protocol.

12. Wikipedia. Radio-frequency identification. [Internet].2010 [cited 
2011 Nov 07]. Available from: http://en.wikipedia.org/wiki/RFID.

Lecture 7c Images
Slide 5:  Screenshot of Computer Name/Domain Changes window.  (PD-
US, 2011)
Slide 10: Physical Topologies [image on the Internet]. Foobaz, (2006)  
[cited 2011 Nov 07]. Retrieved Jan 2012 from: http://en.wikipedia.org/wiki/
Network_topology. 
Slide 11: Bus Topologies [image on the Internet]. Foobaz, (2006)  [cited 
2011 Nov 07]. Retrieved Jan 2012 from: http://en.wikipedia.org/wiki/
Network_topology.
Slide 12: Mesh Topologies [image on the Internet]. Foobaz, (2006)  [cited 
2011 Nov 07]. Retrieved Jan 2012 from: http://en.wikipedia.org/wiki/
Network_topology.
Slide 13: Ring Topologies [image on the Internet]. Foobaz, (2006)  [cited 
2011 Nov 07]. Retrieved Jan 2012 from: http://en.wikipedia.org/wiki/
Network_topology.
Slide 14: Ring Topologies [image on the Internet]. Foobaz, (2006) [cited 
2011 Nov 07]. Retrieved Jan 2012 from: http://en.wikipedia.org/wiki/
Network_topology.
Slide 25: Bluetooth USB Dongle [image on the Internet]. Mmckinley (2009) 
[cited 2011 Nov 07]. Retrieved Jan 2012 from: http://en.wikipedia.org/wiki/
Bluetooth.

Lecture 7d
1. Wikipedia. Medical Implant Communication Service. [Internet]. 2011 

Jun [cited 2011 Nov 07]. Available from: http://en.wikipedia.org/wiki/
Medical_Implant_Communication_Service.

2. Wikipedia. Wireless LAN. [Internet]. 2011 Jun [cited 2011 Nov 07]. 
Available from: http://en.wikipedia.org/wiki/Wireless_LAN.
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3. Wikipedia. Network switch. [Internet]. 2011 Jun [cited 2011 Nov 07]. 
Available from: http://en.wikipedia.org/wiki/Network_switch.

4. Wikipedia. Surge protector. [Internet]. 2011 Jun [cited 2011 Nov 07]. 
Available from: http://en.wikipedia.org/wiki/Surge_protector.

5. Wikipedia. Uninterruptible power supply. [Internet]. 2011 Jun 
[cited 2011 Nov 07]. Available from: http://en.wikipedia.org/wiki/
Uninterruptible_power_supply.

Lecture 7d Images
Slide 8: Wireless Network Components [image on the Internet]. (Porao, 
2005, CC BY-SA 3.0)  [cited 2011 Nov 07]. Retrieved Jan 2012 from: http://
en.wikipedia.org/wiki/File:Wireless_network.jpg.
Slide 11: Network Interface Card [image on the Internet]. (Helix84, 2005, 
CC BY-SA 3.0) [cited 2011 Nov 07]. Retrieved Jan 2012 from: http://
en.wikipedia.org/wiki/Network_interface_card.
Slide 11: Wireless Interface Card [image on the Internet]. (Wheeler, 2007, 
CC BY-SA 3.0)  [cited 2011 Nov 07]. Retrieved Jan 2012 from: http://
en.wikipedia.org/wiki/File:WLAN_PCI_Card_cleaned.png. 
Slide 12: Network Switch [image on the Internet]. (Sub, 2007, PD-US)  
[cited 2011 Nov 07]. Retrieved Jan 2012 from: http://en.wikipedia.org/wiki/
File:Ethernet_switch_Atlantis_A02-F5P_5_ports_backend.jpg.
Slide 13: Cisco Linksys Wireless Router [image on the Internet]. c2008 
[cited 2011 Nov 07]. Retrieved Jan 2012 from: http://en.wikipedia.org/wiki/
File:Linksys_WRT54GL.jpg.
Slide 14: SOHO Wireless Network [image on the Internet]. (Feval, 2006, 
CC BY-SA 3.0) [cited 2011 Nov 07]. Retrieved Jan 2012 from: http://
en.wikipedia.org/wiki/File:SPOF.png.
Slide 16: Motorola Cable Modem Router [image on the Internet]. 
(Larocomp, 2010, PD-US)  [cited 2011 Nov 07]. Retrieved Jan 2012 from: 
http://en.wikipedia.org/wiki/Cable_modem.
Slide 16: D-Link Wireless Router [image on the Internet]. (Macic7, 
2007, CC BY 3.0) [cited 2011 Nov 07]. Retrieved Jan 2012 from: http://
en.wikipedia.org/wiki/File:Wirelessadsl2%2Brouter.dlink.dslg684t.JPG.
Slide 20: Large UPS Device [image on the Internet]. (Cgxke, 20087, PD-
US) [cited 2011 Nov 07]. Retrieved Jan 2012 from: http://en.wikipedia.org/
wiki/File:500kVA-UPS.jpg.
Slide 20: Small UPS Device [image on the Internet]. (Amakuru, 2006, 
CC BY-SA 3.0) [cited 2011 Nov 07]. Retrieved Jan 2012 from: http://
en.wikipedia.org/wiki/File:UPSRearView.jpg.
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Slide 20: Multi-outlet Surge Protector [image on the Internet]. (Amakuru, 
2006, CC BY-SA 3.0) [cited 2011 Nov 07]. Retrieved Jan 2012 from: http://
en.wikipedia.org/wiki/File:Surge_protector.jpg.

Lecture 7e
1. Wikipedia. [Internet]. 2011 Nov [cited 2011 Nov 07]. Available from: 

http://en.wikipedia.org/wiki/OSI_model.
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Component 4/Unit 8

Unit Title 
Security

Unit Description
This unit covers common security concerns and safeguards, including 
firewalls, encryption, virus protection software and patterns, and 
programming for security. Additional topics include security of wireless 
networks, and concerns, mitigations, and regulations related to healthcare 
applications.

Unit Objectives
By the end of this unit the student will be able to:

1. List and describe common security concerns (Lecture a)
2. Describe safeguards against common security concerns 

(Lecture b)
3. Describe security concerns for wireless networks and how to 

address them (Lecture b and c)
4. List security concerns/regulations for health care applications 

(Lecture c)
5. Describe security safeguards used for health care 

applications (Lecture c)

Unit Topics/Lectures
1. Data and hardware security concerns

a. Common threats to security
b. Trojan horse
c. Viruses
d. Macro viruses
e. Personal information attacks
f. Worms
g. False information

2. How do hackers operate
3. Network security

a. What is network security
b. Authentication
c. Authorization
d. Object permissions
e. Mitigating security issues
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f. Security policy
g. Authentication factors
h. Factor authentication
i. Hardware and software firewalls
j. Windows Firewall
k. Anti-virus (AV) software
l. Intrusion Protection Systems (IPS)
m. Data encryption
n. Audit of security policy practices

4. Additional security precautions
a. Password policies
b. Physical security of assets

5. Wireless networking security
a. Wireless device security

6. Health care applications and security
7. Security of health care data

a. Electronic Health Record (her) systems
b. EHRs used by health care providers
c. EHR security Q & A.
d. Federal regulations

8. Federal regulations
a. Health Insurance Portability and Accountability Act (HIPAA)
b. What is privacy
c. What is confidentiality

9. Security of EHR record data

Unit References

Lecture 8a
1. Wikipedia. Malware. [Internet]. 2011 Jun [cited 2011 Nov 07]. 

Available from: http://en.wikipedia.org/wiki/Malware.

Lecture 8a Images
Slide 19: Screenshot of a shared folder’s properties window. Image 
source: the creator of this presentation. (2011, PD-US)
Slide 20: Screen shot of the folder named Picture properties dialog box. 
Image source: the creator of this presentation. (2011, PD-US)

http://en.wikipedia.org/wiki/Malware
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Lecture 8b
1. SANS. Information Security Policy Templates. [Internet]. 2010 

[cited 2011 Nov 07]. Available from: http://www.sans.org/security-
resources/policies.

2. GIAC. The Basics of an IT Security Policy. [Internet]. 2010 [cited 
2011 Nov 07]. Available from: http://www.giac.org/certified_
professionals/practicals/gsec/1863.php.

3. Wikipedia. Firewall (computing). [Internet]. 2010 [cited 2011 
Nov 07]. Available from: http://en.wikipedia.org/wiki/Firewall_
(computing).

4. Wikipedia. Antivirus software. [Internet]. 2010 [cited 2011 Nov 07]. 
Available from: http://en.wikipedia.org/wiki/Antivirus_software.

5. Wikipedia. Malware. [Internet]. 2010 [cited 2011 Nov 07]. Available 
from: http://en.wikipedia.org/wiki/Malware. 

6. Wikipedia. Intrusion detection system. [Internet]. 2010 [cited 2011 
Nov 07]. Available from: http://en.wikipedia.org/wiki/Intrusion_
detection_system.

7. IT Security. Create your own security audit. [Internet]. 2010 [cited 
2011 Nov 07]. Available from: http://www.itsecurity.com/features/it-
security-audit-010407/.

Lecture 8b Images
Slide 11: Cisco Secure Intrusion Detection System  [image on the 
Internet]. c2010 [cited 2011 Nov 07]. Available from: http://www.google.
com/shopping/product/3672983121990923567

Lecture 8c
1. Wikipedia. Network security. [Internet]. 2010 [cited 2011 Nov 07]. 

Available from: http://en.wikipedia.org/wiki/Network_security.
2. Wikipedia. Wireless security. [Internet]. 2010 [cited 2011 Nov 07]. 

Available from: http://en.wikipedia.org/wiki/Wireless_security.
3. Wikipedia. Wireless LAN security. [Internet]. 2010 [cited 2011 Nov 

07]. Available from: http://en.wikipedia.org/wiki/Wireless_LAN_
security.

4. Wikipedia. Electronic health record. [Internet]. 2010 [cited 2011 Nov 
07]. Available from: http://en.wikipedia.org/wiki/Electronic_health_
record.

5. Wikipedia. Electronic medical record. [Internet]. 2010 [cited 2011 
Nov 07]. Available from: http://en.wikipedia.org/wiki/Electronic_
medical_record.
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6. Health and Human Services. HHS Announces Project to Help 3.6 
Million Consumers Reap Benefits of Electronic Health Records. 
[Internet]. 2010 [cited 2011 Nov 07]. Available from: http://www.hhs.
gov/news/press/2007pres/10/pr20071030a.html.

7. Informatics Professor, Meaningful Use: A Highly Useful Construct 
for Informatics. [Internet]. 2010 May [cited 2011 Nov 07]. Available 
from: http://informaticsprofessor.blogspot.com/2010/05/meaningful-
use-highly-useful-construct.html.

Lecture 8c Images
Slide 5: Screenshot of a partial browser address bar with a valid bank 
certificate. (PD-US, 2006)
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Component 4/Unit 9

Unit Title  
Information Systems

Unit Description
This unit defines information systems and describes how they are 
used.  It discusses how an information system is designed, developed, 
tested, supported and maintained.  Finally, it explains how information 
systems are used in healthcare settings, including the role of specialized 
information systems.

Unit Objectives
By the end of this unit the student will be able to:

1. Define an information system, how one is used and list 
examples. (Lecture a)

2. Describe the components of an information system. (Lecture 
a)

3. Describe the process developing an information system. 
(Lecture b)

4. Describe the different types of testing and when testing 
should occur. (Lecture c)

5. Describe how information systems are supported and 
maintained over time. (Lecture c)

6. Describe specialized information systems. (Lecture d)
7. Explain how information systems are used in healthcare. 

(Lecture d)

Unit Topics/Lectures
1. Information Systems Introduction

a. Definition
b. Use
c. Data, Information and Knowledge
d. Examples

2. Components of Information Systems
a. Processes
b. Stakeholders

3. Systems Development
a. Planning
b. Analysis
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c. Design
d. Implementation
e. Support/Security

4. Testing information systems
a. Test plan
b. Test Cases
c. Test Sequence
d. Types of testing

5. Support and maintenance of information systems
a. User support
b. Maintenance
c. Security

6. Specialized information systems
7. Information systems in healthcare

Unit References

Lecture 9a
1. Activity Diagrams. (2011, Nov 17). Retrieved Nov 26, 2011, from 

Wikipedia: http://en.wikipedia.org/wiki/Activity_diagram
2. Evans, A., Martin, K., & Poatsey, M. (2010). Technology in Action: 

Complete (7th ed.). New York: Prentice Hall.
3. OpenERP. (2011, Nov 25). Retrieved Nov 26, 2011, from OpenERP: 

http://www.openerp.com
4. Shelley, G., & Rosenblatt, H. (2010). Systems Analysis and Design 

(8th ed.). Boston: Course Technology.
5. Shelley, G., & Vermaat, M. (2010). Discovering Computers 2011: 

Introductory. (1st ed.). Boston: Course Technology.
6. Stair, R., & Reynolds, G. (2010). Fundamentals of Information 

Systems (5th ed.). Boston: Course Technology.
7. UML Activity Diagrams. (2011, Sep 5). Retrieved Nov 26, 2011, from 

UML Diagrams: http://www.uml-diagrams.org/activity-diagrams.html
8. Use Case Diagrams. (2011, Nov 25). Retrieved Nov 26, 2011, from 

Wikipedia: http://en.wikipedia.org/wiki/Use_case_diagram
9. Whitten, J., & Bentley, L. (2007). Systems Analysis and Design 

Methods (7th ed.). McGraw-Hill.
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Lecture 9a Images
Slide 3:  Respiratory System Image [image on the Internet]. Public 
Domain. [Updated 11/18/2007; cited 11/20/2011].    Available from:  http://
www.clker.com/clipart-12109.html. (PD-US).
Slide 4:  Info ButtonImage [image on the Internet]. Public Domain. 
[Updated 9/20/2010; cited 11/20/2011].    Available from:  http://www.clker.
com/clipart-blue-information-glossy-button.html. (PD-US).
Slide 6: Audio File Icon Image [image on the Internet]. Public Domain. 
[Updated 11/13/2007; cited 11/20/2011].    Available from:  http://www.
clker.com/clipart-3701.html. (PD-US).
Slide 7:  Lightbulb Image [image on the Internet]. Public Domain. [Updated 
11/18/2007; cited 11/20/2011].    Available from:  http://www.clker.com/
clipart-12330.html. (PD-US).
Slide 9:  Teamwork icon Image [image on the Internet]. c 2007 
[Updated 10/11/2007; cited 11/20/2011].    Available from:  http://
wikimediafoundation.org/wiki/File:Crystal_Clear_teamwork.png .  (GNU-
GPL).
Slide 10:  Paper and Pencil Image [image on the Internet]. Public Domain. 
[Updated 11/13/2007; cited 11/20/2011].    Available from:  http://www.
clker.com/clipart-1853.html. (PD-US).
Slide 10:  Computer Image [image on the Internet]. Public Domain. 
[Updated 4/27/2009; cited 11/20/2011].    Available from:  http://www.clker.
com/clipart-26904.html. (PD-US).
Slide 12:  OpenERP Screenshot Image [image on the Internet]. Nikos 
(c 2011). [Updated 6/9/2011; cited 11/20/2011].    Available from:  http://
en.wikipedia.org/wiki/File:OpenERP_V6.png. (CC BY-SA 3.0).
Slide 15:  Use Case Diagram Image [image on the Internet]. c 2002 
[Updated 9/23/2009; cited 11/26/2011].    Available from:  http://
en.wikipedia.org/wiki/File:Use_case_restaurant_model.svg. (CC BY-SA 
3.0). 
Slide 16:  People Image [image on the Internet]. Public Domain. [Updated 
1/6/2011; cited 11/26/2011].    Available from:  http://www.clker.com/clipart-
population.html. (PD-US).
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Slide 5:  Clipboard Image [image on the Internet]. Public Domain. 
[Updated 11/13/2008; cited 11/26/2011].    Available from:  http://www.
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Slide 7:  Computer System Image [image on the Internet]. Public Domain. 
[Updated 12/8/2007; cited 11/26/2011].    Available from:  http://www.clker.
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Component 4/Unit 10

Unit Title  
Future of Computing

Unit Description
This unit covers five topics concerning the future of computing: trends in computing, 
interfaces used to communicate with computer systems, cloud computing, the changing 
social implications of the use of computer systems, and the ubiquity of computers in our 
daily lives.

Unit Objectives
By the end of this unit the student will be able to:

1. Describe the latest advances in technology.
2. Discuss the implications of advances in technology for 

healthcare systems, including potential risks.

Unit Topics/Lectures
1. Trends in Computing
2. User Interfaces
3. Cloud Computing
4. Social Implications
5. Ubiquitous Computing
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Component Acronym Glossary
ACF – Administration for Children and Families
ADA – American Dental Association
ADL – activity of daily living
AHRQ – Agency for Healthcare Research and Quality
AIDS - Acquired immune deficiency syndrome
AMA – The American Medical Association
AoA – Administration on Aging
ATSDR – Agency for Toxic Substances and Disease Registry
CCU – critical care unit
CD-10-PCS - The International Classification of Diseases, 10th Revision, 
Procedure Coding
CDC – Centers for Disease Control and Prevention
CDHC - Consumer Driven Health Care Plans
CDS – Clinical Decision Support
CDT - Code on Dental Procedures and Nomenclature
CMS – Centers for Medicare and Medicaid Services
CPI – Consumer Price Index
CPT - Current Procedure Terminology
CT – Computerized Tomography
DNR – do-not-resuscitate order
DRG - Diagnosis Related Groups
EBM – Evidence Based Medicine
ED - Emergency Department
EDI - Electronic data interchange
EMT – emergency medical technician
EMTALA – Emergency Medical Treatment and Active Labor Act
EPO - Exclusive Provider Organization
ER – emergency room
FDA – Food and Drug Administration
FFS - Fee-for-service
GDP – gross domestic product
HCO – Health Care Organization
HCPCS - Health Care Common Procedure Coding System
HHS – Department of Health and Human Services
HIPAA – Health Insurance Portability and Accountability Act
HIT – Health Information Technology
HITECH Act - The Health Information Technology for Economic and 
Clinical Health Act
HIV - Human immunodeficiency virus
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HMO - Health Maintenance Organization
HRSA – Health Resources and Services Administration
ICD-10-CM - The International Classification of Diseases, 10th Revision, 
Clinical Modification,
ICD-9-CM - The International Classification of Diseases, Ninth Revision, 
Clinical Modification
ICU – intensive care unit
IHS – Indian Health Service
IPA – independent practice association
JC – Joint Commission
JTTS – Joint Theater Trauma System
LPN – licensed practical nurse
LRN - Lab Response Network
MCO - Managed care organization
MHS – Military Health System
MRI – Magnetic Resonance Imaging
MRSA - methicillin-resistant Staphylococcus aureus
National Drug Codes (NDC
NATO – North Atlantic Treaty Organization
NIH – National Institutes of Health
NOS – Not Otherwise Specified
OIG – Office of Inspector General
OR – operating room
PA – physician assistant
PMPM - per member per month
POS - Point of Service Plan
PPO - Preferred Provider Organization
PTSD – post-traumatic stress disorder
RBRVS - Resource Based Relative Value Scale
RN – registered nurse
SAMHSA – Substance Abuse and Mental Health Services Administration
TBI – traumatic brain injury
VA – Department of Veterans Affairs
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